
    
    

    
    
        You are viewing this page in an unauthorized frame window.
        This is a potential security issue, you are being redirected to https://csrc.nist.gov.

    


    
    
        
            
                You have JavaScript disabled. This site requires JavaScript to be enabled for complete site functionality.

            

            
                
                    
                

                
                    
                        An official website of the United States government
                    

                    Here’s how you know

                

                
                    Here’s how you know
                
            

        
        
            
                
                    
                    
                        
                            Official websites use .gov
A
                            .gov website belongs to an official government
                            organization in the United States.
                        

                    

                

                
                    
                    
                        
                            Secure .gov websites use HTTPS
A
                            lock (
                            
                                
                                    





Locked padlock icon
                                    
                                
                            ) or https:// means you’ve safely connected to
                            the .gov website. Share sensitive information only on official,
                            secure websites.
                        
                    
                
            
        
    


    
    
        
            
            
                
                    
                
            

            
                
                    
                        Search
                        
                        
                        
                        
                        
                        
                        
                            Search
                            
                        
                    

                

                
                    
                        
                        CSRC MENU
                    
                
            

        

    


    
        
            Search
            
            
                Search
                
            
        

    

    
        
        
            	Projects
	
                    
                        Publications
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                Drafts for Public Comment

                                All Public Drafts

                                Final Pubs

                                FIPS (standards)

                            

                            
                                Special Publications (SPs)

                                IR (interagency/internal reports)

                                CSWP (cybersecurity white papers)

                                ITL Bulletins

                            

                            
                                Project Descriptions

                                Journal Articles

                                Conference Papers

                                Books

                            

                        

                    

                
	
                    
                        Topics
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                Security & Privacy

                                Applications

                            

                            
                                Technologies

                                Sectors

                            

                            
                                Laws & Regulations

                                Activities & Products

                            

                        

                    

                
	News & Updates
	Events
	Glossary
	
                    
                        About CSRC
                        
                            Expand or Collapse
                        
                    
                    
                        
                            
                                
                                    Computer Security Division

                                    
	Cryptographic Technology
	Secure Systems and Applications
	Security Components and Mechanisms
	Security Engineering and Risk Management
	Security Testing, Validation, and Measurement


                                
                            

                            
                                
                                    Applied Cybersecurity Division

                                    
	Cybersecurity and Privacy Applications
	National Cybersecurity Center of Excellence (NCCoE)
	National Initiative for Cybersecurity Education (NICE)


                                
                                
                                    
                                        Contact Us
                                    
                                

                            

                        

                    

                


        

    




    
        
            
                
                    
                        Information Technology Laboratory
                    

                    
                        Computer Security Resource Center
                    

                

                
                    
                        
                    

                    
                        
                    

                

            

        

    

    
        
        





    
    
Publications
    



    
        
            NIST SP 800-114
        
             
            

    
        
            
                Withdrawn on July 29, 2016.
                            Superseded by 
                    SP 800-114 Rev. 1
        

    
    User's Guide to Securing External Devices for Telework and Remote Access

    


    Share to Facebook
    Share to Twitter
    Share to LinkedIn
    Share ia Email


    
    
           
        Documentation
               
            Topics
    

    
    
        
        


            
                
                    Date Published: November 2007 

                    
                            





                Author(s)

                
                        Karen Scarfone (NIST),                         Murugiah Souppaya (NIST)                






                
                        Abstract

                        This publication helps teleworkers secure the external devices they use for telework, such as personally owned and privately owned desktop and laptop computers and consumer devices (e.g., cell phones, personal digital assistants [PDA]). The document focuses specifically on security for telework involving remote access to their organization's nonpublic computing resources. It provides practical, real-world recommendations for securing telework computers operating systems (OS) and applications, as well as home networks that the computers use. It presents basic recommendations for securing consumer devices used for telework. The document also presents advice on protecting the information stored on telework computers and removable media. In addition, it provides tips on considering the security of a device owned by a third party before deciding whether it should be used for telework.
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