

























http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-33.pdf�
http://www.whitehouse.gov/omb/circulars_a130_a130trans4�
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2011/m11-33.pdf�































































http://www.itl.nist.gov/div898/handbook/ppc/section3/ppc333.htm�









http://capec.mitre.org/�
http://www.kb.cert.org/vuls�
http://nvd.nist.gov/�




































http://cve.mitre.org/about/index.html�
http://www.first.org/cvss/�



















Special Publication 800-137 Information Security Continuous Monitoring for
Federal Information Systems and Organizations

Information Security A program established to collect information in accordance with
Continuous Monitoring preestablished metrics, utilizing information readily available in
(ISCM) Program part through implemented security controls.

Information Security A process to:

Continuous Monitoring )

(ISCM) Process e Define an ISCM strategy;

Establish an ISCM program;

e Implement an ISCM program;

e Analyze data and Report findings;
e Respond to findings; and

e Review and Update the ISCM strategy and program.

Information Security Formal document that provides an overview of the security

Program Plan requirements for an organization-wide information security

[NISTIR 7298] program and describes the program management controls and
common controls in place or planned for meeting those
requirements.

Information Security Risk ~ The risk to organizational operations (including mission,

[NIST SP 800-39] functions, image, reputation), organizational assets, individuals,
other organizations, and the Nation due to the potential for
unauthorized access, use, disclosure, disruption, modification, or
destruction of information and /or information systems. See Risk.

Information System A discrete set of information resources organized for the
[44 US.C,, Sec. 3502] collection, processing, maintenance, use, sharing, dissemination,
or disposition of information.

Information System See Authorization Boundary.

Boundary

Information System Owner Official responsible for the overall procurement, development,
(or Program Manager) integration, modification, or operation and maintenance of an
[NISTIR 7298] information system.

Information System Individual assigned responsibility for conducting information
Security Engineer system security engineering activities.

[CNSSI 4009]

Information System Process that captures and refines information security

Security Engineering requirements and ensures that their integration into information
[CNSSI4009] technology component products and information systems through

purposeful security design or configuration.

APPENDIX B PAGE B-7



Special Publication 800-137

Information Security Continuous Monitoring for
Federal Information Systems and Organizations

Information System-
related Security Risks

Information System
Security Officer (ISSO)
[CNSSI 4009]

Information Technology
[40 U.S.C., Sec. 1401]

Information Type
[FIPS 199]

Integrity
[44 U.S.C., Sec. 3542]

Interview
[NISTIR 7298]

Intrusion Detection and

Prevention System (IDPS)

[NISTIR 7298]

APPENDIX B

Risks that arise through the loss of confidentiality, integrity, or
availability of information or information systems and consider
impacts to the organization (including assets, mission, functions,
image, or reputation), individuals, other organizations, and the
Nation. See Risk.

Individual with assigned responsibility for maintaining the
appropriate operational security posture for an information
system or program.

Any equipment or interconnected system or subsystem of
equipment that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or
information by the executive agency. For purposes of the
preceding sentence, equipment is used by an executive agency if
the equipment is used by the executive agency directly or is used
by a contractor under a contract with the executive agency which:
(1) requires the use of such equipment; or (ii) requires the use, to a
significant extent, of such equipment in the performance of a
service or the furnishing of a product. The term information
technology includes computers, ancillary equipment, software,
firmware, and similar procedures, services (including support
services), and related resources.

A specific category of information (e.g., privacy, medical,
proprietary, financial, investigative, contractor sensitive, security
management) defined by an organization or in some instances, by
a specific law, Executive Order, directive, policy, or regulation.

Guarding against improper information modification or
destruction, and includes ensuring information non-repudiation
and authenticity.

A type of assessment method that is characterized by the process
of conducting discussions with individuals or groups within an
organization to facilitate understanding, achieve clarification, or
lead to the location of evidence, the results of which are used to
support the determination of security control effectiveness over
time.

Software that automates the process of monitoring the events
occurring in a computer system or network and analyzing them
for signs of possible incidents and attempting to stop detected
possible incidents.
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Malware
[NISTIR 7298]

Management Controls
[FIPS 200]

Mechanisms
[NISTIR 7298]

Metrics
[NISTIR 7298]

National Security System
[44 U.S.C., Sec. 3542]

Operational Controls
[FIPS 200]

Organization
[FIPS 200, Adapted]

Organizational
Information Security
Continuous Monitoring

APPENDIX B

A program that is inserted into a system, usually covertly, with
the intent of compromising the confidentiality, integrity, or
availability of the victim’s data, applications, or operating system
or of otherwise annoying or disrupting the victim.

The security controls (i.e., safeguards or countermeasures) for an
information system that focus on the management of risk and the
management of information system security.

An assessment object that includes specific protection-related
items (e.g., hardware, software, or firmware) employed within or
at the boundary of an information system.

Tools designed to facilitate decision making and improve
performance and accountability through collection, analysis, and
reporting of relevant performance-related data.

Any information system (including any telecommunications
system) used or operated by an agency or by a contractor of an
agency, or other organization on behalf of an agency—(i) the
function, operation, or use of which involves intelligence
activities; involves cryptologic activities related to national
security; involves command and control of military forces;
involves equipment that is an integral part of a weapon or
weapons system; or is critical to the direct fulfillment of military
or intelligence missions (excluding a system that is to be used for
routine administrative and business applications, for example,
payroll, finance, logistics, and personnel management
applications); or (ii) is protected at all times by procedures
established for information that have been specifically authorized
under criteria established by an Executive Order or an Act of
Congress to be kept classified in the interest of national defense
or foreign policy.

The security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed
by people (as opposed to systems).

An entity of any size, complexity, or positioning within an
organizational structure (e.g., a federal agency, or, as appropriate,
any of its operational elements).

Ongoing monitoring sufficient to ensure and assure effectiveness
of security controls related to systems, networks, and cyberspace,
by assessing security control implementation and organizational
security status in accordance with organizational risk tolerance —
and within a reporting structure designed to make real-time, data-
driven risk management decisions.
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Patch Management
[CNSSI 4009]

Penetration Testing
[NISTIR 7298]

Plan of Action &

Milestones (POA&M)
[OMB Memorandum 02-01]

Potential Impact
[FIPS 199]

Records
[CNSSI 4009]

Resilience
[NIST SP 800-39, Adapted]

Risk
[FIPS 200, Adapted]

APPENDIX B

The systematic notification, identification, deployment,
installation, and verification of operating system and application
software code revisions. These revisions are known as patches,
hot fixes, and service packs.

A test methodology in which assessors, using all available
documentation (e.g., system design, source code, manuals) and
working under specific constraints, attempt to circumvent the
security features of an information system.

A document that identifies tasks needing to be accomplished. It
details resources required to accomplish the elements of the plan,
any milestones in meeting the tasks, and scheduled completion
dates for the milestones.

The loss of confidentiality, integrity, or availability could be
expected to have: (i) a limited adverse effect (FIPS 199 low); (ii)
a serious adverse effect (FIPS 199 moderate); or (iii) a severe or
catastrophic adverse effect (FIPS 199 high) on organizational
operations, organizational assets, or individuals.

The recordings (automated and/or manual) of evidence of
activities performed or results achieved (e.g., forms, reports, test
results), which serve as a basis for verifying that the organization
and the information system are performing as intended. Also used
to refer to units of related data fields (i.e., groups of data fields
that can be accessed by a program and that contain the complete
set of information on particular items).

The ability to continue to: (i) operate under adverse conditions or
stress, even if in a degraded or debilitated state, while maintaining
essential operational capabilities; and (ii) recover to an effective
operational posture in a time frame consistent with mission needs.

A measure of the extent to which an entity is threatened by a
potential circumstance or event, and typically a function of: (i)
the adverse impacts that would arise if the circumstance or event
occurs; and (ii) the likelihood of occurrence.

[Note: Information system-related security risks are those risks
that arise from the loss of confidentiality, integrity, or availability
of information or information systems and reflect the potential
adverse impacts to organizational operations (including mission,
functions, image, or reputation), organizational assets,
individuals, other organizations, and the Nation. Adverse impacts
to the Nation include, for example, compromises to information
systems that support critical infrastructure applications or are
paramount to government continuity of operations as defined by
the Department of Homeland Security.]
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Risk Assessment
[CNSSI 4009]

Risk Executive (Function)
[CNSSI 4009]

Risk Management

[FIPS 200, Adapted]

Risk Monitoring

Risk Response
[NIST SP 800-39]

Risk Tolerance
[NISTIR 7298]

Safeguards
[CNSSI 4009]

Security Authorization

APPENDIX B

The process of identifying risks to organizational operations
(including mission, functions, image, reputation), organizational
assets, individuals, other organizations, and the Nation, resulting
from the operation of an information system. Part of risk
management, incorporates threat and vulnerability analyses, and
considers mitigations provided by security controls planned or in
place. Synonymous with risk analysis.

An individual or group within an organization that helps to ensure
that: (i) security risk-related considerations for individual
information systems, to include the authorization decisions, are
viewed from an organization-wide perspective with regard to the
overall strategic goals and objectives of the organization in
carrying out its missions and business functions; and (ii)
managing information system-related security risks is consistent
across the organization, reflects organizational risk tolerance, and
is considered along with organizational risks affecting
mission/business success.

The program and supporting processes to manage information
security risk to organizational operations (including mission,
functions, image, reputation), organizational assets, individuals,
other organizations, and the Nation, and includes: (i) establishing
the context for risk-related activities; (ii) assessing risk; (iii)
responding to risk once determined; and (iv) monitoring risk over
time.

Maintaining ongoing awareness of an organization’s risk
environment, risk management program, and associated activities
to support risk decisions.

Accepting, avoiding, mitigating, sharing, or transferring risk to
organizational operations (mission, functions, image, or
reputation), organizational assets, individuals, other
organizations, and the Nation.

The level of risk an entity is willing to assume in order to achieve
a potential desired result.

Protective measures prescribed to meet the security requirements
(i.e., confidentiality, integrity, and availability) specified for an
information system. Safeguards may include security features,
management constraints, personnel security, and security of
physical structures, areas, and devices. Synonymous with security
controls and countermeasures.

See Authorization.
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Security Automation
Domain

Security Categorization
[CNSSI 1253, FIPS 199]

Security Control

Assessment
[CNSSI 4009, Adapted]

Security Control Assessor
[NISTIR 7298]

Security Control Baseline
[FIPS 200, Adapted]

Security Control
Effectiveness

Security Control

Inheritance
[CNSSI 4009]

Security Controls
[FIPS 199]

Security Domain
[CNSSI 4009]

Security Impact Analysis
[NIST SP 800-53]

Security Incident

APPENDIX B

An information security area that includes a grouping of tools,
technologies, and data.

The process of determining the security category for information
or an information system. Security categorization methodologies
are described in CNSS Instruction 1253 for national security

systems and in FIPS 199 for other than national security systems.

The testing and/or evaluation of the management, operational,
and technical security controls in an information system to
determine the extent to which the controls are implemented
correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the
system.

The individual, group, or organization responsible for conducting
a security control assessment.

One of the sets of minimum security controls defined for federal
information systems in NIST Special Publication 800-53 and
CNSS Instruction 1253.

The measure of correctness of implementation (i.e., how
consistently the control implementation complies with the
security plan) and how well the security plan meets
organizational needs in accordance with current risk tolerance.

A situation in which an information system or application
receives protection from security controls (or portions of security
controls) that are developed, implemented, assessed, authorized,
and monitored by entities other than those responsible for the
system or application; entities either internal or external to the
organization where the system or application resides. See
Common Control.

The management, operational, and technical controls (i.e.,
safeguards or countermeasures) prescribed for an information
system to protect the confidentiality, integrity, and availability of
the system and its information.

A domain that implements a security policy and is administered
by a single authority.

The analysis conducted by an organizational official to determine
the extent to which changes to the information system have

affected the security state of the system.

See Incident.
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Security Management
Dashboard
[NIST SP 800-128]

Security Objective
[FIPS 199]

Security Plan
[NISTIR 7298]

Security Policy
[CNSSI 4009]

Security Posture
[CNSSI 4009]

Security Requirements
[FIPS 200]

Security Status

Senior (Agency)
Information Security
Officer (SISO)

[44 U.S.C., Sec. 3544]

Senior Information
Security Officer

APPENDIX B

A tool that consolidates and communicates information relevant
to the organizational security posture in near real-time to security
management stakeholders.

Confidentiality, integrity, or availability.

Formal document that provides an overview of the security
requirements for an information system or an information security
program and describes the security controls in place or planned
for meeting those requirements. See System Security Plan or
Information Security Program Plan.

A set of criteria for the provision of security services.

The security status of an organization’s networks, information,
and systems based on IA resources (e.g., people, hardware,
software, policies) and capabilities in place to manage the defense
of the organization and to react as the situation changes.

Requirements levied on an information system that are derived
from applicable laws, Executive Orders, directives, policies,
standards, instructions, regulations, procedures, or organizational
mission/business case needs to ensure the confidentiality,
integrity, and availability of the information being processed,
stored, or transmitted.

See Security Posture.

Official responsible for carrying out the Chief Information
Officer responsibilities under the Federal Information Security
Management Act (FISMA) and serving as the Chief Information
Officer’s primary liaison to the agency’s authorizing officials,
information system owners, and information system security
officers.

[Note: Organizations subordinate to federal agencies may use the
term Senior Information Security Officer or Chief Information
Security Officer to denote individuals filling positions with

similar responsibilities to Senior Agency Information Security
Officers.]

See Senior Agency Information Security Officer.
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Specification
[NISTIR 7298]

Status Monitoring

Subsystem
[NISTIR 7298]

System

System Development Life
Cycle (SDLC)
[CNSSI4009]

System Development Life
Cycle (SDLC)

[CNSSI 4009, Adapted]

System Security Plan
[FIPS 200]

System-Specific Security

Control
[CNSSI 4009]

Tailoring
[CNSSI 4009]

Technical Controls
[FIPS 200]

Test
[NISTIR 7298]

APPENDIX B

An assessment object that includes document-based artifacts (e.g.,
policies, procedures, plans, system security requirements,
functional specifications, and architectural designs) associated
with an information system.

Monitoring the information security metrics defined by the
organization in the information security ISCM strategy.

A major subdivision of an information system consisting of
information, information technology, and personnel that performs
one or more specific functions.

See Information System.

The scope of activities associated with a system, encompassing
the system’s initiation, development and acquisition,
implementation, operation and maintenance, and ultimately its
disposal.

The scope of activities associated with a system, encompassing
the system’s initiation, development and acquisition,
implementation, operation and maintenance, and ultimately its
disposal that instigates another system initiation.

Formal document that provides an overview of the security
requirements for an information system and describes the security
controls in place or planned for meeting those requirements.

A security control for an information system that has not been
designated as a common security control or the portion of a
hybrid control that is to be implemented within an information
system.

The process by which a security control baseline is modified
based on: (i) the application of scoping guidance; (ii) the
specification of compensating security controls, if needed; and
(ii1) the specification of organization-defined parameters in the
security controls via explicit assignment and selection statements.

The security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed
by the information system through mechanisms contained in the
hardware, software, or firmware components of the system.

A type of assessment method that is characterized by the process
of exercising one or more assessment objects under specified
conditions to compare actual with expected behavior, the results
of which are used to support the determination of security control
effectiveness over time.
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Threat
[CNSSI 4009, Adapted]

Threat Information
[CNSSI 4009, Adapted]

Threat Source
[FIPS 200]

Vulnerability
[CNSSI 4009]

Vulnerability Assessment
[CNSSI 4009]

White Box Testing

APPENDIX B

Any circumstance or event with the potential to adversely impact
organizational operations (including mission, functions, image, or
reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via
unauthorized access, destruction, disclosure, modification of
information, and/or denial of service.

Analytical insights into trends, technologies, or tactics of an
adversarial nature affecting information systems security.

The intent and method targeted at the intentional exploitation of a
vulnerability or a situation and method that may accidentally
trigger a vulnerability. Synonymous with threat agent.

Weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or

triggered by a threat source.

Formal description and evaluation of the vulnerabilities in an
information system.

See Comprehensive Testing.
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APPENDIX C
ACRONYMS

COMMON ABBREVIATIONS

AO
CAPEC
CIO
CIRT
COTS
CVSS
CVE
CWE
CWSS
DLP
FDCC
FISMA
IDPS
ISCM
ISO
ISSO
IT

NCP
NVD
OCIL
OMB
OVAL
PII

PM
POA&M
RMF
SAR
SCAP
SDLC

APPENDIX C

Authorizing Official

Common Attack Pattern Enumeration & Classification
Chief Information Officer

Computer Incident Response Team
Commercial Off-The-Shelf

Common Vulnerability Scoring System
Common Vulnerabilities and Exposures
Common Weakness Enumeration

Common Weakness Scoring System

Data Loss Prevention

Federal Desktop Core Configuration

Federal Information Security Management Act of 2002
Intrusion Detection and Prevention System
Information Security Continuous Monitoring
Information System Owner

Information System Security Officer
Information Technology

National Checklist Program

National Vulnerability Database

Open Checklist Interactive Language

Office of Management and Budget

Open Vulnerability and Assessment Language
Personally Identifiable Information

Program Management

Plan Of Action & Milestones

Risk Management Framework

Security Assessment Report

Security Content Automation Protocol

System Development Life Cycle
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SIA Security Impact Analysis

SIEM Security Information and Event Management
SISO Senior Information Security Officer

SP Special Publication

SwAAP Software Assurance Automation Protocol

USGCB United States Government Configuration Baseline
XCCDF eXtensible Configuration Checklist Description Format
XML Extensible Markup Language
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APPENDIX D
TECHNOLOGIES FOR ENABLING ISCM

technologies to automate many of the ISCM activities in support of organizational risk

management policy and strategy, operational security, internal and external compliance,
reporting, and documentation needs. Organizations may choose to follow a reference architecture,
such as NIST CAESARS Framework Extension, to implement ISCM technologies.** There are a
variety of tools and technologies available that an organization can use to efficiently and
effectively gather, aggregate, analyze, and report data ranging from continuously monitoring the
security status of its enterprise architecture and operating environment(s) down to components of
individual information systems. These tools and technologies can enable and assist automated
monitoring in support of a variety of organizational processes including but not limited to:

Organizations can make more effective use of their security budgets by implementing

e Ongoing assessments of security control effectiveness;

e Reporting of security status at the appropriate level of granularity to personnel with security
responsibilities;

e Management of risk and verification and assessment of mitigation activities;
e Assurance of compliance with high-level internal and external requirements; and
e Analysis of the security impact of changes to the operational environment.

The tools and technologies discussed in this appendix leverage the strategies, policies, and roles
and responsibilities of the overall ISCM program, and can assist organizations in their efforts to
automate the implementation, assessment, and monitoring of many NIST SP 800-53 security
controls. Though these tools and technologies lend themselves primarily to the continuous
monitoring of technical security controls that can be automated, they can provide evidence, in an
automated manner, to support the existence and effectiveness of nontechnical security controls or
parts of technical security controls that cannot be easily automated. Automation is achieved
through a variety of commercial off-the-shelf (COTS) and government off-the-shelf (GOTS)
products, built-in operating system capabilities, and custom tools and scripting that use
standardized automation specifications.

It is important to understand and appreciate the need to assess the effectiveness of all security
controls, particularly nontechnical security controls, periodically. Data collected from automated
tools may not provide feedback on the existence and the effectiveness of nontechnical security
controls. It may be possible in some cases to make certain inferences about the effectiveness of
nontechnical security controls based on data collected from automated tools. While it may not be
possible to use automated tools and technologies to monitor adherence to policies and procedures,
it may be possible to monitor associated security objectives in an automated fashion.

*“ " For more information, please refer to DRAFT NISTIR 7756, as amended, CAESARS Framework Extension: An

Enterprise Continuous Monitoring Technical Reference Architecture.
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The Open Checklist Interactive Language (OCIL), discussed in Section D.3.1, may be used to
partially automate certain controls that require human interaction and can be verified in a question
and answer type format. For example, it may be possible to create an automated questionnaire to
gather information related to annual security awareness training.

The validity of the security-related information collected continuously or on demand from
automated tools assumes the continued effectiveness of the underlying management and
operational security controls. As such, the value of automated tools and technologies, including
those that perform direct data gathering and aggregation and analysis of data, is dependent upon
the operational processes supporting their use. For organizations to realize the operational
security benefits and for the tools and technologies to provide an accurate security status,
knowledgeable staff should select, implement, operate, and maintain these tools and technologies,
as well as all underlying security controls, interpret the monitoring data obtained, and select and
implement appropriate remediation.

This appendix discusses the role of tools and technologies in automating many ISCM activities. It
discusses common tools, technologies, and open specifications used to collect, analyze, and
meaningfully represent data in support of continuous monitoring of an organization’s security
posture, including providing visibility into the information assets, awareness of threats and
vulnerabilities, and status of security control effectiveness. Examples of security controls that can
be automated using the various technologies are included. This is not an exhaustive set of
examples. New products and technologies continue to reach the market. Controls commonly
automated but that do not appear as examples associated with the technologies named below
include those where automation is achieved through capabilities built into operating systems,
custom tools and scripts, or a combination of several tools and capabilities.*

D.1 TECHNOLOGIES FOR DATA GATHERING

Data gathering technologies are those that provide the capability to observe, detect, prevent, or
log known security threats and vulnerabilities, and/or remediate or manage various aspects of
security controls implemented to address those threats and vulnerabilities. These technologies are
primarily implemented at the information systems level (Tier 3). However, they can be
configured to support an organization’s ongoing security monitoring needs up through
mission/business processes and information security governance metrics. Implementing a tool
across an organization allows systems within that organization to inherit and leverage said
capability.

A security automation domain is an information security area that includes a grouping of tools,
technologies, and data. Data within the domains is captured, correlated, analyzed, and reported to
present the security status of the organization that is represented by the domains monitored.
Security automation provides standardized specifications that enable the interoperability and flow
of data between these domains. Monitoring capabilities are achieved through the use of a variety
of tools and techniques. The granularity of the information collected is determined by the
organization, based on its monitoring objectives and the capability of the enterprise architecture
to support such activities.

Examples of such controls that lend themselves to full or partial automation through security engineering or the
use of proprietary/third party software and log management tools include account management, security training
records, incident reporting, and physical access control.
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This section describes the tools and technologies within eleven security automation domains that
support continuous monitoring:

Vulnerability Management;

Patch Management;

e Event Management;

e Incident Management;

e  Malware Detection;

e Asset Management;

e Configuration Management;

e Network Management;

e License Management;

e Information Management; and
e Software Assurance.

The domains are pictured in Figure D-1.
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Figure D-1. Security Automation Domains

D.1.1 VULNERABILITY AND PATCH MANAGEMENT

A vulnerability is a software flaw that introduces a potential security exposure. The number of
vulnerabilities discovered and patches developed to address those vulnerabilities continues to
grow, making manual patching of systems and system components an increasingly difficult task.
To the extent possible, organizations should identify, report, and remediate vulnerabilities in a
coordinated, organization-wide manner using automated vulnerability and patch management
tools and technologies.

Vulnerability scanners are commonly used in organizations to identify known vulnerabilities on
hosts and networks and on commonly used operating systems and applications. These scanning
tools can proactively identify vulnerabilities, provide a fast and easy way to measure exposure,
identify out-of-date software versions, validate compliance with an organizational security policy,
and generate alerts and reports about identified vulnerabilities.

Patch management tools scan for vulnerabilities on systems and system components participating
in an organization’s patching solution, provide information regarding needed patches and other
software updates on affected devices, and allow an administrator to decide on the patching
implementation process. Patch management tools and utilities are available from various vendors
to assist in the automated identification, distribution, and reporting of software patches. It is
critical to understand the impact of patches before applying and to deploy them within the context
of a defined patch management policy, providing assurance that systems will not lose critical
functionality due to an unintended side effect of a patch. In some cases where a patch cannot be
deployed, other compensating security controls may be necessary.

The implementation and effective use of vulnerability assessment and patch management
technologies*® can assist organizations in automating the implementation, assessment, and

* " For more information, please refer to NIST SP 800-40, as amended, Creating a Patch and Vulnerability
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continuous monitoring of several NIST SP 800-53 security controls including SI-2, Flaw
Remediation; CA-2, Security Assessments; CA-7, Continuous Monitoring; CM-3, Configuration
Change Control; IR-4, Incident Handling; IR-5, Incident Monitoring; MA-2, Controlled
Maintenance; RA-5, Vulnerability Scanning; SA-11, Developer Security Testing; and SI-11,
Error Handling. Vulnerability assessment and patch management technologies may also provide
supporting data to assist organizations in responding to higher-level reporting requirements in the
areas of configuration and vulnerability management.

D.1.2 EVENT AND INCIDENT MANAGEMENT

Event management involves monitoring and responding to as necessary, observable occurrences
in a network or system. A variety of tools and technologies exist to monitor events, such as
intrusion detection systems and logging mechanisms. Some tools may detect events based on
known attack signatures, while others detect anomalies in behavior or performance that could
indicate an attack. Certain events may signal that an incident has occurred, which is a violation or
imminent threat of violation of computer security policies, acceptable use policies, or standard
computer security practices. Incident management tools may assist in detecting, responding to,
and limiting the consequences of a malicious cyber attack against an organization.

A log is a record of the events occurring within an organization’s systems and networks. Logs are
composed of log entries; each entry contains information related to a specific event that has
occurred within a system or system component. Many logs within an organization contain records
related to computer security. These computer security logs can be generated by many sources,
including security software such as malware protection software, firewalls, and intrusion
detection and prevention systems, operating systems on servers, workstations, networking
equipment, and applications.*’

The number, volume, and variety of security logs have increased greatly, which has created the
need for information system security log management — the process of generating, transmitting,
storing, analyzing, and disposing of security log data. Log managementis essential for ensuring
that security records are stored in sufficient detail for an appropriate period of time. Logs are a
key resource when performing auditing and forensic analysis, supporting internal investigations,
establishing baselines, and identifying operational trends and long-term problems. Routine log
analysis is beneficial for identifying security incidents, policy violations, fraudulent activity, and
operational problems, and as such, supports an ISCM capability.

The implementation and effective use of logging and log management tools and technologies can
assist organizations in automating the implementation, assessment, and continuous monitoring of
several NIST SP 800-53 security controls including AU-2, Auditable Events; AU-3, Content of
Audit Records; AU-4, Audit Storage Capacity; AU-5, Response to Audit Processing Failures;
AU-6, Audit Review, Analysis, and Reporting; AU-7, Audit Reduction and Report Generation;
AU-8, Time Stamps; AU-12, Audit Generation; CA-2, Security Assessments; CA-7, Continuous
Monitoring; IR-5, Incident Monitoring; RA-3, Risk Assessment; and SI-4, Information system
Monitoring.

Intrusion detection is the process of monitoring the events occurring in a computer system or
network and analyzing them for signs of possible incidents, which are violations or imminent

Management Program.

*7" For more information, please refer to NIST SP 800-92, Guide to Computer Security Log Management.
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threats of violation of computer security policies, acceptable use policies, or standard security
practices. Intrusion prevention is the process of performing intrusion detection and attempting to
stop possible incidents as they are detected. Intrusion detection and prevention systems (IDPSs)*
are focused primarily on identifying possible incidents, logging information about them,
attempting to stop them, and reporting them to security administrators for further analysis and
action.

IDPSs typically are used to record information related to observed events, notify security
administrators of important observed events, and automatically generate reports, with remediation
actions performed manually after human review of the report. Many IDPSs can also be
configured to respond to a detected threat using a variety of techniques, including changing
security configurations or blocking the attack.

Within the context of an ISCM program, IDPSs can be used to supply evidence of the
effectiveness of security controls (e.g., policies, procedures, and other implemented technical
controls), document existing threats, and deter unauthorized use of information systems. The
implementation and effective use of IDPSs can also assist organizations in automating the
implementation, assessment, and continuous monitoring of several NIST SP 800-53 security
controls including AC-4, Information Flow Enforcement; AC-17, Remote Access; AC-18,
Wireless Access; AU-2, Auditable Events; AU-6, Audit Review, Analysis, and Reporting; AU-
12, Audit Generation; AU-13, Monitoring for Information Disclosure; CA-2, Security
Assessments; CA-7, Continuous Monitoring; IR-5, Incident Monitoring; RA-3, Risk Assessment;
SC-7, Boundary Protection; SI-3, Malicious Code Protection; SI-4, Information System
Monitoring; and SI-7, Software and Information Integrity. IDPSs may also provide supporting
data to assist organizations in meeting US-CERT incident reporting requirements and in
responding to OMB and agency CIO reporting requirements in the areas of system and
connections inventory, security incident management, boundary protections, and configuration
management.

D.1.3 MALWARE DETECTION

Malware detection® provides the ability to identify and report on the presence of viruses, Trojan
horses, spyware, or other malicious code on or destined for a target system. Organizations
typically employ malware detection mechanisms at information system entry and exit points (e.g.,
firewalls, email servers, Web servers, proxy servers, remote access servers) and at endpoint
devices (e.g., workstations, servers, mobile computing devices) on the network to detect and
remove malicious code transported by electronic mail, electronic mail attachments, Web accesses,
removable media or other means, or inserted through the exploitation of information system
vulnerabilities.

Malware detection mechanisms can be configured to perform periodic scans of information
systems, as well as real-time scans of files from external sources as the files are downloaded,
opened, or executed in accordance with organizational security policy. Malware detection
mechanisms can frequently take a predetermined action in response to malicious code detection.

® For more information, please refer to NIST SP 800-94, as amended, Guide to Intrusion Detection and Prevention

Systems (IDPS).

4 For more information, please refer to NIST SP 800-83, as amended, Guide to Malware Incident Prevention and

Handling.
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In addition to malware detection, a variety of technologies and methods exist to limit or eliminate
the effects of malicious code attacks. Used in conjunction with configuration management and
control procedures and strong software integrity controls, malware detection mechanisms can be
even more effective in preventing execution of unauthorized code. Additional risk mitigation
measures, such as secure coding practices, trusted procurement processes, and regular monitoring
of secure configurations, can help to ensure that unauthorized functions are not performed.

The implementation and effective use of malware detection technologies can assist organizations
in automating the implementation, assessment, and continuous monitoring of several NIST SP
800-53 security controls, including CA-2, Security Assessments; CA-7, Continuous Monitoring;
IR-5, Incident Monitoring; RA-3, Risk Assessment; SA-12, Supply Chain Protection; SA-13,
Trustworthiness; SI-3, Malicious Code Protection; SI-4, Information System Monitoring; SI-7,
Software and Information Integrity; and SI-8, Spam Protection. Malware detection technologies
may also provide supporting data to assist organizations in meeting US-CERT incident reporting
requirements and in responding to OMB and agency CIO reporting requirements related to
incident management, remote access, and boundary protections.

D.1.4 ASSET MANAGEMENT

Asset management tools help maintain inventory of software and hardware within the
organization. This can be accomplished via a combination of system configuration, network
management, and license management tools, or with a special-purpose tool. Asset management
software tracks the life cycle of an organization’s assets and provides tools such as remote
management of assets and various automated management functions.

The implementation and effective use of asset management technologies can assist organizations
in automating the implementation, assessment, and continuous monitoring of several NIST SP
800-53 security controls including CA-7, Continuous Monitoring; CM-2, Baseline Configuration;
CM-3, Configuration Change Control; CM-4, Security Impact Analysis; CM-8, Information
System Component Inventory; and SA-10, Developer Configuration Management.

D.1.5 CONFIGURATION MANAGEMENT

Configuration management tools allow administrators to configure settings, monitor changes to
settings, collect setting status, and restore settings as needed. Managing the numerous
configurations found within information systems and network components has become almost
impossible using manual methods. Automated solutions may lower the cost of configuration
management efforts while enhancing efficiency and improving reliability.

System configuration scanning tools provide the automated capability to audit and assess a target
system to determine its compliance with a defined secure baseline configuration. A user may
confirm compliance with, and identify deviations from, checklists appropriate for relevant
operating systems and/or applications.

If an information system or system component is unknowingly out of synchronization with the
approved secure configurations as defined by the organization’s baseline configurations and the
System Security Plan, organization officials and system owners may have a false sense of
security. An opportunity to take actions that would otherwise limit vulnerabilities and help protect
the organization from attack would subsequently be missed. Monitoring activities offer the
organization better visibility into the state of security for its information systems, as defined by
the security metrics being monitored.
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Identity and account configuration management tools allow an organization to manage
identification credentials, access control, authorization, and privileges. Identity management
systems may also enable and monitor physical access control based on identification credentials.
Identity and account configuration management tools often have the ability to automate tasks
such as account password resets and other account maintenance activities. These systems also
monitor and report on activities such as unsuccessful login attempts, account lockouts, and
resource access.

There are a wide variety of configuration management tools available to support an
organization’s needs. When selecting a configuration management tool, organizations should
consider tools that can pull information from a variety of sources and components. Organizations
should choose tools that are based on open specifications such as SCAP; that support
organization-wide interoperability, assessment, and reporting; that provide the ability to tailor and
customize output; and that allow for data consolidation into SIEM tools and management
dashboards.

The implementation and effective use of configuration management technologies can assist
organizations in automating the implementation, assessment, and continuous monitoring of
several NIST SP 800-53 security controls including AC-2, Account Management; AC-3, Access
Enforcement; AC-5, Separation of Duties; AC-7, Unsuccessful Login Attempts; AC-9, Previous
Logon (Access) Notification; AC-10, Concurrent Session Control; AC-11, Session Lock; AC-19,
Access Control for Mobile Devices; AC-20, Use of External Information Systems; AC-22,
Publicly Accessible Content; CA-2, Security Assessments; CA-7, Continuous Monitoring; CM-2,
Baseline Configuration; CM-3, Configuration Change Control; CM-5, Access Restrictions for
Change; CM-6, Configuration Settings; CM-7, Least Functionality; IA-2, Identification and
Authentication (Organizational Users); IA-3, Device Identification and Authentication; [A-4,
Identifier Management; IA-5, Authenticator Management; IA-8, Identification and Authentication
(Non-Organizational Users); IR-5, Incident Monitoring; MA-5, Maintenance Personnel; PE-3,
Physical Access Control; RA-3, Risk Assessment; SA-7, User Installed Software; SA-10,
Developer Configuration Management; and SI-2, Flaw Remediation. Organization-wide security
configuration management and engineering technologies may also provide supporting data to
assist organizations in responding to higher-level compliance reporting requirements in the areas
of configuration and asset management.

D.1.6 NETWORK MANAGEMENT

Network configuration management tools include host discovery, inventory, change control,
performance monitoring, and other network device management capabilities. Some network
configuration management tools automate device configuration and validate device compliance
against pre-configured policies. Network management tools may be able to discover unauthorized
hardware and software on the network, such as a rogue wireless access point.

The implementation and effective use of network management technologies can assist
organizations in automating the implementation, assessment, and continuous monitoring of
several NIST SP 800-53 security controls including AC-4, Information Flow Enforcement; AC-
17, Remote Access; AC-18, Wireless Access; CA-7, Continuous Monitoring; CM-2, Baseline
Configuration; CM-3, Configuration Change Control; CM-4, Security Impact Analysis; CM-6,
Configuration Settings; CM-8, Information System Component Inventory; SC-2, Application
Partitioning; SC-5, Denial of Service Protection; SC-7, Boundary Protection; SC-10, Network
Disconnect; SC-32, Information System Partitioning; and SI-4, Information System Monitoring.
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These challenges can be met through the use of a reference model that describes the types of tools
needed, their relationships, and their required roles in fulfilling ISCM functionality. The model
either leverages or provides interface specifications that enable integration of these tools in order
for an organization to compose an ISCM technical implementation. The model also provides
specifications for each tool type so that the tools perform their roles appropriately in
implementing organization wide ISCM.

One example of an ISCM reference model that promotes this consistent integration is the
CAESARS Framework Extension, described in NIST Interagency Report (NISTIR) 7756,
CAESARS Framework Extension: An Enterprise Continuous Monitoring Technical Reference
Architecture (Draft). NISTIR 7756 provides a foundation for a continuous monitoring reference
model that aims to enable organizations to aggregate collected data from across a diverse set of
security tools, analyze that data, perform scoring, enable user queries, and provide overall
situational awareness.

The model is based on a set of high level workflow that describe necessary data movement within
an ISCM technical implementation. These workflow are realized through the model’s subsystem
specifications (i.e., requirements for types of tools) and interface specifications for tool
communication. One ability to leverage the model is dependent in part on the available
infrastructure and the maturity of the organization’s measurement program.®’ The functional
capabilities of an architecture implemented to support ISCM include data collection, storage,
querying, analysis, retrieval, propagation to higher tiers, and presentation.

In the model, data is collected (for predefined metrics or in response to a user query) to include
those related to security control implementation and effectiveness. The types of data sources
include people, processes, technologies, and the computing environment, (including security
control assessment results). A variety of methods, both automated and manual, can be used to
collect data. Organizations consider utilizing standards-based methods within tools for
performing data collection to reduce integration costs, to enable interoperability of diverse tools
and technologies, and to enable data to be collected once and reused many times. Data generated
by humans can be collected using mechanisms that use automation and that leverage standardized
methods. Collection methodologies are standardized and automated where possible to enable
intra- and inter-tier information exchange, correlation and analysis.

Collected data is tagged with metadata when stored in ways that maximize reuse of collected
data. Data is normalized for purposes of aggregation, correlation, and consistent use in metrics.
Care is taken to store data that has been normalized or otherwise processed with its relevant
attributes so as to minimize the possibility of contamination of one metric by cleansing
algorithms used in support of another.

The model enables an ISCM infrastructure that has retrieval, analysis, and presentation
capabilities sufficient to support reporting and risk-based decision making at all tiers. Metrics are
calculated in accordance with the ISCM strategy and the established program. All security-related
information is presented to those with ISCM roles and responsibilities as well as other
stakeholders including consumers of monitoring information who use it to control operations
within organizational risk tolerances in accordance with ISCM strategy (e.g., individuals

7 See NIST SP 800-55, as amended, for more information on measurement programs.
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