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                        Abstract

                        Combinatorial testing can help detect problems like this early in the testing life cycle. The key insight underlying t-way combinatorial testing is that not every parameter contributes to every fault and most faults are caused by interactions between a relatively small number of parameters. This publication provides a self-contained tutorial on using combinatorial testing for real-world software, including how to use it effectively for system and software assurance. It introduces the key concepts and methods, explains use of software tools for generating combinatorial tests (freely available on the NIST web site csrc.nist.gov/acts), and discusses advanced topics such as the use of formal models of software to determine the expected results for each set of test inputs. With each topic, a section on costs and practical considerations explains tradeoffs and limitations that may impact resources or funding. The material is accessible to an undergraduate student of computer science or engineering, and includes an extensive set of references to papers that provide more depth on each topic.

                        
                                
                                    Combinatorial testing can help detect problems like this early in the testing life cycle. The key insight underlying t-way combinatorial testing is that not every parameter contributes to every fault and most faults are caused by interactions between a relatively small number of parameters. This...
                                    See full abstract
                                

                                
                                    Combinatorial testing can help detect problems like this early in the testing life cycle. The key insight underlying t-way combinatorial testing is that not every parameter contributes to every fault and most faults are caused by interactions between a relatively small number of parameters. This publication provides a self-contained tutorial on using combinatorial testing for real-world software, including how to use it effectively for system and software assurance. It introduces the key concepts and methods, explains use of software tools for generating combinatorial tests (freely available on the NIST web site csrc.nist.gov/acts), and discusses advanced topics such as the use of formal models of software to determine the expected results for each set of test inputs. With each topic, a section on costs and practical considerations explains tradeoffs and limitations that may impact resources or funding. The material is accessible to an undergraduate student of computer science or engineering, and includes an extensive set of references to papers that provide more depth on each topic.

                                    Hide full abstract
                                

                        

                                            Keywords

                        
                                Combinatorial methods;                                 computer security;                                 software assurance;                                 software testing                        
                



            Control Families

            
                    
                            System and Services Acquisition                    
            


        



        


            


                Documentation



                
                    Publication:


                        
                            
                            https://doi.org/10.6028/NIST.SP.800-142
                        


                        
                            
                            Download URL
                        



                



                
                    Supplemental Material:

                        None available

                


                
                
                


                    
                        Related NIST Publications:

                        
                                IR 7878 

                                Journal Article 

                                Book 

                                Book Section 

                        
                    


                    
                        Document History:

                        
                                    10/07/10: SP 800-142 (Final)

                        
                    


            


                
                    Topics


                        Security and Privacy
                        
                                general security & privacy                        

                


        


    





        


    


    

    
    

        
            
                
                    
                        [image: National Institute of Standards and Technology logo]
                    
                

                
                    
                        HEADQUARTERS

                        100 Bureau Drive

                        Gaithersburg, MD 20899
                    

                

            

            
                	
                        
                            twitter (link is external)
                        
                    
	
                        
                            facebook (link is external)
                        

                    
	
                        
                            linkedin (link is external)
                        

                    
	
                        
                            instagram
                             (link is external)
                        

                    
	
                        
                            youtube (link is external)
                        

                    
	
                        
                            rss
                        

                    
	
                        
                            govdelivery (link is external)
                        
                    


                
                    Want updates about CSRC and our publications?
                    Subscribe
                

            

        

        
            
                
                    [image: National Institute of Standards and Technology logo]
                
            

        


        
            
                
                    Contact Us |
                    Our Other Offices
                

            

            
                
                    Send inquiries to csrc-inquiry@nist.gov
                
            

        


        
            
                	Site Privacy
	Accessibility
	Privacy Program
	Copyrights
	Vulnerability Disclosure
	No Fear Act Policy
	FOIA
	Environmental Policy
	Scientific Integrity
	Information Quality Standards
	Commerce.gov
	Science.gov
	USA.gov
	Vote.gov


            

        

    



    




    

    