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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of
Standards and Technology (NIST) promotes the U.S. economy and public
welfare by providing technical leadership for the Nation’s measurement and
standards infrastructure. ITL develops tests, test methods, reference data, proof
of concept implementations, and technical analyses to advance the development
and productive use of information technology. ITL’s responsibilities include the
development of management, administrative, technical, and physical standards
and guidelines for the cost-effective security and privacy of non-national security-
related information in Federal information systems. This special publication 800-
series reports on ITL’s research, guidelines, and outreach efforts in information
system security, and its collaborative activities with industry, government, and
academic organizations.



December 2005 Implementing Cryptography

Authority

The National Institute of Standards and Technology (NIST) has developed this
document in furtherance of its statutory responsibilities under the Federal
Information Security Management Act (FISMA) of 2002, Public Law 107-347.

NIST is responsible for developing standards and guidelines, including minimum
requirements, for providing adequate information security for all agency
operations and assets, but such standards and guidelines shall not apply to
national security systems. This guideline is consistent with the requirements of
the Office of Management and Budget (OMB) Circular A-130, Section 8b(3),
Securing Agency Information Systems, as analyzed in A-130, Appendix IV:
Analysis of Key Sections. Supplemental information is provided A-130, Appendix
1.

This guideline has been prepared for use by Federal agencies. It may be used by
nongovernmental organizations on a voluntary basis and is not subject to
copyright. (Attribution would be appreciated by NIST.)

Nothing in this document should be taken to contradict standards and guidelines
made mandatory and binding on Federal agencies by the Secretary of
Commerce under statutory authority. Nor should these guidelines be interpreted
as altering or superseding the existing authorities of the Secretary of Commerce,
Director of the OMB, or any other Federal official.

National Institute of Standards and Technology, Special Publication 800-21
Natl. Inst. Stand. Technol. Spec. Publ. 800-21 [2nd Edition], (December 2005)
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PREFACE

This Second Edition of NIST Special Publication (SP) 800-21, updates and
replaces the November 1999 edition of Guideline for Implementing Cryptography
in the Federal Government. Many of the references and cryptographic
techniques contained in the first edition of NIST SP 800-21 have been amended,
rescinded, or superseded since its publication. The current revision offers new
tools and techniques.

NIST SP 800-21 [Second Edition] is intended to provide a structured, yet flexible
set of guidelines for selecting, specifying, employing, and evaluating
cryptographic protection mechanisms in Federal information systems—and thus,
makes a significant contribution toward satisfying the security requirements of the
Federal Information Security Management Act (FISMA) of 2002, Public Law 107-
347. The current version also reflects the elimination of the waiver process by the
Federal Information Security Management Act (FISMA) of 2002. Under current
law, NIST standards and recommendations are binding for Federal systems that
are not designated national security systems.
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CHAPTER 1
INTRODUCTION

1.1  Purpose

Today'’s information technology security environment consists of highly
interactive and powerful computing devices and interconnected systems of
systems across global networks where Federal agencies routinely interact with
industry, private citizens, state and local governments, and the governments of
other nations. Consequently, both private and public sectors depend upon
information systems to perform essential and mission-critical functions. In this
environment of increasingly open and interconnected systems and networks,
network and data security are essential for the optimum use of this information
technology. For example, systems that carry out electronic financial transactions
and electronic- commerce (e-commerce) must protect against unauthorized
access to confidential records and the unauthorized modification of data.

Cryptography should be considered for data that is sensitive, has a high value, or
is vulnerable to unauthorized disclosure or undetected modification during
transmission or while in storage®. Cryptographic methods provide important
functionality to protect against intentional and accidental compromise and
alteration of data. Some cryptographic mechanisms support confidentiality
during communications by encrypting the communication prior to transmission
and decrypting it at receipt. These methods also provide file/data confidentiality
by encrypting the data prior to placement on a storage medium and decrypting it
after retrieval from the storage medium. Other cryptographic mechanisms, such
as message authentication codes and digital signatures, provide data content
integrity and source authentication services. That is, the cryptographic
mechanisms permit the user to determine that the entity claiming to be the
source of data really is the source and to determine whether information has
been modified since it was last authenticated or “signed” by its source.

The purpose of this document is to provide guidance to Federal agencies on how
to select cryptographic controls for protecting Sensitive Unclassified® information.
This document focuses on:

L FIPS 199, Standards for Security Categorization of Federal Information and Information
Systems, provides a standard for categorizing information and information systems, based on
the impact to the mission if the confidentiality, integrity or availability of the information was
compromised. NIST SP 800-53, Recommended Security Controls for Federal Information
Systems, provides guidance on the minimum security controls for each FIPS 199 category.

% Hereafter referred to as sensitive information. In the Federal Information Security Management
Act (FISMA) of 2002, Congress assigned responsibility to the National Institute of Standards
and Technology (NIST) for the preparation of standards and guidelines for the security of
sensitive Federal systems. Excluded are classified and sensitive national security-related
systems.
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e Federal standards documented in Federal Information Processing
Standards (FIPS) Publications,

e NIST Recommendations and guidelines documented in NIST Special
Publications (SPs), and

e Cryptographic modules and algorithms that are validated against these
specifications.

However, to provide additional information, products of other standards
organizations, (e.g., American National Standards Institute (ANSI) and
International Organization for Standardization (ISO)) are briefly discussed.

1.2 Audience

This document is intended for Federal employees who are responsible for
designing systems, and procuring, installing, and operating security products to
meet identified security requirements. This document may be used by:

e A manager responsible for evaluating an existing system and determining
whether cryptographic methods are necessary,

e Program managers responsible for selecting and integrating cryptographic
mechanisms into a system,

e A technical specialist requested to select one or more cryptographic
methods/techniques to meet a specified requirement, or

e A procurement specialist developing a solicitation for a system or network
that will require cryptographic methods to perform security functionality.

The goal is to provide these individuals with sufficient information to allow them
to make informed decisions about the cryptographic methods that will meet their
specific needs to protect the confidentiality, authentication, and integrity of data
that is transmitted and/or stored in a system or network.

This document is not intended to provide information on the Federal procurement
process or provide a technical discussion on the mathematics of cryptography
and cryptographic algorithms.

1.3 Scope

This document limits its discussion of cryptographic methods to those that
conform to Federal standards (FIPS) and NIST recommendations (i.e., NIST
SPs). (The majority of the information in this guideline may be useful to both
Federal and commercial personnel and applicable to all computer networks and
environments.) Both the Federal government and industry use products that
meet Federal standards and recommendations, and standards bodies such as
ANSI have also adopted these documents.
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This guideline provides information on selecting cryptographic controls and
implementing the controls in new or existing systems. Specifically, the guideline
includes discussions of the following:

1. The process of selecting cryptographic products. This may include one or
more of the following:

a. Perform a risk assessment that includes the following:
e System characterization,
e Threat identification,
e Vulnerability identification and likelihood determination, and
« Potential impact on organizations or individuals.

b. Identify the security regulations and policies that are applicable to the
organization and system.

c. Specify the cryptographic security requirements.

d. Specify the security controls that will address the needs identified in
items a through c above.

e. Select the appropriate cryptographic mechanism/product for provision
of specified security controls.

2. Implementation issues, including:

a. Implementation approach,

=3

Life cycle management of cryptographic components,
Training of users, operators, and system engineers,
Selection of cryptographic mechanisms,

Key management,

-~ ® 2 o

Backup and restoration of services,

—h

Authentication techniques, and

g. Assessment — certification, independent verification and validation
(IV&V).

1.4 Content
This Guideline is organized into six chapters:

e Chapter 1 includes background information (purpose, audience, and
scope) and the advantages of using cryptography.
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Chapter 2 defines the role and use of standards and describes standards
organizations that are outside the Federal government.

Chapter 3 describes the methods that are available for symmetric and
asymmetric key cryptography.

Chapter 4 describes some implementation issues (e.g., key management).
Chapter 5 discusses assessments, including the Cryptographic Module

Validation Program (CMVP), the Common Criteria (CC), and Certification
and Accreditation (C&A).

Chapter 6 describes the process of choosing the types of cryptography to
be used and selecting a cryptographic method or methods to fulfill a
specific requirement.

There are seven appendices to the guideline:

Appendix A contains an acronym list.
Appendix B contains terms and definitions.

Appendix C contains a reference list of cryptographic standards and
guidelines and other cryptography references.

Appendix D lists applicable laws and regulations.

Appendix E lists applicable Federal information processing standards,
recommendations, and guidelines.

A number of examples are included throughout this guideline. Each example is
displayed in a shaded box for ease of viewing.

15

Uses of Cryptography

Historically, cryptography was used as a tool to protect secrets. Numerous
techniques have been used, including:

Manual systems (e.g., simple substitution, manual codes),
Mechanical devices (e.g., the World War 1l and Korean era M 209 device),

Electro-mechanical devices (e.g., the World War Il Enigma and Purple
devices), and

Modern electronic encryption and authentication mechanisms (e.g.,
Advanced Encryption Standard (AES), Digital Signature Algorithm (DSA),
and Keyed Hash Message Authentication Code (HMAC)).

Modern cryptography uses mathematical techniques to provide security services
and relies upon two basic components: an algorithm (or cryptographic
methodology) and a cryptographic key, which determines the specifics of
algorithm operation.
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In general, cryptography is used to provide the security objectives of
confidentiality, integrity and availability.

e Confidentiality addresses “Preserving authorized restrictions on
information access and disclosure, including a means for protecting
personal privacy and proprietary information...” [44 U.S.C., Sec. 3542]". A
loss of confidentiality is the unauthorized disclosure of information.

e Integrity addresses “Guarding against improper information modification or
destruction, and includes ensuring information non-repudiation and
authenticity...” [44 U.S.C., Sec. 3542]. A loss of integrity is the
unauthorized modification or destruction of information.

o0 Non-repudiation services provide assurance of the origin of data to
both the receiver and a third party. The objective is to provide
evidence to counter denials that the sender participated in a
specified transaction.

0 An assurance of authenticity is provided using authentication
controls, which protect a communication system against
acceptance of a fraudulent transmission or simulation by
establishing the validity of the information content and the
originator. Authentication controls can also be used to verify an
individual’'s authorization to access specific categories of
information.

e Availability addresses “Ensuring timely and reliable access to and use of
information...” [44 U.S.C., SEC. 3542]. A loss of availability is the
disruption of access to or use of information or an information system.
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CHAPTER 2
STANDARDS AND GUIDELINES

Chapter 2 addresses standards and guidelines that apply to the implementation
of cryptography in the Federal government.

Public Laws, Presidential Directives and Executive Orders, Office of
Management and Budget (OMB) Memoranda, etc. (listed in Appendix D)
establish requirements for:

e Executive branch departments and agencies to protect all information
processed, transmitted, or stored in Federal automated information
systems;

e The development and implementation of information security policies,
procedures, and control. The controls shall be sufficient to afford security
protections that are commensurate with the risk and magnitude of the
harm resulting from the unauthorized disclosure, disruption, modification,
or destruction of information;

e Assignment of responsibility for security and the development of system
security plans for all general support systems and major applications; and

e Agencies to ensure that their information security plans are practiced
throughout the lifecycle of each agency system.

In addition, the directives and memoranda:

e Establish the basis and authority for NIST FIPS and SPs (hereafter
referred to as NIST-standards), and

e |dentify the use of cryptography as a potentially effective security
mechanism.

Some of the standards used to protect sensitive information are issued by NIST
as FIPS. Other recommendations and guidelines are issued as NIST SPs.
Federal agencies shall comply with all mandatory standards, and the agencies
are expected to:

e Support the development of such standards,

e Avoid the creation of different standards for government and the private
sector, and

e Use voluntary standards whenever possible.

Technically, NIST has the authority to establish standards only for the Federal
government. However, NIST standards have a profound effect on commerce
and industry. Since NIST standards are developed using a public review
process, industry often requires that products conform to these standards. Also,
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NIST has a long history of participation in industry standards groups, including
the American National Standards Institute (ANSI), International Organization for
Standardization (ISO), Institute of Electrical and Electronics Engineers (IEEE),
Internet Engineering Task Force (IETF), and others. In some cases, the Federal
government adopts industry standards, and in other cases, industry has adopted
NIST standards, recommendations, and guidelines as industry standards.

2.1 Benefits of Standards

Standards are important because they define common practices, methods, and
measures/metrics. Therefore, standards increase the reliability and effectiveness
of products and ensure that the products are produced with a degree of quality.
Standards provide solutions that have been accepted by a wide community and
evaluated by experts in relevant areas. By using standards, organizations can
reduce costs and protect their investments in technology.

Standards provide the following benefits:

e Interoperability. Products developed to a specific standard may be used
to provide interoperability with other products that conform to the same
standard. For example, by using the same cryptographic encryption
algorithm, data that was encrypted using vendor A’s product may be
decrypted using vendor B’s product. The use of a common standards-
based cryptographic algorithm is necessary, but may not be sufficient to
ensure product interoperability. Other common standards, such as
communications protocol standards, may also be necessary.

By ensuring interoperability among different vendors’ equipment,
standards permit an organization to select from various available products
to find the most cost-effective solution.

e Security. Standards may be used to establish a common approved level
of security. For example, most agency managers are not cryptographic
security experts, and, by using a FIPS-approved or NIST-recommended?®
cryptographic algorithm, a manager knows that the algorithm has been
found to be adequate for the protection of sensitive government data and
has been subjected to a significant period of public analysis and comment.

e Quality. Standards may be used to assure the quality of a product.
Standards may:

o0 Specify how a feature is to be implemented, e.g., the feature must
be implemented in hardware.

0 Require atest to ensure that the product is still functioning
correctly.

® Hereafter, FIPS-approved and NIST-recommended are collaterally referred to as Approved.
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0 Require specific documentation to assure proper implementation
and product change management.

Many NIST standards and recommendations contain associated
conformance tests and specify the conformance requirements. The
conformance tests may be administered by NIST accredited laboratories
and provide validation that the NIST standard or recommendation was
correctly implemented in the product.

e Common Form of Reference. A NIST standard or recommendation may
become a common form of reference to be used in testing/evaluating
vendors’ products. For example, FIPS 140-2, Security Requirements for
Cryptographic Modules, contains security and integrity requirements for
any cryptographic module implementing cryptographic operations. FIPS
140-2 establishes a common form of reference by defining four levels of
security for each of eleven security attributes.

e Cost Savings. A standard can save money by providing a single
commonly accepted specification. Without standards, users may be
required to become experts in every information technology (IT) product
that is being considered for purchase. Also, without standards, products
may not interoperate with different products purchased by other users.
This will result in a significant waste of money or in the delay of
implementing IT.

2.2 Federal Information Processing Standards (FIPS) and Special
Publications (SPs)

2.2.1 Use of FIPS and SPs

A FIPS is a mandatory standard for the Federal government whenever the type
of service provided by that standard is required by a Federal agency. For
example, FIPS 197, Advanced Encryption Standard, is a specific set of technical
security requirements for the Advanced Encryption Standard (AES) algorithm. A
FIPS has been adopted via a signature by the Secretary of Commerce (SoC).

A NIST recommendation is similar to a FIPS, but has not been signed by the
SoC. For example, NIST SP 800-67, Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher, provides a similar set of technical
security requirements to that of FIPS 197, except that TDEA is specified, rather
than AES.

To continue with these examples, when a Federal agency requires the use of
encryption to protect its data, an Approved algorithm shall be used. Since AES
and TDEA are currently the only algorithms approved for data encryption, either
AES or TDEA shall be used. Whenever AES is to be used, it shall be used as
specified in FIPS 197; whenever TDEA is to be used, it shall be used as
specified in SP 800-67.
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When developing a specification or the criteria for the selection of a
cryptographic module/product, FIPS and SPs shall be used, when available.
Some guidelines may be used to specify the functions that the algorithm will
perform (e.g., FIPS 200 or NIST SP 800-53, Recommended Security Controls for
Federal Information Systems). Other NIST standards specify the operation and
use of specific types of algorithms (e.g., AES, DSA) and the level of independent
testing required for classes of security environments (e.g., FIPS 140-2).

Appendix E contains a list of FIPS and SPs that apply to the implementation of
cryptography in the Federal government.

2.2.2 FIPS Waivers

The Federal Information Security Management Act (FISMA) of 2002 (P.L. 107-
347) eliminated previously authorized procedures for waivers from FIPS.

2.3  Other Standards Organizations

NIST develops standards, recommendations, and guidelines that are used by
vendors who are developing security products, components, and modules.
These products may be purchased and used by Federal government agencies.
In addition, there are other groups that develop and promulgate standards. The
following organizations are briefly described below: ANSI, IEEE, IETF, and 1SO.

2.3.1 International Organization for Standardization (ISO)*

ISO is a worldwide federation of national standards bodies from 100 countries.
ISO is a non-governmental organization. Its mission is to promote the
development of standardization and related activities in the world with a view to
facilitating the international exchange of goods and services, and to developing
cooperation in the spheres of intellectual, scientific, technological and economic
activity. ISO’s work results in international agreements that are published as
International Standards.

The technical work of ISO is carried out in technical committees, subcommittees
and working groups. In these committees, qualified representatives of industry,
research institutes, government agencies, consumer bodies, and international
organizations from all over the world come together in the resolution of global
standardization problems.

* The information in this section was taken from the 1SO web site: www.iso.ch.
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2.3.2 American National Standards Institute (ANSI)°>

The American National Standards Institute (ANSI) is the administrator and
coordinator of the United States (U.S.) private sector voluntary standardization
system. ANSI is a private, nonprofit membership organization that is supported
by a diverse constituency of private and public sector organizations. ANSI does
not itself develop American National Standards; rather, it facilitates the
development of standards by establishing consensus among qualified groups.

The primary goal of ANSI is the enhancement and global competitiveness of U.S.
business. ANSI promotes the use of U.S. standards internationally, advocates
U.S. policy and technical positions in international and regional standards
organizations, and encourages the adoption of international standards as
national standards where these meet the needs of the user community.

Accredited Standards Committee X9 is a financial industry committee of ANSI
and is organized into sub-committees and working groups to develop guidance in
areas such as security, cryptographic tools, and cryptographic protocols. (See
www.x9.0rg.)

2.3.3 Institute of Electrical and Electronics Engineers (IEEE)°

The technical objectives of the IEEE focus on advancing the theory and practice
of electrical, electronics and computer engineering, and computer science. The
goals of IEEE activities are to: (1) enhance the quality of life for all peoples
through improved public awareness of the influence and applications of its
technologies and (2) advance the standing of the engineering profession and its
members.

IEEE develops and disseminates voluntary, consensus-based industry standards
involving leading-edge electro-technology. IEEE supports international
standardization and encourages the development of globally acceptable
standards.

2.3.4 Internet Engineering Task Force (IETF)’

The IETF is a large, open international community of network designers,
operators, vendors, and researchers concerned with the evolution of the Internet
architecture and the smooth operation of the Internet. The actual technical work
of the IETF is done in working groups, which are organized by topic into several
areas (e.g., routing, transport, security, etc.). A Security Area Directorate and the
Security Area Advisory Group has been established to provide help to IETF

®> The information in this section was taken from the ANSI web site: www.ansi.org.
® The information in this section was taken from the IEEE web site: www.ieee.org.

" The information in this section was taken from the IETF web site: ietf.org.

10
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working groups in providing security in the protocols they design. Working
groups are chartered as required to address specific security issues.

11



December 2005 Implementing Cryptography

CHAPTER 3
CRYPTOGRAPHIC METHODS

This chapter provides a brief overview of cryptography and the various
algorithms that are approved for Federal government use.

3.1 Overview of Cryptography

Cryptography is a branch of mathematics that is based on the transformation of
data and can be used to provide several security services: confidentiality, data
integrity, authentication, authorization and non-repudiation. Cryptography relies
upon two basic components: an algorithm (or cryptographic methodology) and a
key. The algorithm is a mathematical function, and the key is a parameter used
in the transformation.

A cryptographic algorithm and key are used to apply cryptographic protection to
data (e.g., encrypt the data or generate a digital signature) and to remove or
check the protection (e.g., decrypt the encrypted data or verify the digital
signature). There are three basic types of Approved cryptographic algorithms:
cryptographic hash functions, symmetric key algorithms and asymmetric key
algorithms:

e Cryptographic hash functions do not require keys (although they can be
used in a mode in which keys are used). A hash function is often used as
a component of an algorithm to provide a security service. Hash functions
are discussed in Section 3.2.

e Symmetric algorithms (often called secret key algorithms) use a single key
to both apply the protection and to remove or check the protection.
Symmetric key algorithms are discussed in Section 3.3.

e Asymmetric algorithms (often called public key algorithms) use two keys
(i.e., a key pair): a public key and a private key that are mathematically
related to each other. Asymmetric key algorithms are discussed in Section
3.4.

Random number generators (RNGs) are required for the generation of
cryptographic values (e.g., keys). RNGs are discussed in Section 3.5.

In order to use cryptography, cryptographic keys must be “in place”, i.e., keys
must be established for parties using cryptography. Keys may be established
either manually (e.g., via a trusted courier or in a face-to-face meeting) or using
an electronic method. However, when an electronic method is used, a manual
method of establishing the first key(s) is required. Sections 3.3.3 and 3.4.2
discuss electronic methods for key establishment. Section 3.6 addresses general
key management issues, including both manual and electronic methods of key
establishment. Section 3.7 discusses Public Key Infrastructures (PKIs), which are
used as a method of distributing public keys.

12
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3.2 Hash Functions

A hash function produces a short representation of a longer message. A good
hash function is a one-way function: it is easy to compute the hash value from a
particular input; however, backing up the process from the hash value back to the
input is extremely difficult. With a good hash function, it is also extremely difficult
to find two specific inputs that produce the same hash value. Because of these
characteristics, hash functions are often used to determine whether or not data
has changed.

Many algorithms and schemes that provide a security service use a hash
function as a component of the algorithm or scheme. Hash functions are used

by:
e Keyed hash message authentication coded algorithms (Section 3.3.2),
e Digital signature algorithms (Section 3.4.1),
e Key derivation functions (e.g., for key agreement) (Section 3.4.2), and
e Random number generators (Section 3.5).

A hash function takes an input of arbitrary length and outputs a fixed length
value. Common names for the output of a hash function include hash value and
message digest. Figure 1 depicts the use of a hash function. A hash value (H,) is
computed on data (M;). M; and H; are then saved or transmitted. At a later time,
the correctness of the retrieved or received data is checked by labeling the
received data as M; (rather than M;) and computing a new hash value (Hz) on
the received value. If the newly computed hash value (H,) is equal to the
retrieved or received hash value (H,), then it can be assumed that the retrieved
or received data (M) is the same as the original data (M;) (i.e., My = My).

Generation Verification
M.— Hash —H, | M Hash | — »H,
! Function 2 Function L

Compare
*
;Hl

Figure 1. Hash Functions

Five hash functions are approved for Federal Government use and are defined in
FIPS 180-2, Secure Hash Standard, (http://csrc.nist.qov/publications/fips/fips180-
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2/fips180-2changel.pdf). The approved hash functions are SHA-1, SHA-224,
SHA-256, SHA-384 and SHA-512. Note that new attacks on SHA-1have
indicated that SHA-1 provides less security than originally thought. The use of
SHA-1 is not recommended for the generation of digital signatures in new
systems; new systems should use one of the larger hash functions.

3.3 Symmetric Key Algorithms

Symmetric key algorithms (often call secret key algorithms) use a single key to
both apply the protection and to remove or check the protection. For example,
the key used to encrypt data is also used to decrypt the encrypted data. This key
must be kept secret if the data is to retain its cryptographic protection. Symmetric
algorithms are used to provide confidentiality via encryption, or an assurance of
authenticity or integrity via authentication, or are used during key establishment.

Keys used for one purpose shall not be used for other purposes. (See SP 800-
57).

3.3.1 Encryption and Decryption

Encryption is used to provide confidentiality for data. The data to be protected is
called plaintext. Encryption transforms the data into ciphertext. Ciphertext can be
transformed back into plaintext using decryption. The Approved algorithms for
encryption and decryption algorithms are: the Advanced Encryption Standard
(AES) and the Triple Data Encryption Algorithm (TDEA). TDEA is based on the
Data Encryption Standard (DES), which is no longer approved for Federal
Government use except as a component of TDEA. Each of these algorithms
operates on blocks (chunks) of data during an encryption or decryption operation.
For this reason, these algorithms are commonly referred to as block cipher
algorithms.

Plaintext data can be recovered from ciphertext only by using the same key that
was used to encrypt the data. Unauthorized recipients of the ciphertext who
know the cryptographic algorithm but do not have the correct key should not be
able to decrypt the ciphertext. However, anyone who has the key and the
cryptographic algorithm can easily decrypt the ciphertext and obtain the original
plaintext data.

14
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K K
P — Encryption ——C C— Decryption ———p

Figure 2: Encryption and Decryption

Figure 2 depicts the encryption and decryption processes. The plaintext (P) and
a key (K) are used by the encryption process to produce the ciphertext (C). To
decrypt, the ciphertext (C) and the same key (K) are used by the decryption
process to recover the plaintext (P).

With symmetric key block cipher algorithms, the same plaintext block and key will
always produce the same ciphertext block. This property does not provide
acceptable security. Therefore, cryptographic modes of operation have been
defined to address this problem (see Section 3.3.1.4).

3.3.1.1 Data Encryption Standard (DES)

The Data Encryption Standard (DES) became effective in July 1977. It was
reaffirmed several times, but the strength of the DES algorithm is no longer
sufficient to adequately protect Federal government information. Therefore, DES
was withdrawn as an approved algorithm in 2005. However, DES may be
continue to be used as a component function (i.e., the cryptographic engine) of
the Triple Data Encryption Algorithm (TDEA).

3.3.1.2 Triple Data Encryption Algorithm (TDEA)

The Triple Data Encryption Algorithm (TDEA), also known as Triple DES, uses
the DES cryptographic engine to transform data in three operations. NIST SP
800-67, Recommendation for the Triple Data Encryption Algorithm (TDEA) Block
Cipher, specifies the TDEA block cipher algorithm. TDEA will be supported for
Federal use only until 2030 (see SP 800-57).

TDEA encrypts data in blocks of 64 bits, using three keys that define a key
bundle. The use of three distinctly different (i.e., mathematically independent)
keys is highly recommended, since this provides the most security from TDEA,
this is commonly known as three-key TDEA (3TDEA or 3TDES). Two-key TDEA
(2TDEA or 2TDES), in which the first and third keys are identical, and the second
key is distinctly different, is acceptable at present, but is discouraged. Other
configurations of keys in the key bundle shall not be used.

15




December 2005 Implementing Cryptography

3.3.1.3 Advanced Encryption Standard (AES)

The Advanced Encryption Standard (AES) was developed as a replacement for
DES and is the preferred algorithm for new products. AES is specified in FIPS
197 (available at http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf). AES
encrypts and decrypts data in 128-bit blocks, using 128, 192 or 256 bit keys. All
three key sizes are adequate for Federal Government applications. Note that the
use of the higher key sizes affects algorithm performance.

3.3.1.4 Encryption Modes of Operation

With a symmetric key block cipher algorithm, the same plaintext block will always
encrypt to the same ciphertext block when the same symmetric key is used. If the
multiple blocks in a typical message (data stream) are encrypted separately, an
adversary could easily substitute individual blocks, possibly without detection.
Furthermore, certain kinds of data patterns in the plaintext, such as repeated
blocks, would be apparent in the ciphertext.

Cryptographic modes of operation have been defined to address this problem by
combining the basic cryptographic algorithm with variable initialization values
(commonly known as initialization vectors) and feedback rules for the information
derived from the cryptographic operation. The Recommendation for Block Cipher
Modes of Operation (NIST SP 800-38A) defines modes of operation for the
encryption and decryption of data using block cipher algorithms such as AES and
TDEA. Another part of the recommendation (SP 800-38C) defines a mode for
performing both encryption and authentication (see Section 3.3.2) in a single
operation under restricted conditions. Other modes that combine the encryption
and authentication operations are under consideration.

3.3.2 Message Authentication Code

Message Authentication Codes (MACSs) provide an assurance of authenticity and
integrity. A MAC is a cryptographic checksum on the data that is used to provide
assurance that the data has not changed or been altered and that the MAC was
computed by the expected party (the sender). Typically, MACs are used between
two parties that share a secret key to authenticate information exchanged
between those parties.

Figure 3 depicts the use of message authentication codes (MACs). A MAC
(MAC,) is computed on data (M;) using a key (K). M; and MAC; are then saved
or transmitted. At a later time, the authenticity of the retrieved or received data is
checked by labeling the retrieved or received data as M, and computing a MAC
(MACy,) on it using the same key (K). If the retrieved or received MAC (MAC,) is
the same as the newly computed MAC (MAC,), then it can be assumed that the
retrieved or received data (M,) is the same as the original data (M) (i.e., M1 =
M,). The verifying party also knows who the sending party is because no one
else knows the key.
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Figure 3. Message Authentication Codes (MACSs)

Typically, MACs are used to detect data modifications that occur between the
initial generation of the MAC and the verification of the received MAC. They do
not detect errors that occur before the MAC is originally generated.

Message integrity is frequently provided using non-cryptographic techniques
known as error detection codes. However, these codes can be altered by an
adversary to the adversary’s benefit. The use of an Approved cryptographic
mechanism, such as a MAC, addresses this problem. That is, the integrity
provided by a MAC is based on the assumption that it is not possible to generate
a MAC without knowing the cryptographic key. An adversary without knowledge
of the key will be unable to modify data and then generate an authentic MAC on
the modified data. It is therefore crucial that MAC keys be kept secret.

Two types of algorithms for computing a MAC have been approved for Federal
government use: MAC algorithms that are based on block cipher algorithms, and
MAC algorithms that are based on hash functions.

3.3.2.1 MAC Based on a Block Cipher Algorithm

NIST SP 800-38B, Recommendation for Block Cipher Modes of Operation: the
CMAC Authentication Mode, defines a mode to compute a MAC using approved
block cipher algorithms, such as AES and TDEA. If the same block cipher
algorithm is used for both encryption and MAC computation (i.e., using a mode
from SP 800-38A for encryption, and a mode from SP 800-38B for MAC
computation), then different keys shall be used for each operation. SP 800-38C,
however, defines a mode for performing both encryption and MAC computation
in a single operation and using a single key under restricted conditions.
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3.3.2.2 MACs Based on Hash Functions

FIPS 198, The Keyed Hash Message Authentication Code (HMAC), defines a
MAC that uses a cryptographic hash function in combination with a secret key.
HMAC shall be used with an Approved cryptographic hash function (see Section
3.2).

3.3.3 Key Establishment

Symmetric key algorithms may be used to wrap (i.e., encrypt) keying material
using a key-wrapping key (also known as a key encrypting key). The wrapped
keying material can then be stored or transmitted securely. Unwrapping the
keying material requires the use of the same key-wrapping key that was used
during the original wrapping process.

Key wrapping differs from simple encryption in that the wrapping process
includes an integrity feature. During the unwrapping process, this integrity feature
detects accidental or intentional modifications to the wrapped keying material.

There is currently no FIPS or NIST-recommendation that specifies the key
wrapping algorithm, but a specification for an algorithm using AES is available at
http://csrc.nist.gov/CryptoToolkit/tkkeymgmt.html. The AES key wrapping
algorithm is anticipated to be specified in a future part of SP 800-38 as part D,
and may include an adaption of its use for TDEA in addition to AES.

A future publication is also under development that will specify additional
guidance for key establishment using symmetric key techniques.

3.4 Asymmetric Key Algorithms

Asymmetric algorithms (often called public key algorithms) use two keys: a public
key and a private key, which are mathematically related to each other. The public
key may be made public; the private key must remain secret if the data is to
retain its cryptographic protection. Even though there is a relationship between
the two keys, the private key cannot be determined from the public key. Which
key to be used to apply versus remove or check the protection depends on the
service to be provided. For example, a digital signature is computed using a
private key, and the signature is verified using the public key; for those
algorithms also capable of encryption®, the encryption is performed using the
public key, and the decryption is performed using the private key.

Asymmetric algorithms are used primarily as data integrity, authentication, and
non-repudiation mechanisms (i.e., digital signatures), and for key establishment.

® Not all public key algorithms are capable of multiple functions, e.g., generating digital signatures
and encryption.
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Some asymmetric algorithms use domain parameters, which are additional
values necessary for the operation of the cryptographic algorithm. These values
are mathematically related to each other. Domain parameters are usually public
and are used by a community of users for a substantial period of time.

The secure use of asymmetric algorithms requires that users obtain certain
assurances:

e Assurance of domain parameter validity provides confidence that the
domain parameters are mathematically correct,

e Assurance of public key validity provides confidence that the public key
appears to be a suitable key, and

e Assurance of private key possession provides confidence that the party
that is supposedly the owner of the private key really has the key.

Some asymmetric algorithms may be used for multiple purposes (e.g., for both
digital signatures and key establishment). Keys used for one purpose shall not be
used for other purposes.

3.4.1 Digital Signatures and the Digital Sighature Standard (DSS)

A digital signature is an electronic analogue of a written signature that can be
used in proving to the recipient or a third party that the message was signed by
the originator (a property known as non-repudiation). Digital signatures may also
be generated for stored data and programs so that the integrity of the data and
programs may be verified at a later time.

Digital signatures authenticate the integrity of the signed data and the identity of
the signatory. A digital signature is represented in a computer as a string of bits
and is computed using a digital signature algorithm that provides the capability to
generate and verify signatures. Signature generation uses a private key to
generate a digital signature. Signature verification uses the public key that
corresponds to, but is not the same as, the private key to verify the signature.
Each signatory possesses a private and public key pair. Signature generation
can be performed only by the possessor of the signatory's private key. However,
anyone can verify the signature by employing the signatory's public key. The
security of a digital signature system is dependent on maintaining the secrecy of
a signatory’s private key. Therefore, users must guard against the unauthorized
acquisition of their private keys.
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Figure 4: Digital Signatures

Figure 4 depicts the digital signature process. A hash function (see Section 3.2)
is used in the signature generation process to obtain a condensed version of
data to be signed, called a message digest or hash value. The message digest is
then input to the digital signature algorithm to generate the digital signature. The
digital signature is sent to the intended verifier along with the signed data (often
called the message). The verifier of the message and signature verifies the
signature by using the signatory's public key. The same hash function and digital
signature algorithm must also be used in the verification process. Similar
procedures may be used to generate and verify signatures for stored as well as
transmitted data.

Digital signatures offer protection that is not available by using alternative
signature technigues. One such alternative is a digitized signature. A digitized
signature is generated by converting a visual form of a handwritten signature to
an electronic image. Although a digitized signature resembles its handwritten
counterpart, it does not provide the same protection as a digital signature.
Digitized signatures can be forged and can be duplicated and appended to other
electronic data; digitized signatures cannot be used to determine if information
has been altered after it is signed. Digital signatures, however, are computed on
each message using a private key known only by the signatory. Each different
message signed by the signatory will have a different digital signature. Even
small changes to the message will result in a different signature. If an adversary
does not know the private key, a valid signature cannot be generated.

FIPS 186-3, Digital Signature Standard (DSS), specifies methods for generating
and verifying digital signatures using asymmetric (public key) cryptography. DSS
includes three digital signature algorithms: the Digital Signature Algorithm (DSA),
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the Elliptic Curve Digital Signature Algorithm (ECDSA) and RSA. The DSS is
used in conjunction with FIPS 180-2, Secure Hash Standard.

FIPS 186-3 specifies methods for the generation of domain parameters and
private/public key pairs, the selection of key sizes and hash functions, and the
generation and verification of digital signatures. The standard also provides
methods for obtaining assurances of domain parameter validity, public key
validity, and possession of the private key. A method for generating random
numbers used to generate secret values (e.g., keys) is also provided.

3.4.2 Key Establishment

Two types of asymmetric key (i.e., public key) establishment are defined: key
transport and key agreement. Approved key establishment schemes are
specified in NIST SP 800-56, Recommendation on Key Establishment Schemes.

Key transport is the distribution of a key (and other keying material) from one
party to another party. The transported key is created by the sending party. The
keying material is encrypted by the sending party and decrypted by the receiving
party. The sending party encrypts the keying material using the receiving party’s
public key; the receiving party decrypts the received keying material using the
associated private key.

Key agreement is the participation by both parties (i.e., the sending and receiving
parties) in the creation of shared keying material. Each party has either one or
two key pairs®, and the public keys are made known to the other party. The key
pairs are used to compute a shared secret'® value, which is then used with other
information to derive keying material using a key derivation function. Typically, a
hash function (see Section 3.1) is used during the key derivation process.

NIST SP 800-56 specifies selected key establishment schemes: Diffie-Hellman
and MQV schemes using two different types of mathematics, finite field and
elliptic curve. In the future, RSA schemes will also be included.

NIST SP 800-56 includes discussions on:

e Domain parameter generation and assurance of domain parameter
validity,

e Public and private key pair generation and assurance of public key validity
and private key possession,

e Several key establishment schemes and associated functions,

e Methods for providing key transport, and

°A key pair consists of a private key and its associated public key.

1% The shared secret is never transmitted from one party to the other.
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e Techniques for providing key confirmation to obtain assurance that the
participating parties share the same keying material.

3.5 Random Number Generation

Random number generators (RNGs) are required for the generation of keying
material (e.g., keys and initialization vectors (IVs)). There are two classes of
RNGs: deterministic and non-deterministic. Deterministic Random Bit Generators
(DRBGS), sometimes called deterministic random number generators or
pseudorandom number generators, use cryptographic algorithms to generate
random numbers. Non-Deterministic Random Bit Generators (NRBGS),
sometimes called true RNGs, produce output that is dependent on some
unpredictable physical source that is outside human control, for example,
radioactive decay or a true noise hardware randomizer.

FIPS 186-3 defines a DRBG that may be used to generate random numbers for
cryptographic applications (e.g., key or IV generation). The DRBG is initialized
with a secret starting value, called an RNG seed, and uses a hash function.

Further guidance on the design and use of random number generators is under
development.

3.6 Key Management

The proper management of cryptographic keys is essential to the effective use of
cryptography for security. Keys are analogous to the combination of a safe. If a
safe combination becomes known to an adversary, the strongest safe provides
no security against penetration. Similarly, poor key management may easily
compromise strong algorithms. Ultimately, the security of information protected
by cryptography directly depends on the strength of the keys, the effectiveness of
mechanisms and protocols associated with keys, and the protection afforded to
the keys. All keys need to be protected against modification, and secret and
private keys need to be protected against unauthorized disclosure. Key
management provides the foundation for the secure generation, storage,
distribution, and destruction of keys.

NIST Special Publication 800-57 (SP 800-57), Recommendation for Key
Management, provides guidance on the management of cryptographic keys: their
generation, use, and eventual destruction. Related topics, such as algorithm
selection and appropriate key size, cryptographic policy, and cryptographic
module selection, are also included in this recommendation. SP 800-57 consists
of three parts:

e Part 1, General Guidance, contains basic key management guidance,
including:

o the protection required for keying material,

o the key life cycle responsibilities,
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o key backup, archiving and recovery,
0 changing keys,

O cryptoperiods (i.e., the appropriate lengths of time that keys are to
be used),

0 accountability and audit,
0 contingency planning and
0 key compromise recovery.
Part 2, Best Practices for Key Management Organizations, contains:
0 A generic key management infrastructure,

o0 Guidance for the development of organizational key management
policy statements and key management practices statements,

o0 An identification of key management information that needs to be
incorporated into security plans for general support systems and
major applications that employ cryptography, and

0 An identification of key management information that needs to be
documented for all Federal applications of cryptography.

Part 3, Application-Specific Key Management Guidance, addresses the
key management issues associated with currently available cryptographic
mechanisms, such as the Public Key infrastructure (PKI), the Transport
Layer Security protocol (TLS), and Secure/Multipart Internet Malil
Extensions (S/MIME). Specific guidance is provided regarding:

o The recommended and/or allowable algorithm suites and key sizes,

0o Recommendations for the use of the mechanism in its current form
for the protections of Federal government information, and/or

0 Security considerations that may affect the security effectiveness of
key management processes and the cryptographic mechanisms
that use keys that are generated and managed by those key
management processes.

New key management techniques and mechanisms are constantly being
developed, and existing key management mechanisms and techniques
are constantly being refined. While the security guidance information
contained in Part 3 will be updated as mechanisms and techniques
evolve, new products and technical specifications can always be expected
that are not reflected in the current version of the guideline. Therefore, the
context provided may include status information, such as version numbers
or implementation status.
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Additional key management guidance is provided in FIPS 140-2, Security
Requirements for Cryptographic Modules, which provides minimum security
requirements for cryptographic modules that embody or support key
management in Federal information systems.

Federal agencies have a variety of information that they have determined to
require cryptographic protection; the sensitivity of the information and the periods
of time that the protection is required also vary. To this end, NIST has
established five security levels (i.e., security strengths) for the protection of
information: 80, 112, 128, 192 and 256. These security levels have been
assigned to the Approved cryptographic algorithms and key sizes, and dates
have been projected during which the use of these algorithms and key sizes is
anticipated to be secure. For further information, see SP 800-57.

Agencies need to determine the length of time that cryptographic protection is
required before selecting an algorithm and key size with the appropriate
cryptographic strength.

3.7 Public Key Infrastructure (PKI)*

A PKIl is a security infrastructure that creates and manages public key certificates
to facilitate the use of public key (i.e., asymmetric key) cryptography. To achieve
this goal, a PKI needs to perform two basic tasks:

1. Generate and distribute public key certificates to bind public keys to other
information after validating the accuracy of the binding; and

2. Maintain and distribute certificate status information for unexpired
certificates.

Some aspects of these tasks are relevant to the trustworthiness of the PKI.
Other aspects affect the availability and performance of the PKI. The core tasks
of the PKI are binding public keys to accurate information in a digitally signed
certificate, and maintaining accurate certificate status information. If the
components that implement these core tasks are implemented poorly, the PKI
itself may be compromised. The distribution of certificates and status information
affects the utility and performance of a PKI. If the components that handle
distribution are compromised, denial of service may result, but the
trustworthiness of the PKI is unaffected.

The use of certificates ensures the availability of the public keys. However, a
private keys is maintained under the exclusive control of the owner of that private
key (i.e., the user that is authorized to use the private key). A user can only
operate within a PKI if his private key is readily available.

! Information in this section was extracted from:
http://csrc.nist.gov/pki/documents/CIMC_PP_20011031.pdf
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If a private key that is used to generate digital signatures is lost, the owner can
no longer generate digital signatures. Policy may permit users to maintain
backup copies of the private key for their own convenience, but continuity of
operations may be achieved by simply generating new key pairs and certificates.

If a private key used for key management is lost (e.g., a key used for key
transport or key agreement), then access to the data protected by that key may
no longer be possible. For example, if the key is used to transport a decryption
key for encrypted data, and the key management key is lost, then the encrypted
data cannot be decrypted. To ensure that access to critical data is not lost, PKls
often backup the private key management key for possible recovery. While key
recovery is orthogonal to the main goal of a PKI (i.e., the distribution of public
keys), the trustworthiness of a PKI may depend greatly upon the security of this
backup/recovery function. Securely implemented key recovery services will
enhance the utility and dependability of PKI-based applications, but an insecure
implementation will compromise the confidentiality of any PKI-dependent
application.

Even where users maintain control of the private keys, the PKI may provide
centralized storage to support mobile, or roaming, users. When roaming users
wish to perform cryptographic operations, they obtain their credentials (e.g.,
private keys and their corresponding certificates) and perform the cryptographic
operations on whatever workstation they currently are using. As above, roaming
users generally have exclusive control of digital signature keys, but the PKI may
maintain copies of the private keys used for key establishment.

A monolithic PKI component could be designed to satisfy all of these
requirements, but this is not common practice. For scalability, PKls are usually
implemented with a set of complementary components, each focused on specific
aspects of the PKI process. The PKI tasks are often assigned to the following
logical components:

e Certification authorities (CAS) to generate certificates and certificate
status information;

e Registration authorities (RAS) to verify the information in the public key
certificates and determine certificate status;

¢ Repositories to distribute certificates and certificate revocation lists
(CRLs);

e Online Certificate Status Protocol (OCSP) servers to distribute
certificate status information in the form of OCSP responses;

e Key recovery servers to backup private key material; and

e Roaming credential servers to distribute private key material and the
corresponding certificates.
A patrticular PKI implementation must include the functionality of CAs and RAs,
but the requirements may be assigned to any number of components. The
features provided by repositories, OCSP servers, key recovery servers, and
roaming credential servers are optional in a PKI implementation.
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3.7.1 Security Requirements for PKI Components

The Certificate Issuing and Management Components (CIMC) Family of
Protection Profiles defines requirements for components that issue, revoke, and
manage public key certificates, such as X.509 public key certificates. A CIMC
always includes a Certification Authority (CA) and may include Registration
Authorities (RAs) and other subcomponents.

A CIMC consists of the hardware, software, and firmware that are responsible
for issuing, revoking, and managing public key certificates. A CIMC does not
include environmental controls (e.g., controlled access facility, temperature),
policies and procedures, personnel controls (e.g., background checks and
security clearances), and other administrative controls.

The Certificate Issuing and Management Component (CIMC) Family of
Protection Profiles specifies the functional and assurance security requirements
for a CIMC. The intent of this family of Protection Profiles is to ensure
specification of the complete set of requirements for a CIMC and not the
specification of a subset of requirements implemented in a specific CIMC
subcomponent. It includes all the technical features of a CIMC, regardless of
which CIMC subcomponent performs the function. The document does not
differentiate between functions that are typically performed by a CA and functions
that are typically performed by an RA.

3.7.2 PKI Architectures

A PKI often includes many CAs linked by trust paths. The CAs may be linked in
several ways. They may be arranged hierarchically under a "root CA" that issues
certificates to subordinate CAs. The CAs can also be arranged independently in
a mesh®. Recipients of a signed message with no relationship with the CA that
issued the certificate for the message sender can still validate the sender’s
certificate by finding a path between their CA and the one that issued the
sender’s certificate. Figures 5 and 6 illustrate the two basic PKI architectures.

In hierarchical models, trust is delegated by a CA when it certifies a subordinate
CA. Trust delegation starts at a root CA that is trusted by every node in the
infrastructure. In mesh models, trust is established between any two CAs in peer
relationships (cross-certification), thus allowing the possibility of multiple trust
paths between any two CAs. Note that hierarchical and mesh PKIls are not
mutually exclusive, and may be combined into more complex PKls. For
example, cross certifying the root CA from a hierarchy with any CA in a mesh PKI
creates a new PKI that exhibits aspects of both architectures.

12 A mesh PKI model is sometimes referred to as a network PKI model.
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Figure 6. Mesh Architecture

3.7.3 Security Policies of Other CAs and the Ne