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ABST R A CT 

Com pu te r se cu r it y in cid e n t s du rin g t h e pas t fe w ye ar s h av e illu st rat ed t h a t 
un au th orize d com pu t er act iv it y d oe s n ot obe y t rad it ion al bou n dar ie s ( e.g., 
n at io n al, n et wor k, co m pu te r ar ch it ect u re ) . In st ead , su ch act ivit y fre qu en t ly 
cross es t h e se bou n dar ie s n ot ju st on ce , bu t se v eral tim e s pe r in cid en t [Stoll89]. 

In t e r n at ion al coope rat ion am o n g co m pu te r se cu rit y re sp on se grou ps can be a n 
effe ct iv e m ean s of dealin g with co m pu te r se cu r it y issu es face d today by t h e 
com pu t er u se r co m m u n it y. T h is pap e r ad dress es t h e n ee d for su ch cooperat ion 
an d su gge st s m e th ods b y wh ich in divid u al co m pu t e r se cu rit y re sp on se grou ps 
can work t oge t h e r in t ern at io n ally t o co pe wit h co m pu t e r se cu rit y in cid en t s. 

1. Back groun d 

Th e in cre asin g u se an d de pe n d en ce on in t e rco n n e ct e d local, r egion al, an d wide ar e a n etwor ks, 
wh ile brin gin g im port an t n e w cap ab ilit ie s, als o brin gs n e w vu ln e r ab ilit ie s. Wid ely pu blicize d 
eve n t s su ch as t h e N ove m be r 1988, In te rn e t W orm , wh ich affe ct e d t h ou sa n ds of syst e m s on 
t h e in t ern at io n al r ese ar ch n etwor k In t e r n e t , or th e Oct obe r 1989, W A N K worm , wh ich affe ct e d 
hu n dr eds of syst e m s on N A SA ’s Spa ce P h ysics an d A n alys is ( SP A N ) n e t work ar e u n u su al, 
alt h ou gh d r am at ic, eve n ts. Th ere ar e m an y m ore eve n ts su ch as in tru sion s, e xploit at io n of vu l-
nerab ilit ie s, an d disco very of n ew vu ln erab ilit ie s th at occu r wit h m u ch gre at er fr equ e n cy an d 
re qu ire effe ct ive m e t h ods of r esp on se . Several exam ple s ar e list e d be low. 

1. 1. I n ci den ts 

F ro m A u gu st 1986 u n t il lat e 1987, st aff m e m be rs at Lawr e n ce Be rke le y Lab orat ory worke d with 
in ve st igat ors to t r ace th e pat h s o f a co m pu t e r in t ru de r; t h e t r ail e v en t u ally le ad t h e m t o a 
KG B-fu n d ed in t ru de r ope rat in g ou t of H an n ove r, G erm an y [Stoll88]. Th e in ve st igat io n was 
ofte n h am pere d by a lack of co ope rat io n am on g "bu reau crat ic organ izat io n s" [Stoll88]. On t h e 
ot h e r h an d, "co ope rat io n be twee n sys t em m an age rs, co m m u n icat ion s t e ch n ician s, an d n e t work 
ope rat ors was exce lle n t " [Stoll88]. Still, it was on ly wh e n th e in ve st igat ors in b oth co u n t rie s go t 
in volve d th at t h e in t ru de r was appr eh e n de d [Sto ll89] . It is worth wh ile t o n ote th at t h e bre ak ­
in s in t h is cas e u t ilize d th e sam e at t ack m et h ods ov er an d ove r ( su ch as re pe at e dly gu e ss in g 
com m on an d sys te m d efau lt u se rn am e / pas swo rd co m bin at io n s, e x ploit in g well kn own se cu rit y 
h ole s wh ich h ad n ot ye t bee n fix e d by t h e syst e m ad m in ist rat ors, e tc.) ; t h rou gh d ilige n t , 
met h odical ap plicatio n o f th ese m eth o ds, t h e in t ru de r s we re su cce ssfu l at en t erin g doze n s of 
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com pu t er syst e m s [Stoll89]. 

In N o ve m b er 1988, a rogu e wor m pr ogram e n te re d th e In te rn et an d cau se d widesp re ad sys t em 
failu re s [Spaffo r d88]. T h e worm , writ t en by Co r n e ll U n iv e rsit y grad u at e st u den t R obe r t T ap ­
pan M o rris, J r. [M ar koff90a] , e x plo it e d lax passwo rd po licie s as we ll as t wo so ftwar e im ple m e n ­
t at io n e rrors in sp e cific ve r sion s of U N IX , t h e pr edom in an t ope rat in g sys te m on In t e r n e t co m ­
pu t e rs. 

M ore re ce n tly, t h re e A u st ralian co m pu te r in t r u de r s were ar r est ed by A u st ralian F e d eral po lice 
"af t er a t wo-ye ar in ve st igat ion th at in clu de d cooperat ion with U n it e d Stat es au t h orit ie s " 
[M ar koff90b]. A gain , th e in t ru de rs e xploit ed kn own vu ln e rab ilit ie s to gain u n au t h orize d e n try 
on to sys t em s [D an ca9 0] . 

In Octobe r 1989, a worm program calle d W or m s A gain st N u cle ar K ille rs ( W A N K ) in fect ed a 
N at io n al A e ron au t ics an d Space A d m in ist rat io n ( N A SA ) n et wor k [ A le xan der89]. Th e worm 
program sp re ad to m an y co m pu t ers in diffe re n t co u n t rie s by u sin g syst e m vu ln e rab ilit ie s t h at 
"sh ou ld h av e be e n clo se d m on th s ago " fo llo win g a sim ilar in cid e n t in D e ce m be r 1988 [ A le x-
an de r89]. 

In an ot h e r, alb eit dom est ic, case , t wo co m pu te r in t ru de rs were ar re st e d an d ch ar ged wit h ille gal 
u se of co m pu t er syste m s at P en n sylvan ia Stat e U n ive rsit y. T h e in t ru sio n s took place on a co m ­
pu t e r sys t em at t h e U n iv ersity of C h icago. U n iv e r sit y of Ch icago officials con t act e d CE R T / C C, 
wh ich th en con t act e d ad m in ist rat ors at P e n n St at e . E v en t u ally, t h rou gh t h e co ope rat io n of t h e 
adm in ist r at ors an d in vest igat or s, t h e t wo P e n n St at e st u d en t s we re ch ar ged [G raf 90]. 

T h e se cas e s all illu st rat e t h e n ee d for co ope rat io n am on g co m pu t er se cu rit y re sp on se grou ps . 

1. 2. S ys tem Vu l n erabi li ties 

A n ot h er situ at io n in wh ich co ope r at io n acr oss m u lt iple o r gan izat ion s be com es e ss e n t ial is in 
disse m in at io n of sys te m vu ln e rab ilit y ale rt s ( an d, m o r e im port an tly, t h e ir so lu t io n s) . A s sys ­
tem in t ru de rs su cce ssfu lly gain access t o sys t e m s wh ich h av e weak passwo r ds or sys t e m s wh ere 
kn own se cu rit y vu ln e rab ilit ie s h av e n ot be e n clo se d, t h e y ofte n sh ar e in fo rm at ion on vu ln e r a ­
bilit ie s in t h e se sys t em s with oth ers. L ik e wise , as in t ru de rs disco v er n e w vu ln e r ab ilit ie s in par ­
t icu lar ope rat in g syste m or oth e r so ftwar e pack age s, in form at io n on th e vu ln e r ab ilit ie s is qu ick ly 
com m u n icat ed t h rou gh v ar io u s bu lle t in boar ds an d ot h e r ele ct ro n ic foru m s. 

A s a re su lt , m an y lar ge co m m u n it ie s of syst e m u se r s qu ick ly beco m e vu ln erab le . Trad it io n a l 
met h o ds of d ealin g wit h vu ln e rab ilit y in fo rm at ion , in clu din g clo se ly pro te ct in g in fo r m at ion on 
t h e existe n ce of th e vu ln erab ilit y, ar e n ot e ffe ct iv e o n ce in t r u de r s h av e le ar n ed of sys t em 
weak n ess e s. In t h ese cas e s, su pplyin g passwo rd gu id elin e an d se cu rit y vu ln erab ilit y in for m at ion 
t o sys te m ad m in ist rat ors is cru cial in rais in g se cu rit y le vels an d de t e rrin g at t ack s. 

Th e Com pu te r E m e rgen cy R e sp on se T eam Coordin at ion C en t er ( CE R T / C C) ( se e Sect ion 2.1) 
fr equ e n tly dist ribu t e s C E R T A dvisorie s th at , am on g ot h er th in gs, in form t h e pu blic o f vu ln e r a ­
bilit ie s, fix e s, an d act ive m e t h ods of at t ack . 

2. Emergen cy R es pon s e Groups 

2. 1. I n troducti on to CER T 

Sh ort ly aft e r t h e In t ern e t wor m o f N ov em ber 1988 [Spa fford88] , th e D e fe n se A dv an ce d 
R ese ar ch P roject s A ge n cy ( D A R P A ) st ar t e d th e Co m pu t e r E m erge n cy R esp on se T e am 
( CE R T ) , wh o se Coo r din at io n Ce n te r ( C E R T / CC) is locat e d at Car n e gie M ello n U n ive rsit y’s 
Soft war e E n gin ee rin g In st it u t e ( SEI) [Sch erlis88]. "T h e C E R T is a co m m u n it y gr ou p in te n d ed 
to facilit at e co m m u n it y re sp o n se to com pu t er se cu rit y eve n ts in volvin g In t e r n e t h o st s" [D e n ­
n in g90]. CE R T con sist s of h u n dre d s of h igh ly qu alifie d volu n t ee rs th rou gh ou t th e co m pu te r 
com m u n it y, as well as t h e st aff of t h e CE R T / C C an d of t h e ot h er em erge n cy resp on se grou ps 
in t h e CE R T -Syst e m ( se e Se ct ion 2.2 for de tails) . Th e CE R T / C C se rv es as a focal po in t fo r 
re sp o n se t o In t ern et co m pu te r se cu rit y proble m s [D en n in g90]. Sin ce it wou ld be im possib le for 
an y on e r esp on se grou p t o ad dre ss th e n e eds o f all co n st it u e n cie s‡, th e n e ed fo r m u lt iple CE R T 

‡ T h e te r m "con st it u e n cy" is u se d h e r e to d e fin e a gr o u p with so m e co m m o n n e e d s. 
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gr ou ps e xist s. ( T h is issu e , t oo , is co ve re d in m ore de tail in Sect io n 2.2. )
 

CER T grou ps m u st h av e su fficie n t in -h ou se t e ch n ical expert ise to h an dle a re aso n ab le port ion
 
of day to d ay se cu rit y in cid en t s, le av in g t h e volu n te e r co n tact s for sit u at io n s wh ich re qu ir e
 
add it ion al e x pe r tise. H owever, be cau se e m erge n cy re sp on se in volv es ad dr ess in g m ore t h an ju st
 
t ech n ical issu e s, CE R T m e m be rsh ip in clu des n ot o n ly t ech n ical e x pe r ts, bu t site m an age r s ,
 
secu rit y office rs, in du st ry r epr ese n tat ive s, an d gov ern m e n t officials [D e n n in g90].
 

On e of t h e e sse n tial ch ar act e r ist ics of a C E R T grou p is be in g av ailab le t o it s con st it u e n cy o n a
 
24 h ou r pe r day b asis. T h e re m u st be a well pu blicized ce n t r al poin t of co n tact wh ich is av ail-

ab le con t in u ou sly. T h is sh ou ld in clu de , at a m in im u m , a "h otlin e " t e le ph on e wh ich is co n ­
stan t ly m an n e d, an d an ele ct ron ic m ailbox wh ich is m on it ore d du rin g bu sin e ss h ou r s. T h e
 
CER T/ CC h ot lin e n u m be r is ( 412) 268-7090, an d it s e le ct ron ic m ailbox ad dre ss is
 
ce rt @ ce rt .se i.cm u .edu , on th e In te rn et .
 

It is crit ical t h at a CE R T gr ou p b u ild an d m ain t ain a co lle ct ion of co n tact s, bot h wit h in t h e
 
gr ou p’s co n st it u e n cy an d e xt ern ally [D alt on 90]. T h e con t act in form at io n sh ou ld in clu de ot h e r
 
CER T grou ps, sys t e m ve n dors, law en force m e n t , n etwork ope rat io n ce n te rs, te ch n ical e x pe rts,
 
sit e ad m in ist rat ors, e tc. Bu ild in g t h e co n tact in fo rm at ion is an on -goin g pro ce ss in wh ich co n ­
tact s ar e de ve lo pe d an d m ain tain e d ove r t im e . Each co n tact m u st b e aware of it s re sp on sib ili­
t ie s an d/ o r e xpe ct at ion s in th e e m ergen cy re sp o n se pro ce ss [D alt o n 90].
 

In ad dit io n to t h e co n t act in form at io n , a CER T grou p sh ou ld m ain t ain an in form at io n re posi­
t o r y wh ich will be drawn u pon in fu t u re in cid en t s. Th e in form at io n in t h e re pository wil l
 
in clu de co n t act in form at io n ( as d et aile d ab ove ) , sys t em vu ln e rab ilit y de t ails, se cu rit y in cid e n t
 
re port s, e le ct ron ic m ail ar ch iv es, an d oth er r ele van t in form at io n [D e n n in g90]. D u e to t h e
 
nat u re of t h is in fo rm at ion , t h e se cu rit y on th e sys t em on wh ich it re sides m u st be be yo n d
 
re proach . CE R T / CC m ain tain s it s in form at io n dat ab ase on an off-lin e sys te m , wh ich is n o t
 
acce ss ible via n e t work co n n e ct io n s.
 

A s syst e m vu ln e rab ilit ie s ( an d th e ir fix es) , b r eak -in war n in g in form at io n , an d oth e r re le van t
 
in fo r m at ion be co m es av ailab le , CE R T grou ps sh ou ld issu e ad visorie s t o m e m be rs of t h e ir co n ­
stit u e n cy [D en n in g90]. P ast CE R T / CC ad visorie s h av e in clu d ed vu ln erab ilit y n ot ificat ion
 
( alo n g wit h ap propriat e so lu t ion s) , war n in gs o f wide sp re ad bre ak -in s an d sym pt om s t h ere o f ,
 
an d se cu re sys t em ad m in istrat ion su gge st io n s. T h e en t ire co lle ct io n of CER T/ CC ad visorie s
 
ar e m ain t ain e d on -lin e an d ar e access ible t o CE R T / CC con st it u en t s.
 

2. 1. 1. Ex ample CER T I n ci den t H an dli n g P rocedures 

A s an on goin g proce ss , CER T / CC h as de ve lo pe d an d is co n tin u in g t o im prove u pon it s e ve n t 
han dlin g proce du r es. N at u rally, t h e pr oce du re s ar e diffe r en t for e ach dist in ct type of e ve n t 
( e .g., sys t em br eak -in , vu ln e rab ilit y repo r t, wor m ) . T h is se ct ion prese n ts an ove rv ie w of so m e 
of t h ese pro ce d u re s. 

Wh e n CE R T / CC re ce ive s a re port o f a sys te m b r eak -in , it fir st works toge th e r wit h t h e affe ct e d 
sys t e m ad m in ist rat or( s) in de t erm in in g h o w th e in t r u de r gain ed acce ss t o t h e syst e m . T h is i s 
gen e r ally in t h e form of offe r in g gu id an ce on wh at so r t of sign s th e ad m in ist r at or sh ou ld look 
for to de t e rm in e m e an s of access . N e xt, C ER T/ CC offe rs assist an ce in re pair in g th e explo it e d 
hole ( s) , as we ll as o th e r co m m on ly kn own vu ln erab ilit ie s. E xam in in g syste m s for b ack do ors or 
t ro jan h orse s t h at h av e be en plan te d by th e in tru der is an e sp e cially im port an t act ivit y. If t h e 
break -in cam e from ot h e r sit e s, or if t h e in t ru de r broke in t o ot h e r sys te m s from th e cu rre n t 
sys t e m , CER T/ CC n ot ifie s o th e r affe ct e d sit e ad m in ist rat ors ( fro m t im e t o tim e, t h e ad m in is-
trat or will alr ead y h av e co n tact ed ot h e r affe ct e d sit es; in su ch a case , C E R T/ CC re qu e st s t o be 
kept u p to dat e with t h e re le van t flo w of in form at io n be twee n t h e site s) . In so m e case s, ot h e r 
affe ct e d, or po te n tially affe ct ed, site s ar e n ot In t e rn e t sit e s. In th e se cas e s, co m m u n icat ion 
acr oss t rad it ion al "te rrit orial" bou n dar ie s is e sp e cially im portan t. It is im port an t to n o te t h at , 
wh e n con t act in g site s, C E R T/ CC always m ain tain s th e co n fid e n t ialit y of th e affe ct e d sit es 
u n le ss th e sit es sp e cify o th e r wise . 
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As syste m vu ln e rab ilit ie s ar e r epo rte d t o CE R T / CC, th ey ar e fir st au t h e n ticate d an d t h en 
re port ed t o t h e affe ct e d ve n dor( s) . C E R T/ CC offe rs gu idan ce to t h e ve n d or com m u n it y b y 
re port in g t h e m agn it u de of t h e t h r eat ( e.g., wh eth e r t h e h ole is bein g act iv e ly e xploit ed, 
wh e t h e r th e h o le is kn o wn to a wide sp re ad au die n ce , wh e t h e r t h e h ole can b e exploit ed from a 
re m ot e sys te m o r r equ ir es e xistin g syst e m access in orde r t o be exploit ed) . CE R T / C C also 
offe rs te ch n ical in pu t, if de sire d by t h e ven dor s. Th e v en dor co m m u n it y will ge n erally re sp o n d 
wit h a fix , a workar ou n d, or a r efe re n ce to sa m e for t h e proble m . In m an y case s, t h e 
CER T/ CC h as re ce ive d ad van ce d version s of fix es from ve n dors an d h as rece iv e d t h e v en do r’ s 
au th or izat ion t o re le ase t h e fix to se le ct ed m e m b ers of th e t ech n ical co m m u n it y for r evie w an d 
com m en t . Th is te ch n ical r evie w proce ss sh ows pr om ise of im provin g t h e qu alit y of corre ct io n s 
to vu ln e r ab ilit ie s. 

D e pen din g u pon t h e sit u at io n , C ER T/ CC th en draft s an ad visory for re vie w by t h e v en do rs, 
t h e CE R T -Syst e m , an d/ or t ech n ical affiliate s. W h en t h e d r af t ad visory is m u tu ally acce pte d, i t 
is distrib u t e d e le ct r on ically t o CE R T / CC’s co n st it u en cy, th e In t e r n e t re se ar ch co m m u n it y. F or 
t h is, CE R T / CC operat es a CER T A dvisory m ailin g list, in ad dit io n to a U se n e t n ewsgr ou p , 
com p.se cu rit y.an n ou n ce [Qu ar t erm an 90]. ( See A ppe n dix 1 for an e xam ple CE R T / CC 
ad v isor y.) 

2. 2. CER T-S ys tem 

A s m e n tio n e d in Sect io n 2.1, n o sin gle em e r ge n cy re sp on se grou p can b e e xpe ct ed t o ad dre ss 
t h e n e e ds of eve ry port ion of t h e co m pu t in g wor ld , du e t o t h e div ersitie s an d scale of all of t h e 
var io u s co m pu tin g en viron m en t s [D e n n in g90]. In divid u al co m m u n it ie s each h av e th e ir o wn 
dist in ct policie s, ru le s, r egu lat ion s, proce du re s, an d cu lt u re . M et h ods e ffe ct iv e in o n e co m ­
mu n it y ( e .g., th e In t ern et re se ar ch com m u n it y) wou ld n ot lik e ly su cce ed in ot h er co m m u n it ie s 
t h at h av e sign ifican t ly diffe re n t cu lt u re s ( e .g., t h e m ilit ar y com m u n it y or t h e ban k in g co m m u n ­
ity) . 

In ad dit io n , im ple m en t at io n plat for m s ( ope r at in g syst e m s, n et wor kin g so ftwar e an d prot ocols) 
var y wid ely. A sin gle CE R T gr ou p wou ld n ot lik ely be su cce ss fu l in de alin g wit h t e ch n ica l 
dive rsit y, or at le ast co u ld n ot do so eco n om ically. 

T h e "CER T-Syst e m " m ode l, th e r efor e, in clu d es m u lt iple , co ope rat in g in divid u al CE R T or gan i ­
zat io n s. E ach in divid u al CE R T grou p in t h e C ER T-Syst em focu se s on a par ticu lar con st it u en cy. 

E ach con st it u en cy in th e m ode l can be defin ed by e it h er u se r or t e ch n olo gy bou n dar ie s. T h e 
use r co n st it u en cie s con sist of grou ps wit h com m o n n etwor ks, n e e ds, an d/ or policie s, wh ile t h e 
t ech n ology con st it u e n cie s ar e grou ps with com m on com pu t in g ar ch it e ct u res [D en n in g90]. A n 
exam ple of a u se r con st it u e n cy is t h e In t ern et re se ar ch co m m u n it y, wh ich is m ad e u p o f or gan i­
zat io n s in academ ia, govern m en t , m ilit ar y, as well as com m ercial grou ps. Th e se grou ps ar e 
bo u n d t oge th e r b y be in g m e m be rs of t h e In t ern e t n etwork . A n exam ple t ech n ology co n st i­
t u e n cy is th e IBM m ain fram e co m m u n it y, wh ich is b ou n d by a com m o n com pu t er ar ch it e ct u re . 

Th e CER T/ CC gro u p ad d re ss es bot h a u se r co n st it u en cy ( In t e rn e t rese ar ch com m u n it y) an d a 
t ech n ology con st it u en cy ( U N IX -base d workst at io n s an d m ain fram es, wh ich is th e prim ar y type 
of syst e m on t h e In t e rn e t ) . 

T h e CE R T m od el le n ds it se lf well t o n etwork gro u ps su ch as t h e In t ern e t rese ar ch co m m u n it y,
 
as well as corpor at e [F e de li90], gov ern m e n t, m ilit ar y, e t c., grou ps.
 

In t im e s o f cr isis, m an y CER T gr ou ps can be act iv e wit h a t e ch n olo gy co o r din at io n ce n te r
 
an alyz in g proble m s an d co ordin at in g th e se ar ch for so lu tio n s an d wit h u se r co n st it u e n cy coordi ­
nat io n ce n t ers gat h erin g in fo r m at ion an d in form in g th e ir con st it u e n ts as ap propriat e.
 

In le ss t rou ble d t im e s, t h e C ER Ts work t oge t h e r to bu ild e ffe ct iv e co m m u n icat ion m e ch an ism s ,
 
sh ar e in form at io n on effe ct ive com pu t er se cu rit y t ools an d t ech n iqu es, an d co n du ct proact ive
 
cam paign s aim e d at in cr e asin g t h e aware n e ss of com pu t e r se cu r it y issu e s an d im pro vin g t h e
 
secu rit y of operat ion al syste m s.
 

T h e CER T -Syst e m m ode l h as be en wide ly accepte d an d ele ve n grou ps fu n de d b y U .S. gove rn ­
m en t age n cie s an d se v eral priv at e fir m s n ow par ticipat e in t h e sys t em . In te re st in par ticipat in g 
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has be en e xpre sse d b y se v eral oth e r o r gan izat ion s an d st eps ar e be in g tak e n t o m ore fo r m ally 
st ru ct u re th e CE R T -Syst e m . Th is st ru ct u re , in clu din g a ch ar t e r an d b y-laws t h at ar e be in g 
re vie wed an d ap prove d by e x ist in g CE R T -Syst em m em bers as t h is pape r is b ein g writ t en , will 
provide a fram ework to en ab le wide r par ticip at io n . 

3. Con cl us i on s 

It h as bee n sh own th at th e CER T co n ce pt can be an e ffect iv e m e an s of re sp on din g t o co m pu te r 
se cu rit y-re lat e d in cid e n ts [G raf 90] . In in cid en t s prior t o th e e x ist en ce of CER T, sys t em 
adm in ist r at ors were fre qu en t ly at a lo ss for ou t side assist an ce wh en h an dlin g se cu rit y in cid e n ts 
[St oll88, Sto ll89] . It h as als o b ee n sh own th at com pu t e r sys t em se cu rit y in cid e n ts do n ot ob ey 
net wor k, n at ion al, or ar ch it e ct u r al bou n dar ie s [St oll88] an d t h at th e in t r u de r s fre qu en t ly e xplo it 
lax se cu rit y pro ce d u re s ( du e, pe r h aps, t o a lack of sp e cific kn owle d ge on th e ad m in ist rat o rs ’ 
par t ) [Stoll88, D an ca9 0, A le xan de r89]. 

E ffe ct ive co m pu t e r se cu rit y in cid en t r esp on se re qu ire s co m m u n icat ion an d co ordin at io n acr o ss 
m u lt iple com m u n it ie s. W h ile m an y in cid e n ts occu r be cau se so ft war e de sign or im ple m e n tat ion 
deficie n cie s ar e e xploit ed, re so lu t io n of t h e in cid en t s re qu ire s m o r e th an a te ch n ical so lu tio n . 
Co m m u n icat ion of th re at an d vu ln erab ilit y in form at io n acr o ss com pu t in g com m u n it ie s is e sse n ­
tial to re so lv in g sp e cific in cid e n ts an d im pr ovin g t h e se cu rit y of ope rat ion al syst e m s. 

A well form ed CE R T -Syst e m will rais e se cu rit y aware n ess an d k n owle dge am on g sit e ad m in is ­
trat ors as well as give t h e ad m in ist rat ors so u rce s of assist an ce in t im e s of co m pu te r em e rge n ­
cie s. By drawin g on th e expe rie n ce s o f in div id u al CER T gro u ps, t h e kn owledge le ve l of t h e 
CER T-Syst e m as a wh ole will gr ow, e n ab lin g all m e m be rs t o m ore effect ive ly an d e fficie n t ly 
de al wit h co m pu t e r se cu rit y in cid e n t s as t h e y ar ise . 

1. Ex ample CER T/ CC A dvi s ory 

CA -90:02 

CE R T A dvisory 
M ar ch 19, 1990 

In t e r n e t In tru der W ar n in g 

Th e re h av e be e n a n u m ber of m edia re port s st e m m in g from a M ar ch 19 N e w Yo rk T im e s ar t i­
cle en t it le d ’Com pu t er Syst em In tru der P lu ck s P asswo rds an d A v oid s D et e ct ion .’ Th e ar t icle 
re fe rred t o a program t h at at te m pt s to get in t o co m pu te rs ar ou n d t h e In t ern et. 

A t th is poin t , t h e Co m pu t e r E m ergen cy R esp on se T eam Coord in at io n Ce n te r ( CER T/ CC) do e s 
not h av e h ar d e vide n ce t h at t h e re is su ch a pr o gram . W h at we h av e se e n ar e se veral persist e n t 
at te m pt s on sys te m s u sin g k n own se cu r it y vu ln e rab ilit ie s. A ll of t h ese vu ln e rab ilit ie s h av e 
be en pre v io u sly r epo rte d. Som e n at io n al n e ws age n cie s h av e re fe rred t o a ’vir u s’ on t h e In t e r-
n et ; t h e in form at io n we h av e n ow in d icate s t h at t h is is N OT t ru e. W h at we h av e se e n an d can 
con fir m is an in tru der m ak in g persist e n t at te m pt s t o ge t in t o In t e r n e t sys te m s. 

It is poss ible t h at a pro gram m ay be disco v ere d. H oweve r , all t h e te ch n iqu e s u se d in th e s e 
at te m pt s h av e also be en u se d, in t h e past , by in t ru de r s probin g sys t em s m an u ally.
 

A s of t h e m o r n in g of M ar ch 19, we kn ow of se ve ral syst e m s th at h av e be en b roke n in to an d
 
seve ral doze n m ore at t e m pt s m ad e o n T h u rsd ay an d F rid ay, M ar ch 15 an d 16.
 

Syst e m s ad m in istrat or s sh ou ld b e aware th at m an y syste m s ar ou n d t h e In te rn e t m ay h av e th e s e 
vu ln erab ilit ie s, an d in t ru de rs kn ow h ow t o explo it th em . T o av o id se cu rit y bre ach e s in t h e 
fu t u r e, we re co m m e n d th at all sys te m ad m in istrat or s ch e ck for th e kin d s of prob le m s n o te d in 
th is m e ssage . 

T h e re st of t h is ad viso ry descr ib e s pr o ble m s wit h syste m co n figu rat ion s th at we h av e se en 
in t ru de rs u sin g. In par t icu lar , t h e in t ru de rs at t e m pt ed t o exploit pr oble m s in Be rkele y BSD 
de riv e d U N IX syste m s an d h av e at t ack e d D E C VM S syste m s. In t h e ad v isor y be low, poin t s 1 
t h rou gh 12 de al with U n ix , poin ts 13 an d 14 de al with th e VM S at t ack s. 
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If you h av e qu est ion s ab ou t a par t icu lar proble m , ple as e get in t ou ch wit h you r ve n dor .
 

Th e CER T m ak es co pie s of pas t ad visorie s av ailab le via an on ym ou s F TP ( se e th e e n d of t h is
 
m ess age ) . A dm in ist rat ors m ay wish t o r evie w t h e se as well.
 

We ’v e h ad re port s of in tru ders at te m pt in g to e xploit th e follo win g ar e as:
 

1) U se T F TP ( T r iv ial F ile T ran sf er P rot oco l) t o st e al passwo rd file s.
 

T o t e st you r syst e m for th is vu ln erab ilit y, co n n e ct to you r syst e m u sin g TF T P an d try ’get 
/ e tc/ m ot d’. If you can do t h is, an yon e e lse can ge t yo u r passwo rd file as well. T o av oid t h is 
proble m , disab le tft pd. 

In co n ju n ct ion wit h th is, en cou rage yo u r u se rs to ch oose passwo r ds th at ar e difficu lt to gu e ss 
( e.g. words t h at ar e n ot con t ain ed in an y dict ion ar y of wor ds of an y lan gu age ; n o pro pe r n ou n s , 
in clu din g n am e s of "fam ou s" r eal or im agin ar y ch ar act e r s; n o acr on ym s t h at ar e com m o n to 
com pu t er pr ofe ss ion als; n o sim ple var iat ion s of fir st or last n am es, e t c.) F u r th e r m ore , in form 
yo u r u se rs n ot t o le av e an y cle ar te xt u se rn am e / passwo rd in form at io n in files on an y syst e m . 

If an in t ru de r can ge t a pas swo rd file , h e / sh e will u su ally t ak e it t o an oth er m ach in e an d ru n 
passwo rd gu ess in g program s on it . T h e se progr am s in volve lar ge dict io n ar y se ar ch e s an d ru n 
qu ick ly eve n on slow m ach in e s. Th e e x pe rie n ce of m an y sit es is th at m o st sys t em s th at do n o t 
pu t an y co n t rols on t h e t ype s of passwo r ds u se d prob ab ly h av e at le as t on e passwo rd t h at can be 
gu e sse d. 

2) Explo it accou n t s wit h ou t passwo r ds or kn own passwo rds ( acco u n t s wit h ven do r su pplie d 
defau lt passwo rds ar e fav or it e s) . A lso u se s fin ge r t o ge t accou n t n am e s an d th e n t r ie s sim pl e 
passwo rds. 

Scan yo u r passwo rd file for ext ra U ID 0 accou n ts, accou n t s with n o passwo rd, or n e w e n t rie s 
in th e passwo r d file . A lways ch an ge ven do r su pplie d de fau lt passwo rds wh en you in st all n ew 
syst e m so ft war e . 

3) Explo it h o le s in se n dm ail. 

M ak e su re yo u ar e r u n n in g t h e lat e st se n dm ail fr om you r ven dor. BSD 5.61 fix e s all kn o wn 
h ole s t h at t h e in t ru de r is u sin g. 

4) Explo it bu gs in o ld version s of F T P ; e xploit m is-con figu red 
an on ym ou s F T P 

Mak e su re you ar e ru n n in g t h e m ost rece n t versio n of F T P wh ich is t h e Berke le y v ersion 
4.163 of N o v. 8 1988. Ch eck wit h you r ve n dor for in fo rm at ion on co n figu r at io n u pgrad e s . 
Also ch eck you r an on ym ou s F T P co n figu rat ion . It is im port an t to follo w t h e in st ru ct io n s pr o-
vide d with th e ope rat in g syste m t o properly con figu r e th e file s av ailab le th ro u gh an on ym ou s ft p 
( e .g., file pe rm ission s, own ersh ip, gr ou p, etc.) . N ot e e sp e cially t h at you sh ou ld n ot u se you r 
sys t e m ’s st an dar d passwo rd file as th e pas swo rd file for F TP . 

5) Explo it t h e fin ge rd h o le u se d by th e M or r is In t ern e t wor m . 

M ak e su re you ’r e ru n n in g a r ece n t ve r sion o f fin ge r. N u m erou s Be rke le y BSD de rive d ver ­
sion s of U N IX were vu ln erab le . 

Som e o th e r t h in gs t o ch eck for: 

6) Ch e ck u se r ’s .rh ost s files an d t h e / e t c/ h ost s. e qu iv file s for syst e m s ou t side you r do m ain . 
M ak e su re all h ost s in t h e se file s ar e au t h orize d an d t h at t h e file s ar e n ot world-writ ab le . 

7) Exam in e all th e file s t h at ar e r u n b y cr on an d at . W e’ve se e n in tru d ers le av e back doo rs in 
file s ru n from cr on or su bm it t e d t o at . T h e se te ch n iqu es can le t t h e in t ru de r back on t h e sys ­
tem e v en aft e r you ’ve kick ed h im / h er off. A lso, ve rify th at all file s/ pr ogram s re fe ren ce d 
( dir e ct ly o r in dir ect ly) by th e cr on an d at job s, an d t h e job files t h em se lv es, ar e n ot world ­
wr it ab le . 

8) If you r m ach in e su pports u u cp, ch eck th e L.cm ds file t o se e if th e y’ve ad de d e xt ra co m ­
m an ds an d t h at it is own e d by roo t ( n o t b y u u cp!) an d world -re ad ab le . A lso, t h e L .sys file 
sh ou ld n ot be world-read ab le or world-writ ab le . 
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9) Exam in e th e / u sr / lib / aliase s ( m ail alias) file for u n au th orize d e n t rie s. Som e alias file s
 
in clu de an alias n am e d ’u u deco d e’; if t h is alias e x ist s on you r sys t em , an d you ar e n ot explicit ly
 
u sin g it , t h e n it sh ou ld be rem oved.
 

10) L oo k for h id de n file s ( file s th at st ar t with a pe riod an d ar e n orm ally n ot sh own b y ls) with
 
odd n am es an d / or se t u id cap ab ilit ie s, as th e se can be u se d t o "h id e " in fo r m at ion or priv ile ge d
 
( se t u id root ) progr am s, in clu din g / bin / sh . N am es su ch as ’.. ’ ( do t do t sp ace sp ace ) , ’...’, an d
 
.xx h av e bee n u se d, as h av e ord in ar y lo okin g n am e s su ch as ’.m ail’. P laces t o lo ok in clu d e
 
esp e cially / t m p, / u sr / tm p, an d h id de n dire ct orie s ( frequ en t ly wit h in u se rs’ h om e dire ct orie s) .
 

11) Ch e ck t h e in te grit y of cr it ical syste m program s su ch as su , login , an d te ln e t . U se a kn own ,
 
go od copy of t h e progr am , su ch as t h e or igin al dist rib u tio n m edia an d com par e it with th e pr o­
gr am you ar e ru n n in g.
 

12) Old er ve rsion s of syst e m s oft e n h av e se cu rit y vu ln erab ilit ie s th at ar e well kn own to
 
in t ru de rs. On e of t h e be st de fe n se s again st proble m s is to u pgrad e to t h e lat est ve rsio n of you r
 
ve n dor’s syst e m .
 

VM S SYST E M A T T A CK S :
 

13) T h e in tru de r explo it s syst e m de fau lt pas swo rd s th at h av e n ot bee n ch an ged sin ce in st alla­
t ion . M ak e su r e to ch an ge all de fau lt pas swo rd s wh en t h e so ftwar e is in st alle d. T h e in t ru de r
 
also gu ess es sim ple u se r passwo rds. See poin t 1 ab ov e for su gge st io n s o n ch oosin g good pass­
words.
 

14) If th e in tru der get s in to a syste m , oft e n t h e program s lo gin ou t .e xe an d sh ow.e xe ar e
 
m odifie d. Ch e ck t h ese program s again st t h e file s fou n d in you r distrib u tio n m edia.
 

If you b elie ve th at you r syst e m h as be en co m prom ised, co n tact CE R T via te le ph on e or e m ail.
 

J . P au l H o lb rook
 
Co m pu t e r E m ergen cy R esp on se T eam ( CER T)
 
Soft war e E n gin e erin g In st it u te
 
Car n e gie M e llo n U n iv e r sit y
 
P it t sb u r gh , P A 15213-3890
 

In t e r n e t : ce rt @ ce rt .se i.cm u .edu
 
T ele ph on e : 412-268-7090 24-h ou r h ot lin e: CE R T pe rso n n el an swe r
 

7:30a. m .-6:00p.m . EST, on call for e m e rgen cie s
 
ot h er h ou rs.
 

P ast ad visorie s an d o th e r in form at io n ar e av ailab le for an on ym o u s ftp fro m ce r t.se i.cm u .e du 
(128.237.253.5) . 
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