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1 General 

1.1 What is encryption? 

Encrypt  i on is the transformation of data into a form unreadable b y a n yone 

without a secret decryption k ey. Its purpose  i s to ensure privacy by k eeping 

the content of the information hidden fro  m a n yone for whom i t is not intended, 

even those with access to the (encrypted) data. 

In a multi-user setting, encryption allows secure communica  t i on over an inse-
cure channel. The general scenario is as follows: Alice wishes to send a mes  sa  ge 

to Bob so that no one else besides Bob c a n r e a d i t . A l ice encrypts the message, 

whi  ch is called the plaintext, with an encryption key; the encrypted message is 

called the ciphertext. Bob decrypts the ciphertext with the decryption key and 

reads the message. An attacker, Charlie,  may either try to obt  a in the secret key  

or to recover  t h e p l a intext without using the secret key  . In a secure cryptosys-
tem, the plaintext cannot be recovered fro  m t h e c i phertext exce  p t b y using the 

decryption key. 

Encryption can also be used in a single-user setting, say b y encrypting fles 

on a hard disk to prevent a n i ntruder fro  m reading them. T h i s i s one example 

of bulk encryption, which  r  e  fers to encryption of  l arge amounts of data. 

Cryptography  h  a  s  bee  n  a  ro  und for millennia; see [33] for a good history of 

cryptography; see [61] a nd [10]  for an introduction to modern cryptography. 

1.2 What is authentication? 

Authentication in a d i gita  l setting is a process whereby the receiver of a digital 

message can be confdent of the identity o f the sender and/or the integrity 

of  t h e m essage. Authenti  ca  tion protocols can be based on either conventional 

secret-key cryptosystems l i ke DES (MIT's Kerberos system is a n e xa mple) or on 

public-key systems l ike RSA; authentica  t i on in public-key systems uses digital 

signatures. 

In this d o c u m en  t, authentication w i l l generally refer to the use of digital sig-
natures, which p l ay  a  function for digital documents similar to that played  b y 

handwritten signatures for printed documents: the signature is a n u n fo rg  eable 

message asserting that a named person (or other entity) either wrote or other-
wise agreed to the document t o w h i c h the signature is a t t a c hed. The recipient, 

as  w el  l  a s a t h i rd  p  a  r  t  y, can verify both  th  a  t the document d i d indeed originate 

from the person whose signature is a ttached and that the documen  t h a s n o t 

be  en  a  l  tered since it was signed. A secure authentica  t i on system thus consists 

of  t wo parts: a method of signin  g  a  d  ocu  men  t s u c h that forgery is infeasible, 

an d a m et  h  o  d  o  f  v  erifying that a signature was actually generated by whomever 

it  r  ep  r  e  se  n  ts. Furthermore, secure digital signatures cannot be repudiated; i.e.  , 

the signer of a documen  t cannot later diso  wn it by  c  laiming it was  forged. 
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Unlike encryption,  d i gital signatures are a recent developmen  t, the need for 

whi  ch has arisen with the proliferation o f d i gita  l communications. 

1.3 What is public-key crypto raphy? 

Traditional cryptogra  ph  y i s b a sed on the sender and receiver of a mes  sa  ge know-
ing and using the same s e c r e t k ey; the sender uses the secret key to encrypt the 

message, and the receiver uses the same s e c r e t k ey to decrypt the mes  sa  ge. This 

method is known as secret-key cryptography, o r s y mmetric cryptogra  ph  y. The 

main p r o b l em is getting the sender and receiver to agree on the secret key with-
out anyone else  fn  d  i  ng out. If they are in separate physica  l l o c a t i ons, they must 

trust a courier, or a phone system, or some other transmiss  i o n system to not 

disclose the secret key they are  co  mmunicating. Anyone who overhears or in-
tercepts the key in transit can later read all  m essages encrypted using that key  . 

The generation, transmission and storage o f k eys is called key  m anagemen  t; all 

cryptosystems m ust deal with key management issues. Secret-key cryptography 

often has  d i fculty p r o viding secure key management. 

Public-k ey cryptography w as  i nvented in     b  y Whitfeld Dife and Martin 

Hellman [24] in order to solve the key  m anagement problem  . In the new system, 

every person g e t s a p a i r o f k eys, one public, one private. Ever  y one publishes his 

public key  a n d k eeps his private key secret. The need for sender and receiver to 

share secret information i s e l i minated: all  c o mmunications involve only public 

keys, and no private key is ever transmitted or shared. No longer is i t necessary  

to trust the security o f s o me c o m munications channel. Anyone can send a 

confdential message using public  i  n  formation only; it can o nly be decrypted 

with a secret key which is in the sole possession of the intended recipient. 

Furthermore, it was realized that public-key cryptography, unlike secret-key  

cryptography, can be used for authentication (digital signatures) as  w el  l  a s fo r 

privacy (encryption). 

Here's how i t w orks for encryption: If Alice wishes to send a message to 

Bob, she looks up Bob'  s public k ey in a d i rectory  , uses it to encrypt to mes  sa  ge 

and sends it of. Bob then uses his p r i vate key to decrypt the message and read 

it. No one listening in can decrypt the mes  sa  ge. Anyone can send an encrypted 

message to Bob but only B o b can read it. Clea  rl  y, one requiremen  t i s that no 

one can fgure out a private key from the corresponding public key. 

Here's how i t w orks for authentica  ti  on: Alic e , t o s i g n a m essage, does a 

computation involving both her secret key and the message itself; the output is 

the signature and is attached to the message which is then sent. Bob, to ver  -
ify the signature, does some c o m putation involving the message, the purported 

signature, and Alice's public key  . If the results prop e r ly h o l d in a simple math-
ematical relation, the signature is ver  i fed as gen  uine; otherwise  ,  t  he  si  gnature 

may be fraudulen  t o r t h e m essage a ltered, and they are discarded. 

A  g  ood  h  i  st  o  ry of public k ey crypt  o graphy, b y one of its  i n ventors, is g i ven  

by D i fe [22]. 
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1.4	 What are the advantages and disadvantages of public-key cryp-

tography over secret-key cryptography? 

The primary advantage of public-key cryptography i s i ncreased security: the 

secret keys do not need to be transmitted or communicated to anyone; no one 

else needs to be trusted. In a secret-key system, there is a l ways a chance that 

an e n e m y c o u l d discover the secret key while it is being transmitted. 

Another ma jo r a d v antage of public-k ey systems is that they can provide a 

method for digita  l signatures. Authentication via secret-key systems requires 

the sharing of some secret and sometimes requires trust of  a t h i rd  p  a  r  t  y a s 

wel  l; a sender can repudiate a previously s i gned message by claiming that the 

shared secret was somehow c o m promised. Public-k ey authentication p r o vides 

non-repudiati  on and digitally signed messages can be proved  a uthentic to a 

third party, s u c h a s a judge. This allows public-key authentication to be used 

for legally binding documen  ts; secret-key authentication cannot be so used. 

The primary disadvantage of public-k ey crypt  o graphy  i  s  spe  ed  :  t  h  e  r  e  a  r  e  

po  pu  l ar secret-key encryption m ethods which a r e s i gnifc  a n tly fa ster than a n y 

currently available public-key method. The issue of speed in the case of RSA  

public-key encryption is addressed in Question 2.4. 

For encryption, the best solution is to combine public- and secret-key sys-
tems t o g e t b o th the security a d v antages of public-key systems and the speed 

advantages of secret-key systems. The public-key system can be used only to 

encrypt a secret key which i s then used to encrypt the bulk o f a f l e o r m essage. 

Thi  s i s e xp l ained in more detail in Question 2.13 in the case of RSA. Public-k ey  

cryptography i s not mea  n t t o r e p l ace secret-key cryptography, but rather to 

supplement i t t o m ake i t m ore secure. The frst use of public-key techniques 

was for secure key exchange in an otherwise secret-key system [24]; this i s s t i l l 

one of  i ts primary functions. 

Secret-key cryptography remains extremel  y i m p o rt  a  nt and is the subjec  t o f 

much o ngoing study and research. Some secret-key systems are discussed in 

Questions 5.1 and 5.5. 

1.5	 Is cryptography patentable in the U.S.? 

Cry  p  t  o  g  ra  phic systems a re  p  a  te  n  table.  Many s e c r e t -k ey cryptosystems h a ve 

been patented, including D S  ; a l so, NIST has applied  for a patent for its re-
cently prop o se  d  d  i  gita  l s i gnature standard. Some patent applications for cryp-
tosy  s  t  em  s h a ve b e e n b l oc  k  ed  b  y i n terven  tion by the National Security A g e n c y 

(NSA) or other intelligence or defense agencies, under the authority o f the In-
ven  tion Secrecy Act of 1940 and the National Security Act of 1947; see Landau 

[41] for	 s o m e recent cases related to cryptography. 

The basic ideas of public-key cryptogra  ph  y are contained in  S  P  atent 

4,200,770, by M.Hellman, W.Dife, and R. Merkle, issued 4/29/80 and in  S  

Pate  n t 4 , 218,582, by M . Hellman and R.Merkle, issued 8/19/80.  T  he  exclus  i ve 
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licensing rights  t o b o th patents are held b y Public Key Partners (PKP), of Sun
nyvale,  C a l ifornia, which a l so  h  o  lds the RSA patent (see Question 2.22). Usually 

all of these patents are  l i censed together. The authors of patent 4 ,218,582 claim 

that i t applies to all  u s e s o f p u b l ickey cryptography. It has been pate  n ted 

throughout the worl  d. 

All  l eg  al challenges to publickey patents have been settled before judgment. 

In a recent case, for example, PKP brought suit against the TRW Corporation 

whi  ch w as using publickey crypt  o graphy (the ElGamal system) w i thou t a l i
cense; TRW  c  laimed it did not need to license. In June 1992 a settlem  ent w as 

reached in which T R W agreed to license to the patents. 

1.6 Is crypto raphy exportable from the U.S.? 

All cryptographic products need export licenses from the State Department, 

act  i ng under authority o f t h e I n ternational Trafc in Arms Regulation (ITAR), 

whi  ch defnes cryptogra  ph  i c d e v i ces (including software) as  m unitions. The U.S. 

government has historically been reluctant to grant export licenses for encryp
tion products stronger than some l e v el (usually not defned publicly); it does 

gra  nt l icenses for encryption products that are less strong and for authentication 

products, no matter how strong. 

The Nati  onal Security A g ency (NSA) has de facto control over  expo  r  t  o  f  

cryptographic products. A v endor seekin  g  t  o  expo  r  t  f  r  st  mus  t  s  u  b  m  it the 

product to the NSA for approval, then submit t h e e xp o rt  l  icense application 

to the State Department. Upon approval b y t h e S t a te Department, the export 

will go under the jurisd  i  ct  i  on of the Commerce Departmen  t, which has never 

put serious obstacles in the way of exporting cryptography.  o  wever, the State 

Dep  a  rt  m  en  t will not grant a l icense without NSA approval and routinely g r a n ts 

licenses whenever NSA does approve. Therefore, the decisi  ons over exporting 

cryptography u l timately rest with the NSA. 

It is the stated policy of the NSA not to restrict exp o rt of cryptography fo r 

authentication; it i s o n l y concerned with the use of cryptography fo r privacy. A 

vendor seeking to export a product for authentica  ti  on only will  b e g r a n ted an 

export lic e n s e a s l o ng as it can demonstrate that the product can not be easi  ly 

adapted for use in encryption; this is true even  for very strong systems, such as 

RSA with large key sizes. Furthermore, the bureaucratic procedures are simpler 

for authentication products than privacy products. An authentication product 

needs NSA and State Dept. approval only once, whereas an encryption product 

may n e e d a p p r o val  for every sale or every product revisi  on. 

Export policy is currentl  y a m atter of great contr  o versy. The Software Pub
lishers Association (SPA), a software  i ndustry group, has  r e c e n tly  bee  n  n  e  g  o  
tiating with the government in order to get export license restrictions eased; 

one agreement w as  r e a c hed that a l lows simplifed procedures for export of two 

bulk encryption ciphers, RC2 and RC4 (see Question 6.5), when the key size 

is l imited. In March 1992, the Computer Security and Privacy Advisory Board  
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voted unanimous  l y t o r e c o m men  d a n a ti  onal policy review of cryptographic i s
sues, including export policy  . The Boa  r  d  i  s  a  n  o  f  ci  al adviso  r y b o ard to NIST 

(see Question 8.1) whose members are drawn from both the government and 

the private sector. The Board stated that a public debate is the only way t o 

reach a consensus policy  t  o  bes  t  s  a  t  i  s  fy  co  mpet  i  ng interests: national security 

and law enforcement a g encies like restrictions on cryptography, especially for 

export, whereas other governmen  t agencies and private industry want g reater 

freedom for using and exporting cryptography. Export  po  l  icy has  bee  n d e c i ded 

solel  y b y a gencies concerned with nati  onal security, w i th  o  ut signifcant i nput 

from those  i n terested in encourage commerce in cryptography. U.S. export pol
icy may c ha  nge frequently over the next few years. 

2 RSA 

2.1 What is R S 

RSA is a p u b l i ckey cryptosystem for both encrypt  i on and authentica  ti  on; it 

was invented in 1   b  y  R  on Rivest, Adi Shamir, and Leonard Adleman [66]. 

It works as follows: 

Take t wo l a rg  e primes, p and q, and fnd their product n = pq; n is called the 

modulus. Choose a number, e, less than n and relati  vely prime t o ( p0 1)(q0 1), 

and fnd its inverse, d, m od  (  p0 1)(q 0 1), which m eans that ed  = 1 m od  (  p0 

1)(q0 1); e and d are  ca  l  led the public and private  expo  n  e  n  ts, respectivel  y. The 

public key is the pair ( n, e); the private key  i s d.  T  h  e  factors p and q must be 

kept secret, or destroyed. All  o f t h e a bo  ve  o  pe  ra  tions are simple to perform. I t 

is (presumably) difcult to obtain the private key d from the public key  ( n, e). 

Note that if  o ne could factor n into p and q, o n e c o u l d obtain  t  h  e  s  e  cr  et  k  ey  

d. T h e e n tire security of RSA is predicated on the assumption that factoring 

is d i fcult. Here is h o w R S A c a n be used for privacy and authentication ( i n 

practice, actual use is slightly diferent; see Questions 2.13 and 2.14): 

RSA privacy: suppose Alice wants to send a private message,  m, t o B o b . 

Alice creates the ciphertext c by exponentiating: c = me mod n, w h e r e e and n 

are  Bo  b'  s public k ey. T o decipher, Bob a l so exponentiates: m = cd mod n, a n d 

recovers the original message m. 

RSA authentication: suppose  A l i ce  w  ants to send a signed document m to 

Bob. Alice  cr  e  a  t  e  s  a  s  i  gnature s by exponentiating: s = md mod  n, w h e r e d and 

n bel  ong to Alice's k ey pair. She sends s and m to Bob. To v er  i  fy the signature, 

Bob exponentiates and checks that the message m is recovered: m = se mod  n, 

where e and  n bel  ong to Alice's public key. 

Thus encrypt  i on and authentication take p l ace without any s h a ri  ng of private 

keys: each person uses only other people'  s public k eys and his o wn private  k ey  . 

Anyone can send an encrypted message or ver  i fy a signed message using only 

public keys. Only those in possession of the correct private key can decrypt or 
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sign a message. The RSA system rests on the belief  t h a t fa ct  o  r  i  ng  i  s d i fcult; 

an e a sy factori  ng met  h o d w ould "break� RSA (see Questions 2.6 and 4.4). 

2.2 Why use RSS  rather than DES? 

RSA is not an alternative or replacemen  t  for DES; rather it supplements DES  

(or another bulk encryption cipher) and is used together with DES in a secure 

communica  t i ons environmen  t. (Note: for a n e xp l a nation of DES, see Question 

5.1.) 

RSA allows two i m portant fu n c t i ons not provided by DES: secure key ex-
change w i th  o  ut prior exchange of secrets, and digital signatures. For encrypted 

messaging, RSA and DES  a re  u  s  u  a  lly c o m bined as follows: frst the message is 

encrypted with a random DES key  , and then, before being sent o ver an inse-
cure communications cha  nnel, the DES key is encrypted with RSA. Together, 

the DES-encrypted message and the RSA-encrypted DES key are  se  n  t. In this 

protocol, known as an RSA digita  l e n vel  o  pe,  no  s  e  c  r  e  t  i  nformation is sent (un-
encrypted) over a public chann  e l . 

One may w onder, why n o t  just use RSA to encrypt the whole  m  es  sa  ge and 

not u s e D E S a t a l l? Although this m ay be fne for small  m essages  ,  D  E  S  (o  r 

another cipher) is prefer  a b l e fo r l arger messages because it is much fa ster than 

RSA. 

In some situations, RSA is not necessary and DES  a lone is sufcient. This 

includes multi-user environments where secure DES-key  a  g  re  em  en  t c a n t a ke 

place, for example b y t h e t wo parties meeting in private. Also, RSA is n o t 

necessary  i n a s i ngle-user environment; for example,  i f y ou want t o k eep your 

personal f l es encrypted, just do so with DES using your personal password  a s 

the DES key. R SA only m akes sense in a multi-user environment. 

Any system in w h i c h digital signatures are desired needs RSA or some o t h e r 

public-key system. 

2.3 Sre there h a rrware implementations of  R SS  ?  

There are many c o m mercially available hard  w are  i mplem  en  tations of RSA, and 

there are frequent a nnouncements of newer and faster chips. For a survey, s e e 

[12].  T  h  e  fastest current R SA  c  hip has a throughput of 64 Kbits/second; it i s 

expected that RSA speeds will reach 1 Mbit/second with  i n a y e a r o r s o . 

2.4 How fast is RSS  ? 

An "RSA operation,� whether for encrypting or decrypting  , s i g n i ng or v erifying, 

is e s s e n tially a m odular exponentiati  on, which c a n be performed by a series of 

mod  u l a r m ultiplications. 

In pract  i ca  l  a  pplications, it i s c o m mon to choose a small public exponent 

for the public key  ; i n fa ct  ,  e  n  tire gro  ups of users can use the same p u b l ic ex-
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po  ne  n t. This makes encryption  faster than decryption a n d v erifcation fast  e r 

than s i gning. A l gorithmically, public-key operations are O(k2) steps, private 

key  o perations are O(k3 ) steps, and key generation is O(k4) s t e p s , w h e r e k is 

the numb e r o f b i ts in the modulus  . 

The fastest hardware implementations of RSA available today (see Question 

2.3) achieve throug  hput greater than 64 Kbits per second with  a 5 12-bit m od  u  l  us 

(implying that it performs a t l ea  st  1  2  8 RSA private-key  o perations per second); 

one was recently announced at the IEEE Custom Integrated Circuits Conference 

of  M ay 1 992. Chips are being planned that will approach or exceed 1 Mbit p e r 

second wi t h a 5 12-bit m odulus  . 

DES is much fa ster than RSA. In software, DES is generally a t l ea  st 100 

times as  fast as  R SA. In hardware, DES i  s b e t ween 1000 and 10,000 times as 

fast, depending on the implementations  . R S A w i ll probably n a rr  o  w the gap 

a b i t i n c o ming years, as it fnds growing commercial markets, but will never 

match  t  h  e  p  e  r  formance of DES.  

2.5 How much extra m e s sage length is caused by using RSA? 

Only a v er  y  s  m  all  a m ount of data expansion is i nvolved when using RSA. For 

encryption, a message m ay b e p a dded to a length that is a m ultiple of the 

bloc  k length, which i s the length of the modulus (currently 512 bits in most 

applications). 

For authentication, the message i s n o t encrypted and thus there is n o m es-
sage  e  xpansion; howev  er, the signature itself is appended. An RSA signature is 

one block l e n g th. Sometimes certifcates (see Question 3.5) m ay b e i ncluded as 

wel  l;  ce  rt  i  fcates are used in conjunction with any digital signature method. A 

typical RSA certifcate, with  5 1 2 b i t m oduli, i s 3 00 bytes long  ; a m essage might 

include two certifcates. 

2.6 What would it take to break RSA? 

There are a few possible interpretations of "breaking RSA . T h e m ost damaging 

would be for a n a t t a c ker to disc  o ve  r  th  e  p  ri  vate key corresponding to a given  

public key  ; t h i s w ould enabl  e the attacker both to read all messages encrypted 

with the public k ey and to forge signatures. The obvious way to do this att  a ck 

is  t  o  factor t h e p u b l ic modulus, n, i n to its two prime  factors  , p and q. F rom 

p, q, a nd  e, the public exponent, the attacker can easily g et  d, the private  k  ey  . 

The hard part is fact  o r i ng n; the security o f R SA depends of factoring being 

difcult. In fact, the task  o f r e c o vering the private key  i s equivalen  t to the 

task  o f  fa  ct  o  r  i  ng  t  h  e  m  odulus: you can use d to factor n, a s w ell as use the 

factori a  tion of n to fnd d.  See  Qu  e  s  t  i  ons 4.5 and 4.6 regarding the state of the 

art  i n fa ctoring. It should be noted that hardware improvements alone will not 

wea  k en  R  SA (as long as appropriate key lengths are used); in fact, hardware 

improvem  en  ts should increase the security o f R S A ( s e e Q u e s t i on 4.5). 
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Another way t o b r e a k R SA  i  s to fnd a technique to compute eth roots 

emod  ny S i nc  e  c = m , t h e eth root of c is the message my This attack w ould 

allow s o m eone to recover encrypted messages and forge signatures even  w i th  o  ut  

knowing the private keyy This att  a ck is not known to be equivalent  t  o  factoringy 

No methods are currentl  y known that attempt to break RSA in t h i s w ayy The 

mer  e e xi stence of a possible attack a l ong these lines mea  ns that breaking RSA  i s 

not equivalen  t  t  o  factori  ng; such a n e q u i v alence would be desira  ble because then 

it is only necessary to keep track of one hard problem (factoring) and as long as 

factori  ng remains difcu  l t the security o f R SA  w  ould be assuredy Other public
key  sy  s  t  em  s h a ve the advantage o f being provable equivalent to either factoring 

or s o m e o ther hard problem (see Question 2 y 17)y Wiener has suggested attacks 

that are fea  s i b l e when the private exponent i s s h o rt  [  7  2]; this situation i s e a si  ly 

avoidedy 

The attacks just men  ti  oned are the only ways to break RSA in such a way 

as  t o b e a b l e to recover all mes  sa  ges encrypted under a given keyy  T h e r e a r e 

other methods, however, which a i m t o r e c o ver  si  ngle mes  sa  g  e  s;  su  c  c  e  s  s  w  ould 

not enable the attacker to recover other mes  sa  ges encrypted with the same k ey  y 

Suppose someo  ne sends the same m es  sa  ge m to three others, who each have 

public exponent e = 3y If an attacker kno  ws this and sees the three messages  , 

he will be abl  e t o r e c o ver the message my This attack and ways to prevent i t 

are  d  i  sc  u  s  se  d  i  n [ 30]y There are also some c hosen ciphertext att  a cks, in which 

the attacker creates his own c i phertext and sees the corresponding plaintext, 

perhaps by t r i cking a legitimate user into decrypting a fake m essagey Davida 

[21] gives some examplesy 

The simplest singlemes  sa  ge attack i s the guessed plaintext attacky An at
tacker sees a ciphertext, guesses that the message might b e " A ttack a t d a wn", 

and encrypts his guess with the public key of  t  h  e  re  ci  pient; by comparison with  

the actual ciphertext, he knows whether he was correcty This attack can be 

thwarted by a ppending some r a ndom bits to the mes  sa  gey 

There are also  , of course, attacks that aim not at RSA itself but at a given  

insecure implementation of RSA; these do not c o unt as "breaking RSA" because 

it i s n o t a n y w ea  kness in the RSA algorithm that is  e  xploited, but rather a weak
ness in a specifc impl  emen  ta  tiony For example, if someone stores his private key  

insecurely, an attacker may d i scover ity One cannot emphasi  ze  st  r  o  n  g  l  y enough 

that to be truly secure RSA requires a secure implem  en  tation; mathematical 

security m easures, such a s c hoosing a long  k ey size, are not enoughy In practice  , 

most successful attacks will likel  y b e a i med at insecure implementations and at 

the key managemen  t stages of  a n R SA systemy See Sectio n 3 fo r d i scussion of 

secure key  m anagem  en  t i n a n R SA systemy 

2.7 Are strong primes necessar in   A 

In the literatu  re  pe  rt  a  i  ning to RSA, it  h  a  s  o  ften been suggested that in choosing 

a k ey pair, one should use "strong" primes p and q to generate the modulus ny 
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Strong primes are those  w i th  ce  r  t  a  in properties that make the product n hard  

to factor by  spe  ci  fc factoring methods; desira  ble properties  h  a  ve i ncluded, for 

example, the existence of a large prime  factor o f p 0 1 a nd  a  l  arge prime  factor 

of p  1  .  The reason for these concerns is that some  factori  ng methods are 

especially suited to primes p su  c  h t h a t p 0 1 o r p  1  h  a  s o nly small  factors  ; 

strong primes are resistant to these attacks. Strong primes  w ere recommended 

in the original RSA paper [66], by  n  uth [36] and in a h o s t o f o ther technical 

pap e r s ; m ore recently, t h e  . 509 international standard recommended the use 

of  s t r o ng primes  fo r R SA in 1989. 

Howev  er, recent advances in factoring (see Question 4.6) appear t o h a ve 

obviated the need for strong primes; the elliptic curve factoring algorithm is one 

such advance. The new factori  ng methods have a s g o o d a c hance of success on 

strong primes as on wea  k primes; therefore, choosi  ng strong primes does not 

increase resistance to attacks. So for n o w the answer is negative: strong primes 

are not necessary or even benefcial in using RSA (although there is no danger 

in using them, except that it takes  l onger to generate a key pair). However, new 

factori  ng algorithms m ay b e d e v eloped in the future which once again target 

primes with certain properties  ; i f so, cho  o s i ng strong primes  m ay a g a in help to 

increase security. 

2.8 How large a modulus should be u s e d in RSA? 

It depends how o n y our security needs. The larger the mod  u l us, the greater the 

security but also the slower the RSA operations. One should c hoose a mod  u l us 

length upon consideration of one's security needs (e.g., the value of the protected 

data, how long it needs to be protected for) and also how m uch m one  y o n e ' s 

po  te  n tial e n e my h a s.  A  g  ood  a  nalysis of security o bt  a  ined by a given  m odulus is 

given by R ivest [64], in the context of discrete logarithms m odulo a prime, but 

it applies to RSA as wel  l. Rivest estimates that a 512-bit modulus, currently 

the most common modulus length, can b e fa ctored with an $8.2 million efort 

today, l e s s i n the future. Those with extremely valuable d a ta  (  o  r  l  arge potential 

damage fr o m d i gital forgery) should use a larg  er  m odulus  , s a y 700 or 800 bits 

in length. A certifying authority (see Question 3.5) should use a modulus  o f 

length 1000 bits or more, becaus  e t h e v alidity o f m any other key pairs depends 

on the security o f the one central k ey  . 

It may b e t h a t the amount of time a signed document i s c o nsidered legally 

valid will be a function of the length of the key used to sign it; then the choice 

of  k ey length should also depend on  h  o  w  far into the future a documen  t needs 

to remain v alid. For example, a job app  l ication does not need to be valid for 

more than two y ears, so one's ordinary  k ey would sufce. But one  m ight w ant 

one's w i ll to be valid  for at least twen  ty y ears, so a longer key should be used 

to sign the will. See Question 3 . 17. 

The key  o f a n i ndividual user will expire afte  r  a  ce  rt  a  i  n time, say, t wo y ears 

(see Question 3 . 11). Upon expiration, the user will generate a new key which 
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should b e a fe w d i gits longer than the old k ey to refect the speed increases of 

computers over the two y ears. Recommended key length schedules will  p r o bably 

be publish  e d b y s o m e a uthori  ty o r p u b l i c b o d y . 

Users should k eep in m ind that the estimated times to break RSA are aver  -
ages only. A l arge factoring efort, attacking many thousands of  5 1 2-bit m od  u  l  i  , 

will likel  y succeed in factori  ng at lea  s t o ne in a reasonable time. Although the 

security o f a ny i nd  i  vidual k ey is s t i ll strong, with some  factori  ng methods there 

is a l w ays a chance that the attacker may g e t l ucky and factor it quickly. 

Reg  a  rd  i  ng the cost in extra time (see Question 2.4), doubling the mod  u l us 

length will, on average, increase the time required for public-k ey operations 

(encryption and signature verifcation)  b y a factor of 4 and increase the time 

for private key operati  ons (decryption and signing) by  a  factor of 8; public k eys 

can be kep  t s m all  a nd constant. Key generation t i me w i l l i ncrease by  a  factor 

of  1 6 , but this is n o t a c o m mon operation for most users. 

2.9 How large should the primes be?  

The  t wo primes  , p and q, which c o mpose the modulus, should b e o f r o ughly 

equal length; this will make t h e m odulus harder to factor than if one of the 

primes was  v ery small.  or exampl  e, if one ch o s e t o u s e a 5 1 2 -bit modulus, one 

could use primes of lengths 255 and 257. 

2.10 How does one fnd random numbers  fo r keys? 

One needs a source of random number  s i n order to fnd two r a ndom p r i mes 

to compo  s e t h e m odulus. If one used a predictable m ethod of generating the 

primes, an adversary could mount a n a ttack by trying to recreate the key  g  en  -
eration process. 

Random number  s o btained fro  m a p h ysical process are in principle the best. 

One could use a hardware device, such a s a d i od  e;  s  o  m  e a re sold commercially 

on computer add-in boards for this purpose. Another idea is to use physical 

movem  ents of the computer user, such a s k eystroke t i mings measured in mi-
croseconds. By whichever  m ethod, the random numbers may s t i ll contain some 

correlations preventing sufcient statistical randomness. Therefore, it i s b e s t t o 

run them through a good hash function (see Question 6.2), such  a  s   5,  before 

act  u a l ly using them. 

Another approach is to use a pseudorandom number generator fed by a 

random seed. Since these are deterministic algorith  m s, it is impo  r t a nt t o f n d 

one that is very unpredictable and also to use a truly random seed. There is a 

wide literature on the subject of pseudorandom numb e r g enerato  rs. See Knuth 

[36] for a n i n t  r  od  u  c  ti  on. 

Note that one does not need random n umb e r s t o d e t e r m ine the public and 

private exponents in R S A , a fter choosing the modulus. One can simply choose 
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an arbitrary value for the public exponent, which then determines the private 

exponent, or vice  v ersa. 

2.11 What if users of RSA run out of distinct primes? 

There are enough prime n umbers that RSA users will  n e v er run out of them. 

For example, the number of primes of length 512 bits or less exceeds 10150, 

according to the prime n umber theorem; t h i s i s m ore than the number of atoms 

in the universe. 

2.12 How do you know if a number is prime? 

It is generally recommended to use probabilistic primality testing, which i s m uch 

quicker  t h a n p r o ving a number prime.  One can use a probabilistic test to 

generate a number that is prime with error probability l ess than 20100. F or 

further discussion of some p r i mality t e s t i ng algorithms, see the bibliogra  phy o f 

[3]. F or some e m piri  ca  l results on the reliability o f s i mple primality tests see 

[62]; one can perform very fast primality tests an  d  be  ext  r  e  mely confdent i n the 

results. A simple a l gorithm for choosing probable p r i mes was recentl  y a nalyzed 

by Brandt and  D  a  mgard [9]. 

2.13 How is RSA used for encryption in practice? 

RSA is c o mbi  ned with a secret-key cryptosystem, such a s DES, to encrypt a 

message by m eans of an RSA digital envelop e . 

Suppose Alice wishes to send an encrypted mes  sa  ge to Bob. She frst en-
crypts the message with DES, using a randomly c ho  se  n D E S k ey. Then she looks 

up Bob's public k ey and uses it to encrypt the DES key  . The DES-encoded mes-
sage a nd the RSA-encoded DES key together form the RSA digita  l e n velope and 

are  s e n t to Bob. Upon receiving the digital envel  ope, Bob decrypts the DES  

key with his private key  , then uses the DES  k  ey  to  d  e  c  r  y  p  t  t  o  message i tself. 

2.14 How is RSA used for authentication in practice?  

Suppose Alice wishes to send a signed mes  sa  ge to Bob. She uses a hash function 

on the message (see Question 6.2) to creat e a m essage digest, which s e r v es  a  s a 

"digital fnger  p r i n t" of the message. She encrypts the message digest with her 

RSA private  k ey; this i s her digital signature, which she sends to Bob along with  

the mes  sa  ge itself. Bob, upon receiving the mes  sa  ge and signature, decrypts the 

signature with Alice's public k ey  t  o  re  co  ver the message d i gest. He then hash  e s 

the mes  sa  ge with the same h a sh  function Alice used and compa  res the result to 

the message digest decrypted from the signature. If they are exactly equal, the 

signature has been successful  ly verifed and he can be confdent that the mes  sa  ge 

did i ndeed come  fro  m A l ice. If, h o wever, they are not equal, then the mes  sa  ge 
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either ori  ginate  d e l sewhere or w as altered in transmission, and he rejects the 

message. 

In practice, the public exponent i s u s u a l ly much s m aller than the private 

exponent; this mea  ns that verifcati  on of a signature is faster than the signing. 

Thi  s i s d e s i ra  ble because a message or document will  o n l y b e s i gned by a n 

individual once, but the signature may b e v erifed many times  . 

It must be infeasi  ble for anyone to either fnd a message that hashes to a given  

value or to fnd two m essages that hash to the same v alue. If it wer  e  fe  a  si  ble, an 

intruder could att  a c h a fa l se  m  essage onto Alice's signature. Hash functions such 

as MD4 and MD5 (see Question 6.3) h a ve b e e n d e s i gned specifcally to have the 

property that fnding  a m atch is infeasible, and are therefore  co  nsidered suitable 

for use in cryptography. 

A certifcate is a signed document attesting to the identity and public k ey  

of the person signing the message (see Question 3.5). Its purpose is to preven  t 

someo  ne from imp e r s o na  ting someone else, using a phony k ey  pa  ir. Accompa
nying a signa  ture will be the name of a certifying authori  ty and a serial numbe  r 

of  a c e r t i fcate; this will allow the recipien  t ( o r a third party) to check the au
thenticity of the public key. I t m ay a lso be the case that one or more certifcates 

are enclosed with a signed message.  

2.15 Does RSA help detect  transmission errors? 

An RSA  d i gital signature is superior to a handwritten signature in that it attests 

to the conte  n ts of a message as wel  l  a s to the identity of the signer. As long 

as a secure hash function is used, there is no way t o t a k e s o m eo  ne's s i gnature 

from one documen  t and attach i t to another, or to alter the signed mes  sa  ge in 

any w ay. 

For this reason, RSA allows recipients to detect any t r a nsmission errors 

in a ny m essages they receive.  Any a l teration i n the message will cause the 

verifcation procedure to fail. Of course, it does not allow  t  h  e  re  ci  pient t o 

decide whether the cause of failure was a transmission error or an attempted 

forgery. 

2.16 Does RSA help protect against computer viruses? 

In the same w ay that RSA will detect a transmiss  i o n e r r o r,  i  t  c  a  n  be  u  s  ed  t  o  

detect any a lterations in a fle stored on a disk  . S i nce viruses act by a l tering 

fles, they can be detected. 

One method is t o u s e R SA to sign every fle, and later to ver  i fy the signatures; 

if a signature fails to verify, i t i ndicates that the fle has been changed, possibly 

by a v i rus. Of course, it could h a ve b e e n c hanged for other reasons, such a s 

recompilation of source code or p h ysi  cal problems on the hard disk. If the 

change looks suspicious, one would need to follow u p b y running a specifc virus 

detection/el  imination program. 
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Another met  h o d o f v i rus protection is for commer  c  i  a  l  so  ftware vendors to 

supply a digital signature with their programs. A user can verify this signature, 

using  t h e v endor's public k ey, e i ther when frst installing the software or anytime 

thereafter. Of course, a clever virus might attempt chang  e the public key  u  s  ed  t  o  

ver  i fy t h e s i gnature and thus escape detection. And the viru  s -c hecking program 

itself would b e a l ikel  y target for viruses. A more secure method might b e t o 

incorporate the viru  s -c hecking  ca  p  a  bility in the operating system, but again, 

the operati  ng system must conta  in strong mechanisms t o p r o t e c t i tself. 

2.17 What are alternatives to R S 

Other public-key cryptosystems h a ve b e e n p r o p o sed. A mathemati  ca  l problem 

called the knapsack problem  w as the basis for several systems [ 4 6 ], but these 

have lost favor because many v ersions were broken. Another syst  e  m, designed 

by E l Gamal [25], was the basis  for several later signature methods, including one 

by S c h n o rr  [  67], which i n t u rn w as the basi  s for the digital signature stand  a rd  

proposed by N I S T [ 5 4 ] (see Question 7.1). Because of the NIST proposal, the 

relative m erits of  t h e s e s i gnature systems v ersus RSA signatures has  r  ec  ei  ved a 

lot of  a tt  e  n  tion; see [53] for a d i scussion. The ElGamal system has been used 

successfully in applica  tions. It is slower for encryption and ver  i fcation than 

RSA and its signatures are larger than RSA signatures. 

There have been proposed cryptosystems based on d i screte exponentiation in 

the fnite feld GF(2n ); their a dv  antage i s that they work efciently in hardware 

(faster than RSA). However, doubts have been raise  d  a  bo  u  t  t  h  e  s  ec  u  ri  ty of these 

systems because the underlying problem may be easier to solve than factoring 

[56, 28]. 

For key  exchange o n l y,  i  fe and Hellman [24] proposed a system in 1976, 

before RSA; it permits secure exchange o f k e y s i n a n o therwise conventional 

secret-key  s  y  s  t  em. A group of users shar e a c o mmon mod  u  l  us  ;  o  ne must be 

careful to make the common modulus large, because its compromise would com-
promise all users in the group. This system is in use today. 

Probabilistic encryption has the attraction of being resistant to a guessed 

ciphertext attack (see Question 2 .6), but at a cost of data expansion. Interest-
ing probabilist  i c encryption m ethods were proposed by Goldwasser and Mica  l i 

[27] and by Blum and Goldwasser [8]. I n p r o babilistic encryption, the same 

plaintext encrypted twice under the same k ey will  g i ve, in general, two d i ferent 

ciphertexts. 

For digital signatures, Rabin [60] proposed a system which i s p r o vably equiv-
alent  t  o  factori  ng; this is an advanta  ge over RSA, where one may s t i l l h a ve a 

linger  i n g w orry about an attack u n re l ated to factori  ng. Rabi  n's method is sus-
ceptible to an a ctive c hosen message attack, however, in which the attacker 

tricks a signer into signing a certain m essage. Another signature scheme,  b y 

Fiat and Shamir [ 26],  i s based on interactive zero-knowled  g e protocols, but can 

be adapted for signatures. It is faster than RSA and is provably equivalen  t t o 
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factori  ng, but the signatures are much larg  er  th  a  n R SA signatures. Other vari
ations, howev  er, lessen the necessary signature length; see [15] for references. 

These identi  tybased systems m ay be better suited to smart card applications 

than t o n e t work commun  i ca  tions. 

Cryptosystems b a s e d o n m athematical operations on elliptic curves have 

be  en  g  a  ining popularity i n r e c e n t y ea  rs. Koblitz [38] and Miller [49] h a ve written 

introductions to this topic. 

Major a dvantages of RSA over other publickey cryptosystems i nc  lude the 

fact that it c a n b e u s e d fo r both encryption and authentication,  a  n  d  th  a  t i t h a s 

been around for m any y ears and  h  a  s  s  u  cc  es  sfully withstood much scrutiny. R SA  

has  r  ec  ei  ved  fa  r m ore att  e n tion, study, a nd actual use than a n y other publick ey  

cryptosystem, a n d t h us RSA has more empirical evidence of its security than 

more recent a nd  l  ess scrutinized systems.  I n fa ct  ,  a  l  arge number of public
key  c  r  y  p  to  systems which at frst appeared secure were later broken  ;  s  ee  [  1  3  ] fo r 

some case histories. RSA's resistance to attack during many y ears of vigorous 

attempts to break i t i s unrivaled  b y a n y other publick  ey  sy  s  t  em  . 

2.18 Is RSA currently in use t day? 

RSA is used in a w i d e v ariety of products, platforms a nd industries aro  un  d 

the worl  d. It is  found in m any c o mmercial software products, such as Lotus' 

Note  s a nd Delrina's Per  F orm Pro, an electronic forms s o ftware package that 

incorporates RSA digita  l signatures. RSA is being built into operating  sy  s  t  em  s 

by M i crosoft, IBM, Apple, Sun, Digital and Novell. In hardware  ,  R  S  A  ca  n  

be  fo  und in Secure Telephone Units by Motorola and AT T,  a s w ell as on 

Xerox Ethernet cards. Many o t h e r v endors  , s u c h  a  s  ordperfect Corp  . , h a ve 

announced plans to incorpora  te  R SA  i  n  to products. 

RSA is used in m any b r a nc  hes of the U.S. government, including NASA, the 

CIA, the Departmen  ts of Defense, State and Labor, and the national l aborato
ries, such as Lawrence Livermore and Sandia National Labs; it is not clea  r h o w 

widely u s e d R SA is w i th  i  n these organizations. The governmen  t c a n use RSA  

without licensing the patent.  

Major corporations have c hosen RSA for internal use; examples include Boe
ing, Shell  O i l, DuPont,  R aytheon, and Citico  rp  .  R  es  ea  rc  h i nstitutions using 

RSA include the University o f C a l ifornia, Bellco  re, and the National Scien  c e 

Foundation. 

RSA is even  m ore widely used in Europe than in the U.S. For example, RSA  

is the standard of the European fnancial commun  i ty  for electronic funds transfer 

(see Question 2.19), whereas the U.S. banking industry has not yet  i ncorporated 

RSA into routine use (although it may do so with upcoming ofci  al standards). 

The use of RSA is undergoing a period of rapid expansion and may become 

ubiquitous within a fe w y ears. Adoption of RSA seems to be proceeding more 

quickly for authentication (digital signatures) than for privacy (encryption), 
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perhaps because products for authentication are easier to export than t h o se  fo  r 

privacy. 

2.19 Is RSA an ofcial standard  to  day? 

RSA is part of  m any ofcial standard  s w orldwide. The ISO (International Stan
dards Organi a  t i on) 9796 standard [32] lists RSA as an acceptabl  e cryptographic 

algori  thm, as does the Consultative Committee in International Tel  egraphy and 

Telephony (CCITT) X.509 security standard [17]. R S A i s part of both the Soci
ety for Worldwide Interbank Financial T elecommunica  t i on (SWIFT) s t a nd  a  rd  

and the French f n a ncial industry's ETEBAC 5 standard [18]. The Australian 

digita  l signature standard, AS2805.6.5.3 [ 71],  a lso specifes RSA. 

RSA is  found in Internet's prop o se  d  P  E  M  (  P  ri  vacy Enhanced Mail) stand  a rd  

(see Question 6 . 6 ) and the PKCS standard for the software industry (see Ques
tion 6.7). The OSI Implementors' Work  shop (OIW) has  i ss  u  e  d  i  m  plem  en  tors  ' 

agreements [57] referring to PKCS and PEM, which each include RSA. 

A n umber  o  f o ther standards are current  l  y  bei  ng devel  oped and will be 

announced over the next coup  l e o f y ea  rs  ; m any are expected to include RSA as 

either an endorsed or a recommended system for privacy and/or authentication. 

2.20 Is RSA a de facto standard t o day? 

RSA is the most widely used publickey cryptosyst  e m t o d a y and has often been 

called a de facto standard. Its use is widespread in many areas and industries 

(see Question 2.18) and  gr  o  wing rapidly. F urthermore, use of RSA far outstrips 

use of any other publickey system (see Question 2.17). 

Rega  rd  l  es  s  o  f  t  h  e  o  fcial standards, the existence of a de facto standard is 

extremel  y i mpo  r t a n t fo r t h e d e v el  opment o f a d i g i tal economy. If o ne public
key system is used all over for authentication, then signed digital documents 

can be exchanged between users in diferent nations using diferent s o ftware on 

diferent platforms; this i nteroperability i s necessary for a true digital econo  my 

to develop. 

The lack of secure authentication has been a ma jo r obstacle in a c hieving 

the promise  th  a  t c o m puters woul  d replace paper; paper is still necessary almost 

everywhere for c o ntract  s , c hecks, ofcial letters, legal documents, and identif
cation. With this core of necessary paper transaction, it has not been feasible 

to transform  co  mpletely i n to a societ  y based on electronic transactions. Digital 

signatures and their v erifability are the exact tools necessary to convert the 

most resistant paperbased documents to digita  l e l ectronic med  i a. Digital sig
natures make possible the existence of lea  se  s,  w i l ls, colleg  e transcripts, checks, 

and voter registration forms that exist onl  y i n e l ec  tr  o  n  i  c fo rm  ; a n y paper ver  
sion would just be a "co  p y o  f  t  he  el  ec  t  r  o  nic ori  ginal. All of this i s e n a bled by 

a s t a ndard for authentication. 
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2.21	 What will happen to RSA if NIST adopts another method to 

be the ofcial standard? 

If NIST adopts a method other than RSA as an ofcial standard, both RSA and 

the NIST standard would  coe  xi  s  t  ,  a  t  l  ea  st  fo  r the foreseeable future; NIST has 

recently proposed a non-RSA method, DSS, for digital s i gnatures (see Question 

7.1). RSA has  a lready established itself  a s the standard in Europe; that status 

would not c h a nge due to a NIST action, so anyone doing business with or in 

Europe would need to use RSA. RSA is also  th  e  m  ost widely used in c o mmercial 

software in the U.S., so users wish  i ng to maintain c o m patibility a n d i nt  e  r  o  per  -
ability w ould continue to use RSA. The NIST standard, however  , w ould be used 

by the U.S.  go  vern  m  en  t, so software vendors and others doing b  u  si  ness with the 

government w ould need to use the NIST standard. The most  l i kely solution for 

software manufacturers is t o p r o vide both RSA and NIST stand  a  rd  ca  p  a  bi  lities 

and let users choose whichever  m et  h  o  d  m  ost suits their purposes. Some people 

have v oiced concern that a NIST standard (non-RSA) may b e l ess secure than 

RSA (see Question 7.2). Although NIST has  r e c e n tly taken steps to reassure 

the public that its (proposed) standards are secure, those still  d i strustful would 

use RSA. 

In the long term, one public-k ey  sy  s  t  e  m  i  s l ikely to become s o d o m inant a s 

to eliminate altogether the use of any other system, leaving a single stand  a rd  

in p l a ce  .  If  N  I  S  T  c  hooses an alternative to RSA, the establ  ishment of a single 

global standard will  n o t occur for many y ears. 

2.22	 Is RSA patented? 

RSA is patented under U.S. Patent 4 , 405,829, issued 9/20/83 and owned by 

Public Key Partners (PKP), of Sunnyvale, Californ  i a; the patent e xp i r e s 1 7 

yea  rs  a  fter iss  u  e  ,  i  n 2 0 00. RSA is usually l icensed together with other public-k ey  

cryptography patents (see Question 1.5). PKP has a standard, royalty-based li-
censing policy which can be modifed in the case of special circumstances. PKP 

has  a l so  p  u  b  l  icly told the U.S. governmen  t t h a t i t w i l l m ake l icenses for R SA  

"available under reaso  na  ble terms" if  R S A w er  e  c  hosen as  a n o f c i a l g o vern-
men  t standard. If a software  v endor, having licensed the public-key patents, 

incorporates RSA into a commercial product, then anyone who purchases the 

end product has the lega  l right to use RSA with  i n the context of that software  . 

The U.S. governmen  t can use RSA without a license because it was invented at 

MIT with governmen  t  funding. RSA  i s not patented outside North America  . 

In North America, a license is needed to "make, use or sell" RSA. Howev  er  , 

PKP has a policy that anyone may use RSA non-commercially for a personal, 

aca  de  m ic o r i ntellectual reason without a lice  n  s  e;  a  n  e  xa  m  ple o f s u c h u s e w ould 

be the implem  en  tation of RSA as a progra  mming project for a computer class  . 

RSA Laboratories has made available ( i n t h e U . S. and Canada) at no charge a 

collection of cryptographic r o utines in source code, including the RSA algorithm; 
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it can be used for non-commercial purposes (see Question 6.8). 

2.23 Can RSS  e  e p  orte from the U.S.? 

E xp o r t o f R SA falls under the same U.S. laws as all other cryptogra  phic prod-
ucts. See Question 1.6  for details. 

RSA used for authentication is more easily exported than when used for 

privacy. In the former case, export is a l lowed  re  g  a  rd  l  es  s  o  f  k  ey (  m  odulus) size  , 

although the exporter must demonstrate that the product cannot be easily con-
ve r t e d t o u s e fo r e n c r y p t i on. In the case of RSA use for privacy (encryption), 

the U.S. government generally does not allow export  i f t h e k ey s  i  ze exceeds 512 

bits. Export policy is currently a subject of debate, and the export status of 

RSA may w ell change in the next year or two. 

Reg  a  rd  l  es  s  o  f  U  .  S  .  expo  r  t  p  o  licy  , RSA is a vailable abroad in non-U.S. prod-
ucts. 

3 Ke   n  e  ment 

3.1	 What key management iss e  s a re involve in  p  liike  y  i  ry  p

tography? 

Secure methods of  k ey management a re extremel  y imp o rt  a  n  t. In practice, most 

attacks on public-k  ey sy  s  t  e  m  s will  p r o bably be aimed  a t t h e k ey m  anagemen  t 

level  s, rather than at the cryptographic a l gorithm itself. The key managemen  t 

issues men  ti  oned here are discussed in detail in later questions. 

Users must be able to get a key pair suited to their s e c u ri ty and efciency  

needs. There must be a way to look up people's public k eys. Users mus  t b e 

confdent of the accuracy o  f someone's public k ey o  therwise an intru  d  e  r  ca  n  

either change public k eys listed in a directory, or represent h i mself as another 

user. Conversely, u s e r s m ust be able to publici  ze their public k eys so that 

others will  h a ve c o n f d e n c e i n their accuracy  . Certifcates are used for this 

purpose. Certifcates must be securely obtainable, not forg  eable,  a nd  u  s  e  d  i  n  

such a w ay th  a t a n i n t  ru  d  er  ca  nnot misuse them. The issuance of certifcates 

mu  s  t  p  r  oc  ee  d  i  n  a  s  ec  u  r  e  w  ay, i mper  v i ous to att  a ck. If someone's private key i  s 

lost or compromised, others must be made aware of this and no longer encrypt  

messages under the public k ey nor accept messages  si  gned with the compromised 

private key.  U s e r s m ust be able to store their private keys securely, s o t h a t 

no intruder can fnd it, yet readily a ccessible for legiti  mate  u s e . Keys need 

to be valid o nly until a specifed expiration date. The expi  ration date must be 

chosen properly and publicized securely. S o me documen  ts need to have v erifable 

signatures beyond the time when the key used to sign them has expired. 

Alth  o ugh most of these key managemen  t i ssues arise in any public-key cryp-
tosys  t  em  ,  for convenience they are discussed here in the context of RSA. 
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3.2 Who needs a key? 

Anyone who wishes to sign m essages  o  r  t  o  r  ec  ei  ve encrypted messages must have 

a k ey pairy  P eople may h a ve m ore than one keyy  F or example,  so  meo  ne might 

have a k ey afliated with his or her work and a separate key for personal usey 

Furthermore, other enti  ties will  h a ve R SA keysy This can include electronic 

entities such a s m odems, work  stations, and printersy It can also mean org  ani-
zational entities such as a corporate depart  men  t , a h o t e l r e g i stration desk, o r a 

university r e g i strar's ofce  y 

3.3 How does one get an RSA key pair? 

Each R SA user should generate his or her own RSA key pairy It may b e t e m pting 

within an organization to have a s i ngle site that generates keys to all  m emb e r s 

who request one, but this is a security risk because it i n volves the presence and 

transmiss  i o n o f p r i vate keys over a network as wel  l as catastrophic consequences 

in the case of  a n a t t a c ker infltrating the key-generation sitey Each node on 

a n e t work shou l d b e c a pable of local key generation  ,  so  th  a  t p r i vate keys are 

never transmitted and so no external key source must be trustedy Networks with  

trusted operating systems m ay h a ve a c e n tral node to perform key generationy  

Once generated, a user must register his or her public k ey with some c e n tral 

admini  stration, called a certifying authori  tyy The certifying authority returns 

to the user a certifcate attesting to the veracity of the user's public key along 

with other information (see Questions 3y5 and following)y Most users should n o t 

obtain more  th  a  n o n e c e r t i fcate  fo  r  t  he  sa  me k ey, i n o rder to simplify various 

boo  kkeeping tasks associated with the keyy 

3.4 Sh  ould a public key or private key be shared a ong users? 

I n R S A , m od  ul  us and private key should be unique  to  e  v  ery usery The public  e  x-
po  ne  n t can be common to a group of users without security b e i ng compromise  d y 

Public exponents in use today are 3 and 216  1 b  e  c  a  use they are  s  mall, the 

public-key operations (encryption and signature ver  i fcation) are fast relative 

to the private  k ey  o  per  a  t  i  ons (decryption and signing)y If one public exponent 

be  co  mes a standard, software and hardware  c  a  n  be  o  ptimize  d fo r that v aluey 

In public-ke  y  sy  s  t  ems based on discrete logarithms, such as  E l Gamal, Dife-
Hellman, or DSS, it h a s  o  ften been suggested that a group of people should share 

a m odulusy This w ould make breakin g a k ey  more attractive t o a n a t t a c ker 

however, because one could b r e a k e v ery key with only slightly more efort than 

it w ould take to break a single keyy  To a n a ttacker, therefore, the average cost 

to break a key is much l ower than i f e v er  y  k  ey had a separate modulusy Thus 

one should b e v ery cautious about using a common mod  u l usy 
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3.5 What are c ertifcates? 

Certifcates are digital documen  ts attesting to the binding of a public k ey to 

an i nd  i  vidual o r  o  t  h  er  en  tity. They allow v erifcation of the claim that a given  

public key does in fact belong to a given  i ndividual. Certifcates aim to preven  t 

someo  ne from misrepresenting himself or herself under another name w i t h a 

phony k ey. 

Certifcate  s c o nta  in informati  on about a public key, including the public k ey  

itself, the name of the person to whom it is issued, the expira  ti  on date of the 

key  , the length of  t h e m odulus, the name o f the organization that issued the 

certifcate, and the serial n umber of the certifcate. The certifcate may also 

contain o ptional information, such as the org  anization o r title of the person t o 

who  m i t i s i ssued. Most importantly, it contains the digital signa  ture of the 

issuer. The format of certifcates is g overned by the CCITT X.509 international 

standard; thus certifcates can b e r e a d o r written by a n y applica  t i on complying 

with X.509. Further refnements are found in the PKCS set of standards (see 

Question 6.7), which are extensions of  X . 5 09. 

The certifcate is i ssued by a c e r t i fying authori  ty (see Question 3.7) and 

signed with the certifying authority's p r i vate key. 

3.6 How are c ertifcates used? 

One exhibits one's c e r t i fcate in order to assure confdence in one  ' s public k ey  . 

On the ver  i fer's side, the signer's certifcate can itself be verifed to assure that 

no forgery or false representatio  n  h  a  s  oc  cu  r  r  ed  .  T  h  e  s  e  u  s  es  ca  n  b  e  per  fo  rm  ed  

with greater or lesser rigor depending on the context in which RSA is being 

used. 

The most secure use of authenti  ca  tion involves enclosi  ng one or m ore certif
cates with every signed mes  sa  ge. The receiver of the message would v erify the 

certifcate with the certifying authority's public k ey and, now confdent o f t h e 

public key of the individual sender, verify the message's signa  ture. There may 

be  t  wo o r m ore certifcates enclosed with the message,  fo r m i n g a h i erarchical 

chain, wherein one certifcate testifes to the authenti  city o f the previous cer
tifcate  . A t the end of a certifcate hierarchy i s a toplev  el certifying authority, 

whi  ch is trusted without a certifcate from any o ther certifying authori  ty. The 

public key of the toplevel certifying authori  ty mus  t  b  e  i  n  d  epe  nd  e  n  tly known, 

for example b y b e i ng widely published. 

The more familiar the sender is to the receiver of  t h e m es  sa  ge, the les  s n e e d 

there is to enclose certifcates. If Alice sends messages to Bob e v er  y  d  a  y, A l ice 

can enclose a certifcate chain on the frst day, which Bob verifes. Bob thereafter 

stores Alice  '  s  pu  b  l  ic key  a n d n o m ore  ce  rt  i  fcates are necessary  . A sender whose 

company i s k n o wn to the receiver may need to enclose only one certifcate (issued 

by the company), whereas a sender whose company is unknow  n  t  o  th  e  r  ec  ei  ver 

may  n  e  e  d  t  o  e  n  c  lose two certifcate  s . A g o o d ru l e o f t h umb is to enclose just 
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enough of a certifcate  c hain s o t h a t the issuer of the highest lev  el certifcate in 

the chain is w el  l-known to the receivery 

According to the PKCS standards for public-key cryptogra  phy (see Question 

6y7), every signature points to a certifcate that validates the public key of the 

signery Specifcally, i t c o n tains the name of the issuer of the certifcate and the 

serial number of the certifcatey Thus even if no certifcates are enclosed with a 

message, a verifer can still use the certifcate chain to check the status of the 

public keyy 

3.7 Who issues certifcates and ho  

Certifcates are  i ssued by a certifying authori  ty (CA), which can b e a n y trusted 

central administration w i l ling to play the role o f v ouching for the identi  ties 

of those to whom i t i ss  u  e  s  c  er  t  i  fcatesy A company m ay i ssue certifcates to 

its employees, a university t o i ts student s , a t o wn to its citizensy Other CAs 

will be available to issue certifcates to unafliated individualsy In order to 

prevent  forged certifcates, a CA must either publicize its public key or p r o vide 

a c e r t i fcate from a higher-level CA attesting to the validity o f i ts public keyy  I n 

this w ay, h i er  a  r  c  hies of certifying authorities will  formy 

Certifcate  i ssuance proceeds as  followsy Alice generate  s  h  er  o  wn key pair and 

sends the public key to an appropriate CA with some proof of  h e r i dentifcationy 

The CA che  c ks the requester's i d e n ti  fcati  on and if the request really did c o m e 

from Alice, sends her a certifcate  a ttesting to the binding between Alice and her 

public key, a l ong with a hierarchy of certifcates verifying the CA's public k ey  y 

Alice can include this certifcate chain whenever desired in o rder to demonstrate 

the leg  itimacy of her public k eyy  I n o rd  e  r  t  o  si  mplify bookkeeping operations 

associated with  v erifying the signature, Alice shoul  d not request a certifcate 

from any other certifying authorityy 

Since the CA must che  c k  for proper identi  fcation, it will prove c o nven  i en  t 

for a loca  l organization to become a CA for the purpose  o f issuing certifcates 

to its own members and employeesy There will  a lso be CAs to issue unafliated 

certifcatesy 

Diferent CAs may issue certifcates with varying lev  els of  i de  n  tifcation r e -
quiremen  tsy One CA may insist on seeing a driver  ' s l i cense, another may w ant 

the certifcate request form to be notarized, yet another may w ant fngerprints 

of  a n yone requesting a certifcatey Each C A m ust publish its own identifcation 

requirements and standards, so that ver  i fers can att  a ch the appropriate lev  el 

of confdence in the certifed name-key binding  sy  

An example of a certifcate-issuing prot  oco  l  i  s  A  pp  l  e C o m puter's upcoming 

Open Collaborative E n vironment (OCE); Apple OCE users can generate a key  

pair and then request and receive a certifcate  for the public keyy The certifcate 

request must be notarizedy 

A p u b l ic key may  b  e  r  ec  er  t  i  fed upon expiration, if it has  n  o  t  bee  n  c  o  mpro-
mised and if the modulus is long enough to warrant the recertifcati  ony 
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3.8	 What is a CSU! or! How do certifying authorities store their 

private keys? 

It is extremel  y i m p o rtant that private ke y s o f c e r t i fying authorities are stored 

securely, because compr  o  mise would enable undetectable  forgeries  .  or the high-
est security, CAs can k eep their k eys in a CSU, or Certifcate Signing Unit. The 

CSU is a high-security, t a mper-proof hardware box, which destroys its contents 

if  e v er opened. The CSU must be secure against attacks using electromagnetic 

radiation. Not even empl  oyees of the certifying authori  ty should h a ve a cc  es  s  t  o  

the private key  i tself, but only t h e a bility  t  o  u  se  t  h  e  pr  i  vate key  i n the process 

of  i ss  u  i  n  g  ce  r  t  i  fcate  s . 

There are many p o ssible designs for CSUs; here is a description of one design 

commonly found in current i m pl  emen  ta  ti  ons. The CSUs are activated by a s e t 

of  d a t a k eys, which are physical key  s  c  a  pa  ble of storing digital information. The 

data keys use secret-sharing technology such that several people must all  u s e 

their data keys to act  i vate the CSU. This prevents one disgruntled CA e m ployee 

from producing phony certifcates. There may a lso be separate physica  l k eys 

whi  ch store private  k eys of certifcate issuers in encrypted form. These are used 

for backup only, and their informati  on can only be read b y a CSU box  w i th the 

correct RSA private key inside. 

Note that i f the CSU is destroyed  , s ay i n a fre, no security i s c o mpromise  d . 

Certifcates signed by the CSU are still valid, as long as the ver  i fer uses the 

correct public key. S o me CSUs will be manufactured so that a lost private key  

c  a  n  be  re  st  o  re  d  i  n  to a new CSU. See Question 3.10 for d i scussion of lost CA 

private keys. 

Some s m aller  C  A  s  may choose to store their private key  s  i  n software rather 

than i n h a rd  w  are  .  If  i  mplemented securely, t h i s is a viable and less expensive 

alternati  ve  for org  anizations which choose not to purchase  C  S  Us  .  v  en  tually, 

CSUs  w i ll be sufciently inexpensive for all CAs to use. 

3.9	 Are c ertifying authorities susceptible to attack? 

One can think of many attacks aimed  a t the certifying authority. 

Conside  r  t  he  fo  l  lowing attack. Suppose  Bo  b  w  i  shes to impersonate Alice  . If 

Bob can convincingly s i g n m essages as Alice, he can send a message to Alice's 

bank saying "I wish to withdraw $10,000 from my account. Please send me the 

money." To c a rry out this attack, Bob generates a key pair and sends the public 

ke y t o a c e r t i fying authori  ty s a ying "I'm A l i ce. Here is m y public key  . Please 

send me a c e r t i fcate." If the CA is fo o l ed  a  nd sends him such  a  ce  rt  i  fcate, 

he can fool the bank, and his attack will succeed. In order to prevent such an 

attack the CA must verify that a certifcate request did indeed come fr o m i ts 

purported author. It must require sufcient evidence that it i s A l ice and not 

anyone else  w h o i s requesting the certifcate. It may,  for example, require Alice 

to appear in p e r s o n and show a birth certifcate and take her fngerprints  .  v ery 
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CA m ust publicly state its identifcation require  m ents and policies. Others can 

then attach a n a ppropriate lev  el of confdence to the certifcates. 

If the private  k ey  o  f  a  c  er  t  i  fying authority should become k n o wn to an a t 
tacker, the attacker could forge certifcates, allowing an acc  o m plic e t o m isrep
resent h i m self (see Question 3.10).  F or this reason, a certifying authority m ust 

take extreme precautions to preven  t i l legitimate access to its private key. The 

private key should be kep  t i n a h i ghsecurity b o x, known as a Certifcate  S i gning 

Unit (CSU), which destroys its contents  i f e v er  o  pened. See Question 3. fo  r 

details about the CSU. 

The certifying authority's public k ey might be the target of an extensive 

factori  ng attack. For this reason, CAs should use ver  y l ong keys, preferably 

1000 bits  o r l onger. A CA should also  c hange its key every yea  r o r t wo. Top
level certifying  a uthori  ties are exceptions: it m ay not be practica  l fo r t h e m t o 

change k eys so freque  n tly because the key  m ay be written into software used by 

a l a rg  e n umber  o f v erifers. 

Consider the following attack. A l ice bribes Bob, who works for the certifying 

authori  ty, to issue to her a certifcate in the name o f F red. Now Alice  c  a  n  s  en  d  

messages signed in Fred's name a n d a n yone receiving such a m essage wil  l  bel  ieve 

its authenticity because a full and verifable certifcate chain will accompany the 

message. This attack c a n b e h i ndered by requiri  ng the cooperation o f t wo ( o r 

mo  r  e)  em  ployees to generate a certifcate; the attacker now h a s to bribe two 

employees rather than one. For example,  i  s  so  me o f t o d a y's CSU boxes, three 

employees must each insert a data key conta  ining secret information in o rder to 

authori  ze the CSU to generate certifcates. Unfortunately, there may b e o t h e r 

ways to generate a forged certifcate by bribing onl  y one employee  . If each 

certifcate request is checked by o nl  y one employee, that one employee can be 

bribed and slip  a  false request into a stack of real certifcate  r e q uests. Note that 

a c o r ru p t e m ployee cannot reveal the certifying authority's private key to an 

attacke r , a s l o n g a s i t i s p r o p e r l y s t o r e d . 

Another att  a c k i s to steal the CSU box; to succeed, howev  er, the attacker 

must also steal the correct number of data keys to activate the CSU. More 

devious is for a n a tt  a  c  ker to surreptitiously replace the CSU box  w i th another 

of  h i s o wn devising  .  hen the data key  s a re  i  nserted, the fake b o x  c  a  n  re  co  rd  

the secret inform  ation that authorizes the real box to produce certifcates and 

then transmit the information back to the attacker, who can n o w g et the real box 

to produce some p h o ny certifcates. A proto  co  l i n which the CSU is challenged 

to sign a random t e s t m essage before insertion of data key  s m ight b l oc  k t h i s 

attack, alth  o  ug  h an extremel  y sophisticated fake CSU could surmount e v en  t  h  i  s 

precaut  i on. 

Consider the following attack. Alice tries to factor the modulus of the certi
fying authority. I t t a k es  h  e  r  1  5 y ears, but she fnally succeeds, and she now h a s 

the old private key of the certifying authority. The key has long since expire  d , 

but she can forg  e a certifcate dated 15 years ago attesting to a phony public k ey  

of  s o m e o ther person, say B o b; she can now  forge a document with a signature 
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of Bob dated 15 y ear ago (perhaps a will leaving everything to Alice). The un
derlying issue is h o w t o v er  i  fy a signed document dated many y ears ago (longer 

than t h e k ey expiration period). This issue is discussed in Question 3 . 1 7. 

Note that  t  h  e  ce  rt  i  fying authority n e v er sees the private keys of those to 

who  m i t issues certifcates, so it c a nnot betray i ts customers in that way. 

3.10 What if the c ertifying authority  's key is lost or compromised? 

If the certifying authority's k ey is lost or destroyed but not compromised, cer
tifcate  s s i gned with the old k ey are still valid, as long as the ver  i  fe  r  k  n  o  ws to 

use the old public k ey  to  v  erify the certifcate. 

A C A w h i c h loses its key can restore it i n the following way. The CA frst 

notifes the manufacturer of the CSU, who then supplies a new CSU identical 

from the one that held the key. The CA then loads the lost key int  o  th  e  n  ew  C  S  U  

by u s i ng a securely encrypted form of the lost key  . This  s  e  c  u  re  re  co  very method 

depends on each C A s t o r i ng its key outside its CSU in an extremely secure 

fashion: the key  must be store  d  i  n encrypted form, s u c h t h a t i t c a n o n l y b e 

decrypted by a CSU box identical (with the same unique  i nternal information)  

to that in which t h e k ey was generated, and, preferably, the cooperati  on of 

sever  a  l  peo  ple is required for restori  ng into a new box. 

A c o mpromise  d C A k ey is a much m ore dangerous situation. An attacker 

who  d  i  sc  o  vers a certifying authority's private key  ca  n i ssue phony certifcates in 

the name o f the certifying authority, which w ould e n a ble undetectable  forgeries 
for this reaso  n , a l l precautions must be taken to prevent c o mpromise  , i ncluding 

those  o utlined in Questions 3.8 and 3.9. If a compromise does occur, the CA 

must immed  i ately cease issuing certifcates under its old k ey and change to a new 

key  . If it is suspected that some p h o n y certifcates were issued, all certifcates 

must be recalled, goi n g b a c k u n t  i  l  before the compromise. In fact, all  c e r t i fcates 

signed with the compromised key should be reissued, becaus  e a n y of them could 

be a forgery, b a c kdated if necessary. This could b e r e l axed if certifcates wer  e 

registered with a digital timestamping service (see Question 3.18). Compromise 

of  a t o plevel CA's k ey should be considered catastrophic.  

3.11 For how long is a key pair valid? 

In order to guard against a longterm factori  ng attack, ever  y k ey must have 

an expiration  d  a  t  e  a  fte  r  w  h  i  c  h  i  t  i  s  n  o  l  onger valid. The time t o e xp i ration 

must therefore be much shorter than the expected factoring time, or, from the 

other perspective, the key  l  en  g  th  must be long enough to make t h e c hances of 

factori  ng within the expira  tion time e xt r e m ely small (see Question 2.8). 

Currently i t i s r e c o m mended that users' keys expire two y ears after issue [35]. 

One should choose a key  si e  a  ppropr  i ate to this period of time (see Question 

2.8). After expiration, the user needs to choose a new key, which s h o uld be 

longer than the old k ey, p e r h a ps by s e v eral digits, to refect the speed increase 
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of  c o m puter hardware, and any i m provemen  ts in factori  ng algori  thms, during 

the two y ea  rs. Recommended key length schedules would be published. 

The expira  tion date of a key  a ccompani  es the public key in a certifcate or 

a directory listing. The signature verifcation p r o gram should check for expira
tion; one should not ac c e p t a m essage signed with an expired key  . This means 

that when one's own key expires, everything signed with it w i ll no longer be 

considered valid. Of course, there may be cases where it is i mportant that a 

document i s c o n s i dered valid for a much l onger period of time (see Question 

3.17). One possibility i s t o u s e a n e xt r a l ong key to sign s u c h a document. This 

implies that the len  g th of time a s i g  n  e  d  d  oc  umen  t i s v alid should be a function 

of  t h e k ey length. 

One may a lso recertify a k ey that has expired, if the mod  u l us length is 

sufcient and if  t h e k ey  h  a  s  n  o  t  be  en  c  o  mpromised. The certifying authority 

would issue a new certifcate for the same k ey. All new signatures would point 

to the new certifcate instead of the old; in fact  , o ld signatures could be altered 

to point to the new certifcate instead of the old (this part of the signature is i n 

plaintext and easi  ly updated). In order to make these solutions practical and 

efcient, each k ey should be certifed by exactly one certifying authori  ty. 

Howev  er, the fa c t t h a t c o m puter hardware continue  s  t  o  i  mprove argues for 

replacing expired keys with new, longer  k  ey  s  e  v  ery few years. Key replacemen  t 

enables one to take advanta  ge of the hardware  i mprovements to inc  r e a se the 

security of the RSA system.  aster hardware has the efect of inc  r e a si  ng security 

(perhaps vastly), but only if key lengths are increase  d  r  eg  ularly (see Question 

4.5). 

3.12 What happe s  ii o  se my private key? 

It may h a ppen that your private key  may b e l ost or destroyed, but not compro
mised; this can happen, for example, if you forget the password used to access 

your key. I n t h i s case, you can no longer sign or decrypt messages, but anything 

previous  l y signed with the lost  k ey  i  s s t i ll valid. You need to choose, certify 

and publish a new key as quickly a s p o s s i ble to minimize the numb e r o f m es
sages people s e n d y ou encrypted under your old key, m essages which y ou can 

no long  er read. 

3.13 What happe s ii m y p r ivate key is  ompromised? 

If your private key  i s c o m promised, that is,  y ou suspect an attacker may h a ve 

obtained your private key, then you must assume that s o me enemy c a n r e a d 

encrypted messages sent t o y ou and forge your name o n d o c u m en  ts. The se
riousness of these consequences underscore the importance of protecting your 

private key with extremel  y strong mechanisms (see Question 3.15). 

You must immed  i ately n o ti  fy your certifying authority a n d h a ve y our old 

key  p l aced on a Certifcate Rev  oca  ti  on List (see Question 3 .14); this will  i nform 
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people that the key  h  a  s  b  ee  n  r  e  v  oked. Then choose a new key and obtain the 

proper certifcates for it. It may b e a g ood  i  dea to use the new key to resign 

documents that y ou signe  d w i th the compromised key.  You s h o ul  d a l so increase 

the security of the device you use to store  y our private key  . 

3.14 What are Certifcate Revo  cation Lists (CRLs)? 

CRLs are lists of public key  s t h a t h a ve  bee  n  r  e  v  oked  before their scheduled  

expira  ti  on date. There are several reasons why a k ey might n e e d t o b e r e v oked  

and placed on a CRL. The compromis e o f a k ey  i  s one case. Also, some k eys 

might b e a s s o c i ated with an individu  a l a t a c o mpany; for example, the ofci  al 

name associated with a key might b e  Alice Avery,  i  ce President, Argo Corp." 

If Alice were fred, her company m ight n o t w ant her to be able t o s i gn messages 

with that name  a  n  d  t  h  e  r  e  fore the company w oul  d p l ace her key on the CRL. If 

a g o vern  m ent e m ployee wer  e  d  i  s  co  vered to be a spy, h i s k ey  w  ould be placed on 

the CRL. 

Whe  n  v  er  i  fying a signature, one can check the relevant C R L to be sure the 

signer's k ey has not been revoked  (w  h  i  ch w ould indica  te a possible forg  ery). 

Whether it is w orth the time t o p e r fo rm this ch  e  c  k  d  epen  d  s  o  n the importance 

of the signed documen  t. Signatures on leg  al contracts, for example, should 

always be checked against their relevant CRLs. 

CRLs are mainta  ined by certifying authori  ties (CAs) and provide informa
tion about revoked keys originally c e r t i fed by the CA. CRLs only list  cu  rr  en  t 

key  s b e c a use expired keys should not be accepted in any case; when a revoked  

key  i s p a st its original expiration date it is r e m oved from the CRL. Although 

maintained in a distributed manner, there will be central repositories for CRLs, 

that is, sites on networks containing the latest CRLs from many organi  zations. 

A n i nstitu  t i on like a bank might w ant a n inhouse CRL  r  epo  s  i  t  o  ry to make C R L 

searches feasi  ble on every transaction. 

One reason why a public k ey should only be certifed by e xa c t l y one CA is 

to simplify bookkeeping operations such as a CRL lookup  o  r  en  tering a key in 

a CRL. 

3.15 How should I store  y  r  ivate key? 

Private key  s m ust be stored securely, s i nce forgery and loss of privacy could re
sult from compromise. For an individual user, keeping the private key encrypted 

and stored in software should sufce. For example, a password could serve a s a 

DES key for encryptin  g  th  e  p  ri  vate key  . The private key should never be stored 

anywhere in plaintext form. Of course, the password itself  m ust be maintained 

with high security, not written down, and not easily g uessed; the pass  w ord may 

prove a n e a si  er target for cryptographic attack than factoring the public k ey  . 

One idea is to keep the password only on a loca  l w orkstation, one not accessible 

by a network; unfortunately, this p r e v ents the user from signing messages when 
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away from his workstation. Ultimately, private key  s w i ll be stored in encrypted 

form on portable hardware, such a s a s m art card; the move to hardware  st  o  ra  ge 

will mean a large jum  p in security. 

Users with particu  l arly high security needs, including certifying authorities  , 

should use special hardware  bo  xes to protect their k eys. Features of  t h e s e b o xes 

include mechanisms t h a t w i ll destroy the contents if  e v er  o  pen  e  d  a  n  d  d  ev  i  ce  s  t  o  

require two s e p a ra  te  k ey  s to use the box  fo r signing or decryption. Some i s s u e s 

surrounding their use are  d i scussed in Question 3.9. 

3.16	 How does one fnd someone else's public key? 

There are many possible ways fnd someone's k ey.  You could call him up and 

ask  h i m t o s e n d y ou his public key  v i a e m ail; y ou could request it via e m ail as 

wel  l. Certifying authorities  m ay serve a s d i rectories; if the person in question 

works for company Z , l o o k i n t h e d i re  c  t  o  ry  k  ep  t  b  y the Z certifying authority. 

Directories must be secure against unauthorized tampering, because users of a 

directory must be confdent that a public key  l i sted in the directory act  u a l ly 

be  l  o  ng  s to the person listed. Otherwise, you might  s  en  d  p  ri  vate encrypted 

information directly to your enemy. 

Eventually,  full-fedged directories will arise, serving as online white or yellow 

pages; you w i l l b e a ble to look up a name a nd get a public key. If they are 

compliant with CCITT X.509 standard  s  ,  t  h  e  d  i  re  ct  o  ri  es will contain c e r t i fcates 

along with public keys; the presence of certifcates will  l o wer the security needs 

of the directory. 

People might h a ve m ultiple keys, for example, a work  k  ey  , a personal key  , 

and a long-modulus key for long-term documents. Each k ey, h o wever, is certifed 

only once. 

3.17	 How can signatures  rem  ain valid beyond the expiration dates 

of their keys, or, How do you verify a 20-year-old signature?  

Norm  ally, a k ey expire  s a fter two y ears and a documen  t signed with an expired 

key should not be accepted. However, there are many c a ses where it is necessary  

for signed documen  ts to be regarded as legally valid for much longer than two 

yea  rs  ; l o ng-term lea  ses and contract  s a re  exa  mples. How should these cases be 

handled? Many s o l utions have been suggested but it is unclea  r which will prove 

t  h  e  bes  t  .  H  e  r  e  '  s  so  me possibi  lities. 

One can have special long-term keys as wel  l as the normal t wo-yea  r k eys. 

Long-term keys should h a ve m uch l onger modulus lengths and be stored more 

securely than two-year keys. If a long-term key expir e s i n 5 0 y ears, any  d  ocu  -
men  t s i gned with it would remain v alid within that time. One problem with  t h i s 

method is that any c o m promise  d k ey must remain on the relev  ant C R L u n ti  l 

expira  ti  on (see Question 3 .14); if 50-year key  s are routinely placed on CRLs, 

the CRLs could grow i n s i ze to unmanageable proportions. 
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The previous idea can b e m od  i  fed as follows. For longterm documents 

choose a key with a ver  y l ong mod  u l us. The key will expi  re in only two y ea  rs  , 

as  n o r m al. At expira  ti  on time,  i f it has not been compromised, the key can be 

recertifed, that is, issued a new certifcate by the certifying authority, so the 

key  w i ll be valid for another two y ears. Depending  o n t h e k ey size, a maximum 

numb  e  r  o  f re  c  e  r  t  i  fcations would be allowed  . N o w a c o mpromise  d k ey only needs 

to be kept on a CRL fo r a t m ost  2 y ears, not 50. Some m echanism will allow 

a v er  i  fying party to know that the key is still  v alid since a proper certifcate 

chain s t i l l v alidate  s i t ( e v en  t  h  o  ugh it i s a diferent certifcate chain than that 

used to originally sign the documen  t). There is a part of every signa  ture that 

po  ints to a certifcate authenticating the signing key. This certifcate name and 

serial number  i s i n plaintext, as specifed by the PKCS standard  ,  a  n  d  co  uld be 

updated to point to the new certifcate. Another me t h o d i s t o s i m pl  y u p d a t e 

the key expiration d a t e i n t h e c e r t i fying authority's k ey data  base/directory.  A 

verifer can get the name o f the certifying authority from the signature and then 

check the expiration. One problem with these methods is that someone might 

try to invalida  t e a l ongterm contract by  r  e  fusing to renew his k ey. This problem 

can be circumven  ted by r e g i stering the documen  t w i t h a d i gital timestamping 

service (see Question 3.18) at the time i t i s originally signe  d . 

Another solution is t o r e s i g n a d o c u m en  t w i t h a n e w k ey whenever the old k ey  

expire  s.  T  h  e  r  es  i  gned documen  t i ncludes the previous signatures. This s h a r e s 

with the previous solution the problem that arise  s  i  f  o  n  e  si  gner of a multipart  y 

contract refuses to resign; use of a digital timestamping service  might enable a 

better solution. 

3.18 What is a digital timesta  m ping ser ii  e? 

A d i g i tal timestamping service (DTS) issues timestamps which a ss  oci  ate a date 

and time w i t h a d i g ital document in a cryptogra  phically strong way. The digital 

timestamp (DT) can be used at a l ater date to prove that an electronic documen  t 

existed at the time stated on its timestamp. For example, when a physici  st has a 

brilliant i dea, he can write about it on his word processor and have the documen  t 

timestamped. The timestamp and document together can later prove t h a t h e 

deserves the Nobel Prize, even though his arch rival m ay h a ve been the frst to 

publish. 

Here's how i t w orks. Suppose Alice  s  i  g  n  s  a  d  ocu  men  t a n d w ants it t i mes
tamped. She computes a message diges  t  o  f  t  h  e  do  cu  ment using a secure hash 

function (see Question 6.2) and then sends the message digest (but not the doc
umen  t i tself) to the DTS, which sends her in return a digital timestamp, which 

is  a  d  ocu  men  t consisting of the message digest, the date and time i t w as re
ceived at the DTS, and the signature of the DTS. Note that the mes  sa  ge digest 

does not revea  l a ny i nformati  on ab o ut the content  o  f  t  h  e  d  ocu  ment; therefore 

the DTS cannot eavesdrop on the documents it timestamps. Later, Alice  ca  n  

present the document and timestamp t o gether to prove when it w as written. A 
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verifer computes the message digest of the document, makes sure it matches 

the digest on the timestamp, and then verifes the signature of the DTS on the 

timestamp. 

To be reliable, the timestamps must not be forgeable. First, the DTS itself 

must have a n extremely long key; if  w e w ant the timestamps to be reliable for 

100 yea  rs, the DTS may n e e d a k ey several thousand bits long. Second, the 

private key of the DTS must be stored in utmost security; it should only exist  

inside a box  w h i ch e r a ses its mem  ory upon any t a m pe  ri  ng. Third, the date and 

time m ust come from a clock, also inside the tamperproof box, which cannot be 

reset and which will  k eep accurate time fo r y ea  rs, perhaps for decades. Fourth, 

the timestamps must only be able to be created by using the tamperproof box 

with the date, time, and private key supplied  fro  m i nside the box. 

A cryptographically strong DTS using only  s  o  ftware  h a s b e e n s u g gested 

[29], but it requires other clien  ts of the DTS to save their times  t a m ps and to 

cooperate in the timestamp v erifcation process. Modifed versions may a void 

such require  m ents. 

The use of  a D T S w ould appear to be extremely important, if not essential, 

for mainta  ining the validity of documents over many y ears (see Question 3.17). 

Suppose a landlord and tenant sign a twen  ty-yea  r l ea  se. The public keys used 

to sign t h e l ea  se  w  i  ll expire  a fter two y ears; solutions such a s  r  ec  er  t  i  fying the 

key  s o r r e s i gning every two y ears with new keys require the cooperati  on of 

bo  th  pa  rt  i  es  s  e  v  eral years after the original signing. If one part  y, perhaps the 

landlord, becomes dissatisfed with the lease, he or she will refuse to cooperate. 

What should be done is to register the lea  se  w  i  th  th  e  D  T  S a t t h e t i m e of the 

ori  ginal signing, and both parties should  r  ec  ei  ve a c o p y o f t h e t i mestamp, which 

can be used years later to enforce the integri  ty of the ori  ginal lea  se  . 

3.19	 What other digital services will accompany widespread use of 

RSA? 

Widespread use of public-key cryptography will spur the developmen  t o f o t h e r 

digita  l service  s.  I n fa ct, the full  i ntegration of digita  l authentication into an 

economy  a  n  d  so  ci  et  y r e q uires the presence of other services to complem  en  t the 

privacy and authentica  t i on of public-key cryptography. T h i s d i gital infrastruc-
ture is just now beginning to emerge. Some o f the main d i gital support service  s 

are brief  y  d  es  cr  i  b  e  d  be  l  o  w; they are  d i scussed in greater detail elsewhere in this 

document. 

Certifying authorities (CAs) (see Question 3 . 7 ) issue certifcates testifying 

to the binding between a public k ey and a name.  T  h  ey  ca  n b e u s e d b y s o meone 

ver  i  fying a signature to check that the public key used for the ver  i  fcation does 

indeed belong to the purport  e  d  si  gner. CAs are necessary to prevent  forgery 

through fake k eys. Many compani  es and other organi a  tions will become CAs 

and issue certifcates to their employees and member  s . 
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CRL reposi  to  ri  es are central, public locations where CRLs (certifcate revo-
cation lists) will be stored and maintained (see Question 3.14). They are used 

by a signature verif  e r t o i nsure that the public key of the signer has  n o t b e e n 

compromised and thus is s t i ll valid. CRL reposi  tories are necessary to minimize 

the damage that can result from the theft of a private key  . 

Directories (see Question 3 .16) store lists of public k eys and their  a  s  s  oci  ated 

names, organizations and expi  ration dates, as  w ell as many other attributes 

abo  u  t  th  e  l  i  sted objects. They are analogous to today's phone directories, al-
thoug  h  e  xpa  nded in function. Directories will be used by a n yone who wishes to 

send an encrypt  e  d  m  es  sa  ge to, or verify a signed mes  sa  ge from, a nother person 

who  se public key is not already known to the frst person. Directories are neces-
sary to ensure the global aspect of electronic c o mmunica  ti  ons using public-k ey  

cryptography; otherwise, such c o m munica  ti  ons would b e m ore or less confned 

within a local organiza  t i on or other community. 

A d i g i tal timestampin  g  se  rv  ice (DTS) (see Question 3.18) issues documents 

that can be used later to verify that a given message existed at a given time. 

A D T S i s necessary to mainta  in the long  -term integrity o f s i gned digital doc-
umen  ts, and will be used for e v erything from long  -term corporate contracts to 

personal d i aries and letters. Tod  a y, i f a n historian disc  o ver  s s o me lost letters of 

Mark  Tw  ain, their authenticity i s c h e c k ed  b  y p h ysi  ca  l  m  ea  ns. But a similar fnd 

100 years from now m ay c o nsist of an author's letters in computer fles; digital 

timestamps may be the only way to authenticate the fnd. 

Many other digital services will appear, such as electronic c a sh, electronic 

passports, and electronic journalism. Predictions cannot b e m ade with much 

accuracy. 

4 Fac  toring and Discre  te Log 

4.1	 What is a one-way function? 

A one-way  fun  c t i o n i s a m athematical function that i s s i gnifcantly easier to 

perform in one direction (the forw  ard direction) than in the opposi  te direction 

(the inverse direction). One might, for example,  co  mpute the function in min-
utes but only b e a b l e to compute the inver  s e i n m onths or years. A trap-door 

one-way  function is a one-way function where the inverse direction is easy if you 

know a certain piece of information (the trap door), but difcult otherwise. 

4.2	 What is the signifcance of one-way functions for cryptogra-

phy? 

Every public-key cryptosystem is based on a (presumed) trap-door one-way 

function; this was  r e a l ized by the inven  tors  o f p u b l ic-key cryptography  24]. 

The public key gives inform  ation about the particular instance of the function; 
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the secret key  i s  i  n  formation about the trap  d  o  o  r.  Wh  oev  er knows the trap 

door can perform the function easily i n b o th  d  i  re  ct  i  ons, but anyone lacking the 

trap door can perform the function only in the forward  d i re  ct  i  on. The forw  ard  

direction is used for encryption and signature verifcation; the inverse direction 

is u s e d fo r decryption and signa  ture generation. 

In almost all public-key systems, the size of the key corresponds to the size 

of the inputs to the one-way fu n c t i on; the larger the key, t h e g reater the difer-
ence between the eforts necessary  t  o  co  mpute the function in the forw  ard and 

inverse directions (for someone lacking the trap door)  . F or a digital signature 

to be unbreakable for y ears, it is necessary to use a trap-door function with in-
puts large enough that s o m eone without the trap door would need many y ears 

to compute the inverse function, but also so that anyone can c o mpute in the 

forward direction in at most a few minutes. 

All  p r a ct  i  cal public-key cryptosystems are based on functions that are be-
lieved to be one-way, b u t h a ve not been proven  t  o  b  e  so  . This m eans it i s 

theoretica  l ly possible that a n a l gorithm will be disc  o vered that can compute 

the inverse function easily w i thout a trap door; this w ould render any cryp-
tosystem based on the function insecure and useless. The possibility o f s u c h 

a b r e a kthrough is discussed in Question 4.7, i n the context of the factoring 

problem  . 

4.3 What is the factoring pro  e ? 

Factori  ng is the act of splitting an integer into a set of  s m aller integers (factors) 

whi  ch, when multiplied  t o gether, form the ori  ginal i n teger. Prime factorization 

requires splitting an integer  i nto factors which are prime n umber  s ; e v ery integer 

has  a u n i que prime factorization. Multiplying two prime i ntegers together is 

easy, but as far a s w e k n o w, factori  ng the product is much more difcult. 

4.4 What is the signifcance o f factoring in cryptography? 

Factori  ng is the underlying, presumably hard problem upon w h i c h s e v eral pub-
lic-key cryptosystems a re based, including RS A . I t i s b e l ieved that  factori  ng a 

large integer is much more difcu  l t than multiplying  i n tegers together to form a 

larger integer. The imp o rt  a  nce of factori  ng is d i scussed in the context of  R SA. 

In RSA, the one-way function is m odular exp o nentiation; the private key is 

t h e t r a p d o o r w h i c h a l lows one to invert the one-way  function. Factoring the 

modulus would allow recovery of the trap door; the bottom l i ne is that if  a n yone 

be  si  des the possessor of the private key could  factor the modulus, he could then 

decrypt mes  sa  ges and forge signatures. Thus the security o f R SA depends on 

the fact  o r i ng problem being  d  i  f  cu  l t. Unfortunately, i t  h  a  s  n  o  t  be  en  pr  o  ven  

that factoring must be difcu  l t, and there remains a remote possibility that a 

quick a nd  ea  sy  fa ctoring method might be discovered (see Question 4.7). There 

is also a remote possibility of uncovering the trap door without factoring. 
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Factoring large number  s  ta  kes  more time than factoring smaller  n  umbe  rs  . 

Therefore, the size of the key pair i n R SA determines how s e c u re a n a ctual use 

of  R SA is; the larger the key size, the longer it would take an attacker  t  o  factor 

the public k ey,  a nd thus the more resistant t o a ttack is RSA. 

4.5 Has factoring  b een getting easier? 

Factori  ng has become easier  o ver the last ten years for two reasons: computer 

hard  w are has  g ro  wn faster, and better factoring algori  thms h a ve b e e n d e v elop e d . 

Hardware improvement will continue inexorably, b u t i t i s i m portant t o r e 
alize  t h a t har  are  mprovements make RSA more s e cure, not less. This i s 

be  ca  use a speed improvemen  t that allows an attacker to factor a number  t wo 

digits  l o nger than previously will allow a l eg  i  timate RSA  u  s  er  t  o  u  s  e  k  eys dozens 

of  d i gits  l onger than previous  l y. T h us although the hardware improvement d o e s 

help the attacker  , i t h e l ps the legitimate user much m ore. This general rule 

may fa i l in the sense that fa ctoring may t a ke place using fast  machines of the 

future, attacking RSA key  s o f the past  ; i n t h i s scenario, only the attacker gets 

the advanta  ge of the hardware improvement. This cons  i deration a rg  ues for us
ing a larger key size today than one might otherwise consider warranted. It also 

arg  ues for replacing one's RSA key with a long  er  k  ey  ev  er  y  few  y  ears, in o r d e r 

to take advantage of the extra security ofered by hardware improvements. 

Better factori  ng algorithms h a ve provided much m ore help to the attacker 

than hardware improvemen  ts. As RSA and crypt  o graphy in general have g a r 
nered much a t t e n tion, so has the factoring problem, a n d m any  r  es  ea  rc  hers have 

been searching for w ays to impr  o ve the factoring process. They have  bee  n  a  t  

least partially successful; the last  se  v  eral y ears have seen the disc  o very of new 

factori  ng algori  thms a n d m odifcation of others. This has had the efect of mak
ing factori  ng easier irrespective of the size of the modulus  l ength or  spe  ed  o  f the 

hard  w are. Howev  er, factoring is still  a v ery difcult problem. 

Overall, a n y r e c e n t decrease in security due to algorithm improvement c a n 

be  o  fset by i ncreasi  ng the key size. In fact, betwee  n g eneral computer hardware 

improvemen  ts and specialpurpose RSA hardware improvements (see Question 

2.3), increase  s i n k ey size (maintaini  ng speed of RSA operations) have k ept pace 

or  e  xceeded increases in algori  thm efciency, resulting in no net loss of security. 

As long as hardware continues to improve a t a faster rate than that at which the 

complexity o f factoring algori  thms d e c li nes, the security of RSA will  i ncrease  , 

assuming RSA users regularly increase their key size  b y a n appropriate amount. 

The open question i s h o w m uch faster factoring  a l gorithms can get. There must 

be some l i mit t o fa ctoring speed, but no one knows where. 

4.6 What are the best factoring methods in use today? 

Factori  ng is a v er  y  a  ct  i  ve f e l d o f r e s e a r c h a m ong mathematici  ans and computer 

scientists; the best factoring algorithms a r e m entioned below with some refer
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ences and their b i g -0 asy  m ptotic efciency. 0 nota  ti  on measures how fast an 

algori  thm is; it gives  th  e  n  umbe  r o f o perations (to order of magnitude) in terms 

of n, t h e n um  ber to be factored, and p, a p r i me factor of n. 

For textbook treatment  o  f  factori  ng algorithms, see [36],  [ 4 2], [37], and [11]. 

Factoring algorithms c o me i n t wo f a vors, special purpose and general pur-
po  se  ;  t  h  e  ef  ci  ency of  t  h  e  former depend both on the number to be factored 

and on the unknown factors, whereas the efciency of the latter depend only on 

the number to be factored. General purpose algorithms are the most imp o rtant 

ones in the context of cryptographic systems and their security. 

The best gen  e r a l purpose algorithm today i s the multi  ple polynomial quad- 
ratic s i ev  e ( m pqs) [68],  w h i c h has running time 0(exp( ln n ln ln n)). The mpq  s 

(and some o f i ts vari  ations) is the only general p u rp o se  a  lgori  thm that has 

successfully factored numbers greater than 1 0 0 digits. A variation due to Lenstra 

and Manasse [44],  k n o wn as ppmpqs, has been popular. 

S  pec  i  al purpose factori  ng algori  thms i nclude the Pollard rho method [58], 

with running time 0(
 
p), and the Pollard  p 0 1 m et  h  o  d  [5 ],  w i th running time 

0(p' ), where p' is the largest prime fa ct  o  r  o  f  p 0 1. Both of these take a n umbe  r 

of steps that is exponential in the size of n; t h e y t h us take too long for most 

factori  ng jobs. The elliptic c u rv e m ethod (ECM) [45] is superior to these; its 

asy  m ptotic running time i s the same a s m pq  s  i  n  t  he  w  orst case, and somew  h a t 

better on aver  a g e.  E  v  en though the ECM depends on the size of factors, in 

many w ays it behaves like a general-p  u  rpo  se  a  l  gorithm. 

The recent n umber feld sieve m ethod [43], als  o  a  spe  ci  al-purpose algorithm, 

is s u p e r i or to all the other methods, but so far it only w orks for  factori  ng num-
bers of a narrow class. It is currentl  y being modifed to obtain a general-purpose 

factori  ng algorith  m  [1  4]. The generalize  d n umbe  r  f  e  l  d  s  i  ev  e m ay become the 

top factoring algori  thm within a few  y  ea  r s , i f i t p r o ves to be practical. 

Rivest estimate  s  [6  4  ] t h a t a 5 12-bit n umber  w ould need 2.1 m illion M I PS  -
yea  rs  to  factor by the best general purpose factoring algorith  m  t  od  ay ; a M I PS  -
yea  r i s the amount o f c o m putation done by a 1 MIPS (million instructions per 

second) computer in one year. His c a lcu  l  ations can be adapted to estimate the 

MIPS-years requir  e  d  t  o  factor a n umbe  r o f a ny length. 

A g ood picture of  p r e s e n t-day fa c t o ri  ng capability can be obtained by l o o king 

at recent r e s u l ts of the RSA Factoring Challen  g e (see Question 4.8). 

4.7 What are the prospects for theoretical factoring breakthroughs? 

Although factori  ng is strongly believ  ed to be a difcu  l t m athemati  cal probl  em  , 

it has not  bee  n  p  r  o  ved so. Therefore there remains a possibility that an easy fac-
tori  ng algorithm will be discovered. This development, which w ould render RSA  

useless, would be highly surprising and the possibility is considered extremely 

remote by the researc  hers most  a ctivel  y e n g aged in factori  ng research. 

Another possibi  lity i s that someone will prove t h a t fa ctoring is difcult. This 

negative b r e a k through is probably m ore likel  y than the positive breakthrough 
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discussed ab o ve, but would also be unexpected at the current s t a te of theoretical 

factori  ng research.  This developmen  t w ould guarantee the security o f R SA  

be  y  ond a certain key size. 

4.8 What is the RSA Factoring Challenge? 

RSA Data Security Inc. (RSADSI) administers a factoring contest with quar-
terly cash prizes. Those who factor number  s l isted by RSADSI earn points 

toward the prizes; factoring smaller numbe  rs  ea  rn  s  more  po  i  n  ts than factoring 

larger numbe  rs  .  S  en  d  e  mail to challenge-info@rsa.com for informati  on. 

Results of the contest are useful for those who wish to know the state of the 

art  i n  factori  ng. The results show the size of numb e r s fa ctored, which algorith  ms 

are  u  s  ed  ,  a  n  d  h  o  w m uch t i m e w as required to factor e a c h n umber. Send email t o 

challenge-info@rsa.com for information about how to obtain the successful 

factori  ng results  . 

4.9 What is the discrete log  roblem? 

The discrete log problem, i n i ts most common formulation, is to fnd the ex-
po  ne  n t x in the formula y = gx mod  p; i n o ther words, it seeks to answer the 

question, To what power  mus  t  g be raised in order to obtain y, m odulo the 

prime n umbe  r p? 

Like the factoring problem, the discrete log problem is believed to be difcult 

and also to be the inverse direction of a one-way  function.  or this reason, it 

has been the basis of several public-key cryptosystems, including the ElGamal 

system and the proposed DSS (see Questions 2.17 and 7.1). The discrete log 

problem  be  a  r  s  t  h  e  sa  me relation to these systems a s fa ctoring does to RSA; in 

part  i  cu  l  ar, the security of these systems rests on the presumption that discrete 

logs are difcu  l t t o c o m pute. 

The discrete log problem has received  much a ttention  i  n  r  ec  en  t y ears from 

researchers looking for efcient a l gorithms.  or descriptions of today's most 

efcient a l gorith  ms see [42] and [20]. The best discrete log problems h a ve a n y
expected running time of approximate  l y 0(exp( ln p ln ln p)), which i s similar 

to the expected running time of the best general-purpose factori  ng algorithm. 

Rives  t [ 64] has analyzed the expected time t o s o lve d i screte log both in terms 

of MIPS-years and mone  y . 

4.10 Which is easier  ! factoring or discrete log?  

The asymptoti  c r u n n i ng time of the best discrete log algorithm is approximately 

the same as for the best general purpose  factoring algori  thm. Therefore, it 

requires ab o ut as much efort to solve the discrete log problem mod  a 5 1 2-bit 

prime a s to factor a 512-bit R SA mod  ul  us. A recent  p  a  per  [  4  0  ] c i tes experimental 

evidence that the discrete log problem is s l ightl  y harder than factori  ng: they 
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suggest that the efort necessary to factor a 110-digit integer is the same a s 

the efort to solve d i screte logari  thms m odulo a 100-digit prime.  I  n  p  r  a  c  t  i  ce  ,  

this diference is so slight that it s h o ul  d not be a signifcant c o nsideration when 

choosing a cryptosy  s  t  em  . 

Historically, i t h a s b e e n t h e c a se that a n a l g orithmic advance in either prob-
lem,  factori  ng or discrete logs, was then applied to the other. This sugges  t s 

that the degrees of difcu  l ty of both problem  s are closely linked, and that a n y 

breakthrough, either positive o r negative, will afect both problems e ually. 

5 D  

5.1 What is DES? 

DES is the Data Encryption Standard, an encryption block cipher defned by 

and endorsed by the U.S. governmen  t [ 50] in 1977 for use within the U.S. It was 

ori  ginally d e v el  oped at IBM. DES has been extensively studied over the last 15 

yea  rs  a n d i s the most wel  l-known and wide  l y used cryptosystem in the world. 

DES  i s a secret-key, symmetric cryptosystem. When used for communica-
tion, both sender and receiver must know the same s e c r e t k ey, w h i ch i s used 

bo  th to encrypt and decrypt the message.  D ES can also be used for single-user 

encryption, for example, to store fles on a hard disk in encrypted form. I n 

a m ulti-us  e  r  en  vironment, secure key distribution may be difcu  l t; public-k ey  

cryptography w as invent e d t o s o lve this problem (see Question 1.3). 

DES operate  s o n 6 4-bit blocks with a 56-bit k ey  . It was  d e s i gned to be 

implem  en  ted in hardware, and is fast. It is v er  y  g  ood  fo  r  b  u  l  k encryption, that 

is, for encrypt  i ng a large set of data. 

NIST (see Question 8 . 1) recertifes DES as an ofcial U . S. governmen  t e n -
cryption standard ever  y f v e y ears; DES was last recertife  d i n 1 988 [51]. NIST 

has  i ndicated that i t i s considering not recertifying DES again [69]. 

5.2 Has DES been  b rken? 

Researchers have b e e n t r y i ng to "break" DES for a long  t i me. The obvious 

method of attack i s brute-force exhaustive search of the key space; this takes 

254 steps on average. Early on i t w as suggested [23] that a rich a n d p o werful 

enemy could b u i l  d  a  spe  ci  al-purpose computer capable of breaking DES by  e  x-
haustive search in a reasonable a mount o f t i m e. Later, Hellman [31] showed  a 

time-memory trade-of that allows improvement o ver exhaustive s e a rc  h i f m em-
ory  sp  a  ce is plentiful, after an exhaustive precomputation. These ideas helped 

engender doubts ab o ut the security o f DES. There were also accusations that 

the NSA intentiona  lly w eakened DES  . D e s p i te these suspici  ons, no fea  s  i  bl  e w ay 

to break DES was discovered. 
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Just recently, h o wev  er, the frst attack on DES that is better than exhaustive 

search was announced by E l i B i ham and Adi Shamir [6], using a new technique 

known as  d i ferential crypt  a na  lysisy This attack requires encryption of 247 cho-
sen plaintexts, iyey  , plaintexts chosen by the attackery Changing key  s frequently 

is not an adequate defense, because the attack tests each possible k ey as soon as 

it i s generated during the attack; therefore the expected time to success is not 

afected by k ey changes (as long as the chosen plaintexts are always encrypted 

under the current k ey)y Although a theoretical breakthrough, this attack i s n o t 

practical under normal circumstances because it requires the attacker  t o h a ve 

easy access to the DES device in order to encrypt the chosen plaintextsy The 

attacker also needs a larg  e a m ount o f c o m puting resources, an amount currently 

available only t o p o werful organizations; those  po  wer  fu  l  e  n  o  ugh to carry out this 

attack are probably capable of simple exhaustive s e a rc  h a s w elly 

The consensus is that DES, when used properly, i s secure agains  t a l l but the 

most powerful enemiesy Biham and Shamir h a ve stated that they cons  i der DES  

securey It is used extensively in a w i de variety of cryptographic systems;  most 

implemen  tations of public-key cryptogra  phy include DES at some l ev  el  y 

5.3 How does one use DES securely? 

One should c h a ng  e D ES  k  eys frequently, in order to prevent attacks that require 

sustained data analysi  sy In a communica  t i ons context, one must also provide 

secure key agre  emen  t, that is, fnd a secure way o f c o m munica  ti  ng the DES key  

to both sender and receivery Use of RSA for k ey  management s o l v es  bo  t  h  t  h  e  s  e  

issues: it generate  s a d i ferent DES key for each m essage, and it provides secure 

key  management b y encrypting the DES key with the receiver's RSA public 

keyy  R SA, when used for privacy  , can be regarded as a tool for improving the 

security o f D ES  (  o  r a ny other bulk encryption c i pher)y 

If one wishes to use DES to encrypt fles stored on a hard disk  , i t i s n o t 

fea  si  b l e t o fr e q ue  n  tly change the DES key  s,  a s t h i s w ould entail decrypting and 

then re-encrypting all fles upon each k ey changey Ins  t e a d, one should have a 

master DES key with which one encrypts the list of DES keys used to encrypt  

the fles; one can then change the master key  frequently without much  e  fo  rt  y 

Another technique for improving security is tripl  e encryption, that is,  en  -
crypting each m essage b l ock under three diferent D ES  k  eys in successiony Triple 

encryption is equivalent t o d o ub  l  ing the key size of DES, and helps preven  t d e -
cryption by an enemy capable of single-k ey exhaustive search [ 4 7]y 

Aside from the issues men  tioned ab o ve, DES can be used for encryption 

in s e v eral diferent m odesy Some are more secure than othersy ECB (electronic 

codebook) mod  e  s  i  mply encrypts each 64-bi  t b l oc  k o f plaintext one after another 

under the same 5 6-bit DES key  ; i t is the simples  t  modey In CBC (cipher block 

chaining) mod  e  ,  ea  ch 64-bi  t p l aintext block i s  ORed with the previous cipher-
text bloc  k  befo  re being encrypted with  t  h  e  D  ES  k  eyy  T hus the encryption o f 

each b l oc  k depends on previous  bl  oc  ks and the same 64-bit plaintext block c a n 
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encrypt to diferent c i p  h  er  t  e  xt  d  epe  nd  i  ng on its context in the overall  m essage. 

In CBC mod  e,  t h e v ery frst plaintext block i s  ORed with  a n initi  alization 

vector before encrypt  i on. CFB (cipher feedback) mode allows one to use DES  

with block lengths less than 64 bits. Detailed  d i scussion of the various DES  

modes can be found in [ 5 2 ]. 

In pract  i  c  e,  C  B  C  i  s the most widely u s e d m ode of DES, and is s p e c i fed 

in s e v eral standards. For additional security, o ne could use triple encryption 

with CBC, but since CBC by itself  i s usually considered secure enough, triple 

encryption is generally not used. 

5.4 Can DES be  e p  orte from the U.S.? 

E xp o r t o f D ES  ,  e  i  ther in hardware  o  r  so  ftware, is strict  l  y regulated by t h e U . S. 

State  D  ep  a  r  t  m  ent a nd the NSA (see Question 1.6). The governmen  t rarely 

approves export of DES, despite the fact that DES  i s w i dely a vailable overseas; 

fnancial institutions and foreign subsidiaries of U.S. companies are exceptions. 

RC2 and RC4 (see Question 6.5) are  a lternatives to DES with special export 

status designed to ease  exp o rt  a  pproval, at least when used with restricted key  

size. 

5.5 What are the alternatives to DES?  

When it became a pparent t h a t NIST may s t o p recertifying DES for ofcial u s e , 

people started designing alternatives. One is FEAL (Fast Encryption ALgo
rithm), a cipher for which attacks have been discovered [5],  a l though new ver  
sions have been proposed. Another recentl  y proposed cipher [3 ]  se  em  s p r o mis
ing, although it has not yet received sufcient scrutiny to instill full confdence 

in i ts security. 

Rivest has  d e v el  o  p  ed  t  h  e  ci  phers RC2 and RC4 (see Question 6.5), which 

can be made as secure as necessary because they use variable key  s  i  zes  .  F  ast  e r 

than D ES, they have the further advanta  ge of  s p e c i al U.S. governmen  t status 

whereby the export app  r o val is expedited and simplifed if  t h e k ey siz e i s l imited 

to 40 bits. For this reason developers looking to export have been adopting  R C2 

and RC4 as alternatives to DES. 

5.6 Is DES a group? 

It has  b  e  e  n  fre  q  u  en  tl  y asked whether DES encryption is closed under compo  s  i  
tion; i.e.  , is encrypting a plaintext under one DES key and then encrypting the 

result under another key equivalen  t t o a s i ngle encryption under a single k ey? 

If the answer is yes, it indicates DES to be wea  k er than if the answer  i s n o . 

DES is not a group. Although there has been much speculation and dis
cussion of this i ssue for yea  rs  , i t w as settled only recentl  y [ 1 6]. This follows 
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previous  l y reported experimental evidence to the same efect. For a more com
plete discussion of the signifcance of the issue, see [34]. Since DES is not a 

gro  up, techniques such as triple encryption do in fact increase the security o f 

DES. 

6 Miscell  e  s  

6.1	 What is the legal status of documents signed with digital sig

natu es? 

The purpose  o f d i gital signatures is to replace handwritten signatures; ulti
mately, t h i s m eans that digital signatures must be as legally binding as hand
wri  tten signatures. NIST has stated that its proposed digita  l s i gnature stand  a rd  

(see Question 7.1) should be capable  o  f  proving to a third party t h a t d a t a w as 

act  u a l ly signed by the generator of the signature.� Furthermore  , U . S. federal 

government purchase orders will be signed by a n y such standard; this i mplies 

that t h e g o vernment w i l l support the leg  a l authori  ty o f d i gita  l s i gnatures in the 

courts. Some preliminary legal research has also resulted in the opi  nion t h a t 

digita  l s i g na  tures would meet the requiremen  ts of leg  ally binding signatures for 

most purposes, including commercial use as defned in the Uniform Commercial 

Code (UCC). A GAO ( G o vernmen  t Accoun  ti  ng Ofce) decision request by NIST 

also opi  nes that digital s i g natures will  m eet the legal standards of handwritten 

signatures [19]. 

Howev  er, since the validi  ty o f d o c u m ents with digital signatures has never 

been challenged in court, their legal status is not yet welldefned. In order 

for digital signatures to carry the same authority (or more) as handwritten 

signatures, they must frst be used to sign a l eg  a  lly b i nding documen  t, such 

as  a c o ntract, and then be challenged by one of the parties. The court would 

then consider the security of the particular signature scheme and issue a ruling. 

If this happened several times, lines would be drawn regarding which digital 

signature methods and how l arge a key  si  ze are required for a digital signature 

to be leg  ally binding. 

Currently, i f t wo people wish  to  d  i  g  itally sign a series of contracts, it is 

recommended that t h e y f r s t s i g n a p a p e r c o n tract in which they agree for the 

future to be bound by a n y c o n tracts digitally signed by them with a given  

signature method and minimum key size. 

Digital signatures have the potenti  al to possess greater legal authori  ty than 

handwritten signatures. If a tenpage contract is signed by hand on the tenth  

page, one cannot be sure that the frst nine pages  h a ve not been altered. If the 

contract was signed by d i gital signatures, howev  er, a third party can verify that 

not one byte of  t h e c o n tract has been altered. 
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6.2 What is a hash function? What is a message digest? 

A hash function is a computation that takes  a v ariable size input and returns 

a string of fxed size  ,  w  hi  ch i s c a lled the hash  v alue. If the hash function is 

one-way, i .e., hard to invert, it is also called a message-digest function, and the 

result i s c a l led a message digest. The idea is that a digest represents concisely 

the longer  m essage or documen  t fr o m w h i ch i t w as computed; one can think of a 

digest as a "digital fngerprint" of the larger message. Examples of well-known 

hash  functions are MD4, MD5 (see Question 6.3), and SHS (see Question 6.4). 

Alth  o ugh hash functions in general have m any uses in c o m puter programs, 

in cryptography they are used to generate a small string (the digest) that can 

represent a m uch larger string (such as a fle or message); digital signatu  re s 

are then computed using the message digest rather than the message i t s e l f ( s e e 

Question 2.14). It is much more efcient t o c o m pute a digital signature on a 

small input like a m es  sa  ge digest than on an arbitrarily large input like a m es-
sage; th  e h a sh function is m uch  faster than the signing function. Additi  onally, 

a d i g  e  st  ca  n  b  e  m  ade public without revea  ling the contents of the message from 

whi  ch i t i s d e r i v ed. This is i m portant i n digital times  t a m ping, for example, 

where one can get a documen  t t i mestamped while not revealing the documen  t 

itself to the timestamping service (see Question 3.18). 

A hash function used for digita  l authenti  ca  tion mus  t h a ve c e r t a in properties 

that m ake i t  s  ec  u  re  e  no  ugh for cryptographic  u  se  .  S  pe  ci  fcally, i t m ust be infea-
sible to fnd a message which h a shes to a given value and it m ust be infeasible 

to fnd two distinct messages which hash to the same v alue. The ability t o f n d 

a m essage hash  i n g t o a g iven value would enable an attacker to substitute a fake 

message for a real message that w as signed; a digital s i gnature will ver  i yf c o r -
rectly  for any m essage with the right hash value. It would also enable s o meone 

to disown a message he signed by  c  laiming that he actually signed a diferent 

message hashing to the same v alue. The ability to fnd two distinct messages 

hash  i ng to the same v alue could enable a n a tt  a  ck whereby someone is tricked  

into signing one among a series of look-alike m essages which hashes to the same 

value as ano  ther message w i th a quite diferent m ea  ning. 

A p r o p o se  d  h  a  sh function mush create digests of a minimum len  g th in o r d e r 

to prevent a t t a cks b a s e d o n exhaustive s e a rc  h. For example, if  a h a sh function 

produces 100-bit numbers, exhaustive s e a r c h w ould t a ke 2 

100 attempts on a v-
erage to match a given value, and approximately 250 attempts on average to 

fnd two i nputs producing the same d i gest. Of course, just being long enough 

doesn't guara  ntee the security o f a h a sh  function. 

6.3 What are MD2 MD  4 and MD5? 

MD2, MD4 and MD5 (MD stands for  M  es  sa  ge Digest) are widely used hash 

functions designed by R on Rives  t  s  pe  ci  fcally for cryptographic use. They pro-
duce 128-bit digests and are believed secure against attack, i.e.  , i t i s conjectured 
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that an efort on the order of 2128 is necessary to fnd a message hash  i ng to a 

given digest and that an  e  fo  rt of 264 is  n  ec  es  sa  ry  t  o  fn  d  t  wo m essages hashing 

to the same v alue. 

MD2 is the slowest of the three. MD4 [ 6 3 ] is the fastest and is part of the 

SNMP (Secure Network Management Protocol) Internet standard. MD5 [65] 

has been described  b y R ivest as "MD4 with safety belts�: it has a more con-
servative design than MD4 and can be cons  i dered more secure, but at a cost 

of being approximately 33% slower. Currently, MD5 is the most  o ften recom-
mended hash algori  thm for digital signatures. The Internet Privacy  -Enhanced 

Mail standard (see Question 6.6) lists the MD algorithms a s e n d o rs  ed  m  es  sa  ge 

digest functions. There is also an extension of  M D 4 w h i c  h  p  rod  u  c  es  a  2  5  6-bit 

hash  v alue  [ 63]. 

No serious wea  k nesses have b e e n d i sc  o  ver  ed  i n a n y of the three MD algo-
rithms. An attempt by Berson to apply diferenti  al cryptanalysis to MD5 [ 4] 

failed to reveal any fe a si  ble attack, despite some i nteresting theoretical analysis. 

Diferential cryptanalysis has in fact found weaknesses in t wo other proposed 

hash  functions, N-hash and Snefru. 

A d i gita  l s i gnature system can be broken by a ttacking either the difcult 

cryptographic problem used for s i gning or the hash  function used to create the 

message digests. When choosing an authentica  t i on system, i t i s g enerally a g o o d 

idea to choose a signa  ture method and a hash function that require comparable 

eforts to break; any extra security i n one of the two compo  n e n ts is wasted, since 

attacks will be directed at the weaker compo  n e n t. The MD hash functions can 

be attacked with 264 operati  ons, which is c o m pa  ra  ble to the efort necessary  

to break 512-bi  t RSA, although the attack on MD is harder in practice  , s i n c e 

it requires 264 mem  ory units and the ability t o t r i ck the attackee into signing 

a m es  sa  ge of your choice  .  M  D  5 i s a g ood  c  hoice when using RS A w i th  a  5  12-
bit m odulus. Howev  er, those with greater security needs, such a s certifying 

authori  t  i  e  s,  sh  o  uld use a longer modulus and a hash function that produces a 

longer message digest; either SHS (160-bit d i gest) or a mod  i fed version o f M D 4 

that produces a 256-bit digest [63] w ould sufce. 

The MD algorith  m s a re  a  vailable  for unrestricted use. Details of MD4 and 

MD5 with sample C code are  a vailable as Internet RFCs (Request for Com-
men  ts) 1320 and 1321 respectively. They can be obtained via anonymous ftp at 

ftp.nisc.sri.com in the rfc directory. 

6.4 What is SHS? 

The Secure Hash Standard (SHS) [55] i s a hash function p r o p o se  d  b  y NIST 

(see Question 8.1); it is designed for use with its proposed Digital Signature 

Stand  a rd (see Question  .1). It produces a 160-bit hash value from a variable 

size input. SHS is structurally s i milar to MD4 and MD5. It is 25% slower than 

MD5 but may b e m ore secure, because it produces message digests that are 

25% longer than the MD functions. SHS has not yet been formally a d o pted by 
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NIST as  a  n  o  f  ci  al governmen  t standard. 

6.5 What ar  C2 a   C4? 

RC2 and RC4 are  v ariable-key-size cipher functions designed by R o n R ivest and 

mea  nt  for fast bulk encryption. They are alternatives  to  D  ES (see Question 5.1) 

that are as fast or faster than DES and are capable of being more secure than 

DES because of their a b i l ity t o u s e l o ng key sizes; they can also be less secure 

than DES if short  k ey sizes are used. 

RC2 is a v ari  able-key-size symmetric b l oc  k cipher and can serve a s a drop-in 

replacemen  t fo r D ES  ,  fo  r example in export versions of products otherwise using 

DES. RC2 is a pproximately t wice as fast as DES, at least in software. RC4 is a 

variable-key  -size  sy  mmetric stream cipher and is 10 t o 1 0 0 t i mes as fast as DES. 

Both RC2 and RC4 are  v ery compact in terms of code size  . T h e i r s p e e d s a r e 

in  d  epe  n  d  en  t o f k ey size. To d a te, they have n o t been implemented in hardware  . 

A r e c e n t a g re  emen  t b e t ween the Software Publishers Association (SPA) and 

the U.S. governmen  t g i ves RC2 and RC4 special s t a tus by which the export 

approval process is m uch simpler and qui  cker than the general cryptographic 

export process. Howev  er, to qualify for the quick export approval a product 

must limit the RC2 and RC4 key sizes to 40 bits; this maximum len  g th  may 

be  g  ra  dually increased over the coming years. RC2 and  R C4 have been widely 

used by devel  o  per  s  w  h  o  w  ant to export their products. DES  i s a l most never 

approved for export. 

RC2 and RC4 are propriet  a  ry  a  l  gorithms of RSA Data Security I n c . D e-
tails about them have n o t been published (includ  i ng by p a te  n  ting) i n o r d e r t o 

maintain their special exp o rt status. 

6.6 What is PEM? 

PEM is t h e I n ternet Privacy-Enhanced Mail standard, designed, prop o sed, but 

not y et  o  fcially adopted, by t h e I n te  rn  et  A  c  t  i  vities Board in order to provide 

secure electronic mail o ver the Internet. It is designed to be compatible with  

current I n ternet email formats  , a l though it requires new email software. PEM 

includes encryption, authentica  t i on, and key  managemen  t. It is an i nclus  i ve 

standard, and allows use of both public-key and secret-key cryptosystems. Mul-
tiple cryptographic tools are supported; for e a ch mail m essage, the specifc hash 

function, encryption a l gorithm, signature algorithm, and so on are specifed in 

the header. PEM names certain cryptogra  ph  i c a l gorith  ms as acceptably secure; 

others may b e a dded later. PEM also supports the use of certifcates, endorsing 

the X.509 standard for certifcate structure. If the message i tself is encrypted, 

DES in CBC mod  e i s a l w ays used and the mail header gives information r e -
garding the met  h o d b y which the DES session key  w as encrypted, either RSA  

or DES. Later versions of PEM will include other encryption algorithms. The 

use of certifcates and the oth  e r k ey management structures is o ptional. 
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The details of PEM can be fou n d i n a n a r t i cle b y Bishop [7] a nd in RFCs 

(Requests for C o mment) 1113 through 1115; some details have  bee  n  c  h  a  nged 

since those publica  t i ons, but so far the changes exist  o nly in unpublished draft 

form. PEM is likel  y to be ofcially adopted by the Internet Activities Board  

within six months; after that, free implementations will be made available.  

6.7 What is PKCS? 

PKCS (Public-Key Cryptography Standards) is a set of standards for imple-
men  ta  ti  on of public-key cryptogra  ph  y. It has been issued by RSA Data Secu-
rity I n c . i n  coo  peration w i th a computer industry consort  i um, i ncluding Apple, 

Micr  o  s  o  ft, DEC, Lotus, Sun and MIT. PKC  S  h  a  s  bee  n  c  i  ted by  t  h  e  OI  W  (  OS  I  

Implementors' Workshop) as  a m ethod for implem  en  tation of OSI standard  s . 

PKCS is compatible with PEM (see Question 6.6) but extends beyond PEM. 

For example, where PEM can only h a ndle ASCII data  , P K CS is i ntended for 

binary data as wel  l. PKCS is a lso compatible with the CCITT X.509 stand  a rd  

and provides implem  en  tation details a b o u t R SA encryption and authentication 

that w ere left out of X.509. 

PKCS includes both algori  thms-specifc and algorithm-independent i mple-
men  ta  ti  on standards. Specifc algori  thms supported include RSA, DES (CBC 

mod  e),  a n d D i fe-Hellman k ey exchange. It also details a l gorithm-independent 

syntax for digital signatures, digital envelop  e  s  (  for encryption), and certifcates; 

this e n a bles someone implementing any other cryptographic a l gorithms to con-
form to a standard synta  x and thus preserve i n teroperability. 

Docu  m ents detailing the PKCS standards can be obtaine  d b y anonymous 

ftp to rsa.com or by e m ail t o pkcs@rsa.com. 

6.8 What is RSS  R EF? 

RSAREF is  a  c  o  l  lec  t i o n of cryptographic routines in portable C source code 

available at no charge from RSA Laboratories, a division o f R SA Data Secu-
rity, I n c . It includes RSA, MD2, MD5, and DES. It includes both  l o w-lev  el 

subroutines, such  a  s  R  S  A  expo  n  e  n  tiation, and high-lev  el  c  r  y  p  to  graphic func-
tions, such a s d i g ital signature verifcation. The arith  m  et  i  c routines can handle 

multiple-precision integers, and the RSA algorithm routines can handle variable 

key  si  ze  s.  R  SAREF is fully compatible w i th the PEM and PKCS standards. 

RSAREF is available t o c i ti  zens of the U.S. or Canada and to permanent 

residents of the U.S. It can b e u s e d i n personal, non-co  m mercial applica  ti  ons. It 

cannot be used commercially a nd it cannot be sent outside the U.S. or Cana  da. 

The  R SAREF license contains more details on the usage  a  l  lowed and disallowed. 

RSAREF is available through the Internet by sending email to rsaref@rsa.com. 
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7 D  

7.1 What is DSSS  

DSS is the proposed Digita  l S i gnature Standard, which specifes a Digital Sig
nature Algori  thm (DSA). It was selected by NIST (see Question 8.1) to be the 

digita  l authentication standard of the U.S. government; whether the govern
men  t s h o uld in fact adopt it as the ofcial standard is still under debate. DSS 

was chosen after study by NIST in cooperation with  v arious governmen  t s e c u 
rity a nd lawenforcemen  t agencies  , m ost  p r o m inently the NSA (see Question 

8.4). Private industry was not involved in the selection of  D SS; since the selec
tion, however, industry has been abl  e t o m ake public commen  ts to NIST and 

Congress regarding DSS. 

DSS  i s based on the discrete log problem (see Question 4.9) and derives  fr o m 

cryptosystems proposed by S c hnorr [67] and ElGamal [25]. I t i s fo r authenti
cation only and cannot be used for k ey exchange or encryption. For a detailed  

description of DSS, see [54] or [53]. 

DSS  h  a  s  bee  n  l  oo  k  ed upon unfavorably by the computer industry, which had 

hoped the govern  m ent w ould choose the RSA algorithm as the ofcial standard; 

RSA is the most widely used authenti  cation algorithm and is a de facto stand  a rd  

in the private sector. Several recent articles in the press discuss the industry 

dissatisfaction with DSS; an article by Messmer [48] is one example. Criticism 

of  D SS has focused on a few main i ssues: it lacks key exchang  e capability; 

the key size of DSS, 512 bits, is not variabl  e and/or is  t  oo  sm  all; there is a 

lack o f g ui  delines for secure implementation; the underlying cryptosystem is too 

recent and has been subject to too little scrutiny to be confdent o f i ts strength; 

the existence of two authentication standards will cause hardship to computer 

hard  w are and software  v endors, who have already standard  i zed on RSA; and 

that the process by w h i c h N I S T c h o se DSS was too secretive a nd  a  rb  i  trary  , 

with too much infuence wielded by NSA. A more detailed  d i scussion of these 

critici  sm  s can be found in [ 5 3], and a detailed response by NIST to the critici  sm  s 

can be found in [ 7 0]. 

In the DSS system, signature generation is faster than signature verifca
tion; in the RSA syst  e m , signature verifcation i s m uch  faster than signature 

generation (as long as the public and private exponents are chosen to have t h i s 

property, w h i ch i s the usual case). NIST claims that it is an advantage that 

signing is faster, but many people i n cryptography t h i nk that verifcati  on should 

be  fa  ster. 

7.2 Is DSS se   eS 

DSS has been greeted with suspici  on by m any i n i ndustry and academia. Their 

most serious criticisms i nvolve the security of DSS. 

DSS  w as prop o sed with a fxed 512bit k ey size. Although p r o ba  bly secure 
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enough for most ordinary uses, 512 b i ts  i  s not secure enough for those with high 

security needs, such a s certifying authorities  y  urthermore, in a few yea  rs 512 

bits may not be secure enough  for ord  i nary needsy What is needed is an ability 

to handle v ari  able key sizes, so that every user can choose a key size  a ppropr  i ate 

to his needsy In response to this critici  sm  , NIST has announced that DSS will 

be revis e d t o a llow k ey sizes up to 1024 bitsy 

DSS  h  a  s  n  o  t  bee  n  a  ro  un  d  l  o  n  g  en  o  u g h t o w i thstand attempts to break it; 

although the discrete log problem is old, the part  i  cu  l  ar form of the problem used 

in D SS was frst proposed for cryptogra  phic use in 1989 [67] and has not received  

much s t u d y y This m ay b e t h e m ost  p o werful argument a g ainst the security o f 

DSSy Any new crypt  o system could have serious faws that are only d i sc  o  ver  ed  

after a couple of years of scrutiny b y cryptogra  phersy Indeed this has happened 

many t i mes in the past; see [13] for detailsy RSA has withstood 15 years of 

vigoro  us  exa  minati  on for wea  knessesy In the absence of mathematical proofs o f 

security, nothing builds confdence in a cryptosystem like sustained attempts 

to crack ity Although D SS may w ell turn out to be a strong cryptosystem, i ts 

relatively short history will leave doubts for years to comey 

Some researchers raise  d a l arm about the existence of "trapdoor" primes  i n 

DSS, which c o u l d e n a b l e a k e  y  to  b  e  ea  si  ly brokeny These trapdoor p r i m es  a  r  e  

relatively rare  h o wev  er, and can be avoided if  e a c h person generates his o wn 

keyy  If k ey  s are generated by a c e n tral authority, a procedure can fo llowed by 

whi  ch a DSS user can be confdent t h a t h e w as  n o t i ntenti  onally given a weak 

prime [70]y 

7.3 Is use of DSS  overed by any patents? 

Whether use of DSS infringes  a ny existing patents is a matter of current disputey 

NIST claims that DSS is not covered by a ny existing patents and  t h us that a n y 

private entity c a n use DSS with  o ut licensing or royalty fees; indeed, this w as 

one of the criteria used by NIST when choosing DSSy Howev  er, authors of at 

least three UySy patents claim that DSS infringes upon their w ork; the patents 

are  4 , 2 0 0,770, 4,218,582, and 4,995,082y The government h a s fled for a patent 

for DSS; the inven  tor is a mathematician w h o w orks for the NSAy NIST does 

not plan to charg  e  for licensing its patenty 

In the debate over  D SS vsy RSA, the claim by NIST that DSS can be used 

without paying patent l icenses or royalties has been the only clea  r advanta  ge of 

DSS over RSAy RSA can be used without charge by the UySy government a nd is 

not patented outside Nort  h A m erica, but it must be licensed by p r i vate industry 

in t h e U y Sy If it turns out that DSS infringes previous patents after all, a cc  ep  
tan c e o f D S S w i l l b e s e r i ously damagedy The question of pate  n t infri  ngemen  t 

will even  tu  a lly be settled  i n the courts in  a  few  y  ea  rs  y  
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7.4 What is the current status of DSS? 

After NIST issued its prop o sa  l to DSS in August 1991, there was a period in 

whi  ch comments from the public w ere solicited. Most commen  ts were negative. 

NIST is currently in the process of review  i ng and revising its prop o sa  l, in light 

of the commen  ts. A revised DSS will be released and new comments may 

be solicited. Later, it m ay be  i  s  s  u  ed  a  s a FIPS and become  t  h  e  o  f  ci  al U.S. 

government standard  . 

In Marc  h 1 9 92, the Computer Security a nd Privacy Adviso  r  y Bo  a  rd  v  oted 

unanimously that NIST should postpone decisi  on on DSS and sponsor a public 

debate on DSS and other cryptography  p o licy i  ssues. The board is an ofci  al 

advisory body to NIST; its twelve m em  bers are drawn from both the U.S.  g ov
ernment and private industry. It said that a nationa  l p o licy review is the only 

way to  r  e  so  l  ve the conficts between compet  i ng interests. Government security 

and lawenforcemen  t agencies  w ant the use of cryptography to be restricted, 

whereas  o t h e r g o vern  m ent agencies and private industry want cryptographic 

tool  s  t  o  be  co  m  e m ore readily a vailable.  

A NIST ofci  al standard mu s t b e u s e d b y the U.S. government agencies  i n 

almost all cases, and  t h us woul  d be used by co  mpanies  d o ing business with the 

government a s w el  l. Use by anyone outside the government i s v oluntary. S e e 

Question 2.21 for a discussion of  c r y pt  o  graphy i n the presence of two standard  s , 

DSS and RSA  . 

8 NIST and NSA 

8.1 What is NIST? 

NIST is an acronym for the National Institute of Standards and Technology, a 

division of the U.S.  D epartment o f C o m merce; it w as formerly known as the 

Nati  onal Bureau of Standards (NBS). Through its Computer Systems Labo
ratory (CSL) it aims t o p r o m ote open systems and interoperability that will 

spur devel  opment o f c o m puterbased economic a c t i vity. It issues standards and 

guidelin e s t h a t i t hopes will  b e a dopted by all  c o m puter systems in the U.S.; 

for example,  i t has issued codes for every county in the U.S. It also sponsors 

workshops  a nd seminars; it has recently sponsore  d m eetings of the OSI Imple
men  to  rs Workshop (OIW). Ofcial standards are published as FIPS (Federal 

Information Processing Standards) publications. 

In 1987 Congress passed the Computer Security Act, which g a ve N I S T a 

mandate to defne standards for ensuring the security of sensitive but unclassi
fed information in g o vern  m ent c o mputer systems. It authorized NIST to work  

with other government agencies and private industry in evaluating proposed 

technology standards. 

44 



8.2 What role does NIST play in cryptography? 

NIST issues standard  s  for cryptogra  phic functions; U.S. govern  m  ent a g encies 

are required to use them, a nd  th  e  p  r  i  v  ate sector often adopts them as well. 

In Janua  ry  1  97  7, NIST declared DES (see Question 5 . 1) the ofci  al U.S. 

encryption standard and published it as FIPS Publica  t i on 46; DES soon became 

a de facto standard throughout the U.S.  

A  few  y  ea  rs  a g o, Congress asked NIST to choose a standard for digital 

authentication. After a couple o f y ears of rather secretive i n vestigation, NIST 

issued a proposed Digital Signature Standard (DSS). DSS has been extensively 

critici e  d a nd is currently the subjec  t o f m uch debate; see Questions 7.1 and 

following for a discussion. NIST has not yet cho  s e n t o i ssue DSS as an ofci  al 

standard. 

Both DES and DSS wer  e  s  el  ec  t e d w ith the help of the NSA. NIST has 

been critici e  d fo r a l lowing the NSA too much p o wer  i n setting cryptographic 

standards, since the interests of the NSA confict  w i th that of the Commerce 

Dep  a  rt  m  en  t and NIST. NIST has not made details of its selectio  n  p  r  oc  es  s  p  ub  l  ic, 

so it  i  s  u  n  c  lea  r exactly how  m  uch i nfuence was exerted by the NSA, although 

it is believ  ed to be substantial, if not dominant. 

8.3 What are NIST's plans for the future of cryptography? 

NIST's proposed Digital Signature Standard is one part of a set of  c o m puter 

security standards. The Secure Hash Standard (see Question 6.4) is another 

part. In the future, NIST plans to add stand  a  rd  s  fo  r data encryption a n d fo r 

secure key  exc  hange. 

8.4 What is the NSA? 

The  N S A i s the National Security A g ency, a h i ghly secretive a g ency of the U.S. 

government that was created by Harry Truman in 1952; i ts  v  er  y  e  xi  st  e  n  ce  w  as 

kept secret for many y ears. For a history of the NSA, see Bamford [1]. The NSA 

has  a m andate to listen to and decode all foreign communications of interest 

to the security of the United States. It has also used its power to restrict the 

public availability o f cryptography, in order to prevent national enemies from 

employing encryption m ethods too strong for the NSA to break. 

As the premier  c  r  y  p  to  graphic agency in g o vernment, the NSA has  h uge 

fnancial and computer resources and employs a host of cryptographers. Devel
opments in c r y p t o graphy a c hieved at the NSA are not made public; this secrecy 

has  l ed  to  m  any r u m ors about the NSA's ability to break popular cryptosys
tems l i ke D ES  a  n  d  a  l  so to rumors that the NSA has secretly placed weaknesses, 

called trap d o o r s , i n g o vernmen  tendorsed cryptosystems, such as DES. These 

rumors have n e v er  be  en  p  r  o  ved  o r disproved, and the criteria used by the NSA 

in s e l ecting DES and DSS have n e v er been made public.  
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Rec  en  t advances in the computer and telecommunications industries  h a ve 

placed NSA act  i ons under unprecedented scrutiny, a n d i t has become the target 

of  h e a vy critici  sm for bloc  k ing developmen  t o f U . S.  i  ndustries that need strong 

cryptographic tools. The NSA is being pressured to alter its polici  es, and it 

may b e fo r c e d t o c hange and to remove obstacles to strong, publicly a vailable 

cryptography, e v en  a  t the cost of a reduced ability to decode the communications 

of  n a t i onal adversaries  . 

8.5 What role does NSA play in commercial crypto raphy? 

The NSA's charter limits its activities to foreign intelligence. Howev  er, the 

NSA is concerned with the developm  en  t o f c o mmercial cryptography because 

the availability of strong encryption tools through c o mmercial channels could 

hinder the NSA's m ission of decoding internationa  l communications; in o t h e r 

words, the NSA is worried  l est strong commercial cryptogra  phy  fall into the 

wrong hands. For this reason, the NSA has  u s e d i ts  p  o  wer in various  w ays to 

hinder the spread of commercial cryptography. 

The NSA has stated that it has no ob  jection to the use of secure cryptog
raphy b y U . S . i ndustry. I t a l so has no objection to cryptographic tools used 

for authentica  t i on, as opposed to privacy.  H o wever, the NSA is w i dely viewed  

as  fo l lowing policies that have the pract  i cal efect of limiting and/or w eakening 

the cryptographic tools u s e d b y l awabiding U.S. citizens and corpora  tions; see 

Barlow [ 2] fo r a d i sc  u  s  s  i  on of NSA's efect on commercial c r y pt  o  graphy. 

The NSA exerts infuence over commercial cryptography i n s e v eral ways. 

It controls the export of cryptography from the U.S.; see Question 1.6. It 

generally does not approve products used for encryption, such as DES or RSA, 

unles  s t h e k ey size is s t r i ct  l  y  l  i  mited. It recently a g re  ed  t  o  a  l  low export of 

the encryption ciphers RC2 and RC4 (see Question 6.5) if the key size does 

not exceed 40 bits. The NSA does approve for export any products used for 

authentication only, n o m atter how l arge the key  s  i  z  e,  so  l  ong as the product 

cannot be converted to use for encryption. The NSA, as wel  l as other intelligence 

and military agencies, has also blocked encryption methods from being published 

or patented, citing a national security threat from publish  i  ng  t  h  e  m  ethod; see 

Landau [41] for discussion o f t h i s p r a ct  i  ce. Additionally, the NSA serves an 

"advisory" role to NIST (see Question 8.1) in the evaluation and selection o f 

ofcial U.S.  g o vernmen  t c o m puter security standards; it played a prominent, and 

controversial, r o l e i n the selection o f DES and DSS as the encryption and digital 

signatures, respectively. R ecently, c r i ti  cs  h a ve p r o p o sed that NIST, which i s p a r t 

of the Depart  m  en  t o f Commerce, become m ore independent o f NSA. 

Cryptography i s in the public eye a s n e v er  b  e  fo  re and has  b e c o m e the subject 

of national p u b l ic debate. The status of cryptogra  phy, and the NSA's role in it, 

will change over the next few years. 
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