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Status of this document 

This document i s p ro d u c e d b y the combined eforts of the OAlnet engineering group. it discusses 

vcrious clternctives of enhcncing the network security of cn orgcnizction thct is connected to OAl
net. it does not specify c stcndcrd. Distribution of this document is unlimited. 

Abstract 

Computer Security is the mecns of defending oneself cgcinst unwcnted externcl infuence. With 

the cdvent of computer networks, the fcce of security hcs been cltered drcmcticclly. Networking 

computers hcs become c form of Dcmocles sword for system cdministrctors cnd users. This pcper 

discusses some cspects of computer security i n c n e t worked environment, cnd wcys cnd mecns of 

protecting systems. 
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1 Introduction 

Computer security is the mecns of defending oneself cgcinst unwcnted externcl infuence. With 

the cdvent of computer networks, the fcce of security hcs been cltered drcmcticclly. Networking 

computers hcs become c form of Dcmocles sword for system cdministrctors cnd users. 
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This pcper discusses some cspects of computer security i n c n e t worked environment, cnd wcys cnd 

mecns of protecting systems. in the following sections, we clcss protection mechcnisms into network 

security cnd host security. 

Under network security, w e discuss frewclls, pccket flters, mecns of implementing the vcrious op
tions, techniques of informction hiding of network relcted dctc like routing updctes, interncl network 

detcils etc. The section on host security is mostly c pointer to vcrious tools, pcpers, techniques cnd 

tips on system security for cdministrctors. 

2 Network Security 

2.1 A  rust model for Connecting to the Internet 

We view the network cs c series of concentric circles of trust, with ecch outer circle being less trusted 

thcn the inner one. We then defne the intercctions ct the perimeter very rigidly. This section defnes 

the vcrious levels. 

� The interncl network is completely under the control of the orgcnizction, cnd is by defnition, 

trusted cnd secure. 

�	 The network service provider runs the bcckbone WAN, cnd ofers connectivity t o t h e i n ternet. 

�	 The orgcnizction cnd the internet service provider interconnect on c specicl purpose LAN, 

cclled the "DMZ." The orgcnizction's router on the DMZ is cclled lTl i (for the interncl 

router), cnd the router connecting to the service provider is cclled lTl � (or externcl router). 

�	 'lTl i' is only cccessible by the orgcnizction's own networking cuthority, cnd is the outer 

perimeter of cbsolute trust. 

� The service provider's Network Operctions Center, cnd the Network �ngineering group cccess
to 'lTl �' for purposes of confguring, network mcncgement cnd trouble shooting in the event 

of network problems. lTl � cnd the service provider cre pcrticlly trusted. 

� Other networks cnd hosts externcl to the orgcnizction cnd the bcckbone of the network service 

provider cre not trusted. 

it is possible, in the simplest ccse, thct the entities, 'lTl i', 'lTl �', cnd the orgcnizctioncl DMZ 

mcy be collcpsed into one entity, c s w e shcll see when we confgure c frewcll with c single router, in 

section 2.2.1. in this ccse, the Network Operctions Center cnd the Network �ngineering Group of 

the service provider cccess the combined entity's externcl interfcce for the purposes of mcncgement 

cnd trouble shooting, cnd the orgcnizction's interncl network connects directly to the combined 

entity's interncl interfcce. 

2.2 Firewalls 

A f r e w cll enforces restrictions on the fow of trcfc through it. These restrictions cre usuclly 

csymetric, cnd provide the functionclity t o 
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figure 1: firewclls with c single router 

� exclude unwcnted trcfc genercted on cn unknown externcl network from entering c trusted, 

interncl network. 

�	 prevent informction cbout the trusted interncl network from being lecrned by the outside 

world. 

2.2.1 Firewalls with single routers 

Consider the process of setting up c single router, lTl i, cs c frewcll, cs in fgure 1. in this system, 

we w ould defne c series of cccesslists, such t h c t c l l u n wcnted inbound trcfc is excluded. Such c n 

cccess control list would hcve the following chcrccteristics: 

�	 inbound iCMf trafc 

All inbound iCMP trcfc is permitted. it is conceivcble thct one mcy wish to discllow p i n g s 

from the outside world. This ccn be done by dropping echo requests from the outside world. 

�	 inbound UUf trafc 

Pcckets destined for ports less thcn 1O24 cnd not bound for the domcin service port or the ntp 

port cre prohibited. Domcin cnd ntp chiming pcckets cre only permitted to specifc mcchines 

cs cre cdvertised cs ncme or time servers. 

�	 inbound TCf trafc 

Pcckets destined for ports less thcn 1O24 cnd not bound for the smtp, nntp or domcin service 

port cre prohibited. smtp, nntp or domcin pcckets cre only permitted to hosts cs cre cdvertised 

by the orgcnizction for such purposes. 

�	 Outbound trafc 

There is no restriction on outbound trcfc. 

The router itself is confgured to reject telnet or snmp requests from cll other thcn specifc mcchines 

or networks which cre pcrt of the interncl network cnd the service provider's bcckbone. 

This scheme hcs two discdvcntcges. 

1.	 The primcry discdvcntcge is thct the router is c single point of fcilure, or cttcck. 
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figure 2: firewclls with ct lecst two routers 

2.	 Not cll well known services hcve ports less thcn 1O24. Notorious excmples cre NfS, YP cnd 

relcted lPC bcsed services, X windowing systems. 

Additionclly, n e w er protocols cnd services pick up crbitrcry port numbers not necesscrily less 

thcn 1O24. These protocols cnd services present unknown thrects cnd dcngers. 

2.2.2 A more complex frewall system 

To o vercome the frst discdvcntcge, we use multiple routers connected by cn isolction network, or 

the orgcnizction DMZ, cs shown in fgure 2. 

The DMZ is c clcss C network, thct is not cdvertised to the outside world, cnd not directly recchcble 

from cny plcce. The only entities on this network cre 'lTl i', the trusted interior gctewcy, cnd the 

network service provider's gctewcy, ' l Tl �'. 

The trusted interior gctewcy is confgured cs in the one router ccse; cnd ccn only be recched from 

within the orgcnizction network. Both routers, 'lTl �' cnd 'lTl i', cre confgured to reject telnet 

cnd snmp requests from nontrusted hosts or networks. The two gctewcys only hcve stctic routes 

to pcss trcfc between the trusted interior network, cnd the outside world. 

This prevents direct subversion of this gctewcy from the outside. Subverting the exterior router, 

'lTl �' does not dcmcge the orgcnizction's interncl network integrity. 

This scheme still does not cddress the second problem with the ecrlier solution, which ccnnot control 

1cll well known cnd other ports . 

1 1f the nail relay and the prinary DNS server in fgure 2 were noved to the organi.ation DM�, KTK 1 could be 

confgured to deny  a  ny and all connections fron the outside except on an exception basis. This overcones the second 

disadvantage, albiet at a greater cost 
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figure 3: firewclling with Applicction Gctewcys 

2.2.3 Designing an isolate network, with application gateways 

To be totclly confdent o f n e t work security, w e need to mcintcin c ccrefully structured, cnd well 

monitored cpplicction gctewcy. 

in this scencrio, shown in fgure 3, the interncl network is not cdvertised to the outside world, cnd 

is not directly recchcble, except vic the cpplicction gctewcy, 'APP GW. A'. The orgcnizction DMZ 

is the only entity directly recchcble from the outside world. The interior gctewcy, ' l Tl i', will not 

cccept cny pcckets directly from the externcl router, 'lTl �'. 'lTl �' only hcs knowledge of the 

DMZ, cnd ccn only pcss pcckets to the cpplicction gctewcys, the mcil relcy cnd the primcry DNS 

server. The mcil relcy cnd the primcry Domcin Ncme System (or DNS) server cre plcced on the 

DMZ. 

if this scheme is implemented, it might clso be cdvcntcgeous to run two pcrcllel DNSs, one externcl 

cnd one interncl, with c view to minimizing the informction provided to the outside world. for 

more detcils on this, see the section 3. 

2.2.4 Additional Sources 

for more discussions cnd detcils on frewclls, see clso [5, 14,  ]. 

2.3 Implementing packet flters 

A router ccn be confgured to cctively look ct every pccket thct crrives on cny of its interfcces, cnd 

pcss through or disccrd the pccket bcsed on c set of criteric confgured into it. These criteric cre 

cclled cccess lists or pccket flters. 
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A router ccn clso cpply selective criteric when deciding to cccept or ignore routing informction thct 

crrives on cny of its interfcces. These criteric cre cclled routing flters. 

2.3.1 Packet flters on a cisco gateway 

ip address 192.9.200.254 255.255.255.0 

ip broadcast-address 255.255.255.255 

ip access-group 102

 

 The first list drops IGMP EGHD REQUESTS. This disallows ping from the

 outside world. The next list allows everything else to go through.

 Some sites may even wish to drop the port and net unreachables that

 an internal host may generate, if, say, someone from the outside world

 attempted connecting to a bizarre socket on the internal hosts.

 

access-list 102 deny icmp 0.0.0.0 255.255.255.255 192.9.0.0 0.0.255.255 eq 8 

access-list 102 permit icmp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255

 

 Disallow all UDP traffic except domain and ntp queries inbound.

 Permit only domain and ntp queries to specific machines inbound.

 Permit everything outbound.

 

access-list 102 deny udp 

access-list 102 permit udp 

access-list 102 permit udp 

access-list 102 permit udp 

0.0.0.0 255.255.255.255 192.9.0.0 0.0.255.255 lt 1024 

0.0.0.0 255.255.255.255 192.9.200.53 0.0.0.0 eq 53 

0.0.0.0 255.255.255.255 192.9.200.123 0.0.0.0 eq 123 

192.9.0.0 0.0.255.255 0.0.0.0 255.255.255.255

 

 Disallow all TGP traffic except smtp, domain and nntp connections inbound.

 Permit connections to smtp, domain and nntp ports on specific machines only.

 Permit everything outbound.

 

access-list 102 deny tcp 0.0.0.0 255.255.255.255 192.9.0.0 0.0.255.255 lt 1024 

access-list 102 permit tcp 0.0.0.0 255.255.255.255 192.9.200.25 0.0.0.0 eq 25 

access-list 102 permit tcp 0.0.0.0 255.255.255.255 192.9.200.53 0.0.0.0 eq 53 

access-list 102 permit tcp 0.0.0.0 255.255.255.255 192.9.200.119 0.0.0.0 eq 119 

access-list 102 permit tcp 192.9.0.0 0.0.255.255 0.0.0.0 255.255.255.255 

for more detcils on confguring c cisco gctewcy, see clso [ ]. 

2.3.2 Packet flters on a proteon gateway 

Proteons do not hcve cdequcte fccilities for building such c fltrction fccility. A t most, one would 

build c ((source address, source mask), (destination address, destination mask)) set 

of ordered pcirs to cbsolutely flter out trcfc from one host to the other. 

for more detcils on confguring c proteon gctewcy, see clso [23]. 
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2.4 Hazards of Source Routing 

iP source routing is c technique for indirect delivery of c pccket to c remote destinction. 

With cn ingenous mix of pccket spoofng[1], cnd iP source routing, one ccn subvert the set of cccess 

flters on c gctewcy. louters hcve options to discble forwcrding pcckets with source routing options 

encbled in them. We encourcge people following these procedures to use this fecture, cnd turn of 

forwcrding of source routed pcckets through the gctewcy. 

2.5 Route management 

loute mcncgement is the principle of controlling route exchcnge between the orgcnizction's network 

cnd the service provider. This is done with c view to enhcncing routing security, cnd is cchieved by 

using routing flters. Such routing informction is never compromised or subverted either by design 

or by cccident. 

The mechcnism for cchieving this is to plcce flters for both inbound routing informction, cnd 

outbound route cdvertisement o n e v ery interfcce ccpcble of receiving routes or hcving the potenticl 

to do so. The flters should vclidcte the sender of the routing informction, cnd then verify ecch 

individucl route informction, cnd only cccept vclid cnd permissible routes confgured in its cccess 

lists. The gctewcy should ignore cnd not propogcte cll other routes. 

The OAlnet routing crchitecture is confgured to permit routes for cll OAlnet sites to be cvcilcble 

on cll the OAlnet routers. The preferred interior Gctewcy Protocol (iGP for short), on OAlnet 

is OSPf, with liP cs c second choice. OSPf stcnds for "Open Shortest Pcth first[17]" cnd liP 

stcnds for "louting informction Protocol[12]." The OAlnet bcckbone itself is running OSPf. 

for explicit routing control cnd route security, O Alnet requires running c distcnce vector bcsed 

routing protocol to exchcnge routes with the orgcnizction. Typiccl routing techniques cre either 

using stctic routes, or c routing protocol such c s l i P [ 1 2 ]. 

OAlnet routers ct the regioncl network boundcries cre confgured to genercte c focting defcult 

bcsed on the presence of routes to the NSfNet bcckbone. This defcult route is propcgcted throught 

the routing domcins on OAlnet, to hcndle outbound trcfc. 

OAlnet will cnnounce cll networks thct c customer specifes cs required to be recchcble from the 

outside to the NSfNet bcckbone vic the AS boundcry routers. filtering the customer routes is done 

on both the customer's router, cnd the OAlnet bcckbone to ensure thct routes cre propogcted 

correctly. 

3 The Domain Name System 

The Domcin Ncme System (or DNS, for short) is c distributed dctcbcse primcrily for mcpping 

hostncmes cnd internet cddresses, cnd for providing pointers to mcil exchcngers for cn orgcnizction 

on the internet[15, 1 ]. 
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it mcy b e c d v cntcgeous for cn orgcnizction to run pcrcllel DNSs. The externcl DNS hcs enough 

informction to sctisfy the primcry requirements of the DNS, cnd c more complete interncl DNS for 

the use cnd convenience of network users within the orgcnizction. 

3.1 Confguring the external DNS 

The DNS mcde cvcilcble to the externcl world must hcve p o i n ters to ct lecst one mcchine, which i s 

to exchcnge mcil between the orgcnizction cnd outside entities. The primcry cnd secondcry DNS 

servers cnd the mcil relcy m c c hine should exist on c network recchcble from the outside world. A 

mimincl externcl DNS zone fle for c scmple orgcnizction, frobozz Widgets, inc. looks cs: 

frobozz.com. in soa ns.frobozz.com. hostmaster.frobozz.com. ( 

9209115 ; serial 

86400 ; refresh 

21600 ; retry

3600000 ; expire

86400 ) ; minimum 

in ns ns.frobozz.com. 

in ns ns.oar.net. 

in a 192.9.200.1 

net-frobozz in a 192.9.200.0 

in hinfo Frobozz net-address 

ns.frobozz.com. in a 192.9.200.53 

in hinfo "sun4/110" "unix" 

mail-relay.frobozz.com. in a 192.9.200.25 

in hinfo "mail-gate" "header mangler" 

ftp.frobozz.com. in a 192.9.200.21 

in hinfo "PG clone" "Gigabit File Server" 

broadcast-frobozz in a 192.9.200.255 

in hinfo Frobozz broadcast 

localhost. in a 127.0.0.1 

localhost in cname localhost. 

3.2 Confguring the internal DNS 

Assuming thct the inside network is totclly isolcted from the externcl world, the interncl DNS 

should be confgured with root servers, cnd primcry cnd secondcry ncme servers. The root zone will 

hcve delegctions for frobozz.com. pointing to the primcry cnd secondcry servers, cnd hcve MXs for 

everything else, pointing to mcilrelcy.frobozz.com. 

The root zone thus looks cs shown below. 

. in soa ns1.frobozz.com. hostmaster.frobozz.com. ( 

920910 ;serial (version) 

10800 ;refresh period 

900 ;retry refresh this often 
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604800 

86400 

;expiration period 

;minimum TTL 

) 

frobozz.com. in ns Ins.frobozz.com. 

in ns Ins1.frobozz.com. 

in ns Ins2.frobozz.com. 

$DRIGIN frobozz.com. 

Ins in a 10.0.0.53 

Ins1 in a 10.0.53.0 

Ins2 in a 10.53.0.0 

$DRIGIN . 

* in mx mail-relay.frobozz.com. 

The interncl zones fles for frobozz.com. then look cs specifed in the lfCs, or your loccl vendor. 

The DNS is c dyncmic, distributed dctcbcse with very free fow of informction between the vcrious 

servers. Ccre should be tcken thct cll detcils concerning the interncl DNS is never lecked to the 

outside world. Potenticl discsters follow when such l e c k cge occurs. 

Notice thct the mcilrelcy m c c hine should therefore know to look ct the interncl DNS resolving cll 

hostncmes interncl to frobozz.com, cnd the externcl root servers for cll other dctc. This ccn be 

done with c proper ccche fle. None of the externclly cccessible mcchines should contcin copies of 

the interncl zone. 

4 Host security 

An importcnt component of reinforcing network security is enhcncing interncl host security. There 

cre c vcriety of tools, guidelines, recommendctions etc. thct cre freely cvcilcble cnd help the lcy 

system cdministrctor with security relcted cdministrction. 

OAlnet encourcges the use of such t o o l s . O Alnet clso encourcges individucl cdministrctors to keep 

cbrecst of the vcrious security cdvisories put out by orgcnizctions such cs the Computer �mergency 

lesponse Tecm (C�lT) [22] cnd the sundry mecsures thct vendors distribute from time to time. 

OARnet &trongly di&courage& the principle of organi;ation& permitting anonymou& unau

thenticated acce&& to the internet via terminal &erver&, gue&t login& etc. 

The following subsections discuss vcrious tools cnd references thct cre cvcilcble. 

4.1 COPS 

The COPS (Computerised Orccle cnd Pcssword System) Security C h e c ker System wcs written by 

Dcn fcrmer. it is currently ct version 1.O2, cnd 1.O3 is now in betc test. This pcckcge does c 

complete cudit of the system it is run on, cnd fcgs possible violctions. Some excmples of the 
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kinds of things it detects cre weck pcsswords, misconfgured directories, such c s w orld writcble ftp 

repositories, strcnge cnd new setuid progrcms, world writcble system directories etc.[1O]. 

The lctest version of COPS is cvcilcble vic cnonymous ftp from cert.sei.cmu.edu:/pub/cops. 

4.2 Literature Survey 

4.2.1 "Improving the Security o f y our UNIX System", by D a vid A Curry 

[7] comprehensively lists c vcriety of potenticl things to check for in setting up your system. This 

pcper is c "mustrecd" for cny security conscious syscdmin (cnd otherwise). it hcs c vcriety o f c heck 

lists thct COPS does not check for, or ccnnot, cnd clso hcs pointers to other litercture. 

4.2.2 "Coping with the Threat of Computer Security Incidents" by Russell L Brand 

[4] hcs some hints similcr to the previous pcper. it hcs c list of common cccounts on VMS cnd CMS 

systems thct cre obvious holes, cnd hcve been used in the pcst by one or miscrecnts in time. it clso 

hcs hints on decling with incidents cs they occur, including tips opn whom to contcct in the event 

of trouble, cnd tips on hcndling the press etc. 

4.2.3 "Site Security Handbook" RFC  1  2  4  4  b  y  .  P  aul Holbrook 

This document, [13], wcs worked on the security w orking group of the internet �ngineering Tcsk 

force (or i�Tf for short). it lists possible short comings on vcrious systems, cnd suggests policies 

thct cn orgcnizction should cdopt. 

4.2.4 "Security Problems in the TCP/IP Protocol Suite" by S.M.Bellovin 

This pcper, [1], discusses problems in the TCP/iP protocol suite, cnd the potenticl for spoofng hosts 

etc. Most of the problems discussed herein cre highly esoteric, cnd cre fcr beyond the ccpcbilities 

of the cvercge crccker. 

4.2.5 Miscellaneous publications 

� The Nctioncl institute of Stcndcrds cnd Technology hcs c few publicctions[25, 18, 1 , 2O] thct 

discuss genercl mcncgement issues with regcrd to computer security. 

� The Host lequirements lfCs, [3, 2] defnes the stcndcrds for host confgurctions for cll hosts 

on the internet, while the orcnge book[8] is the clcssifcction of cll hosts on the bcsis of their 

security. 

�	 O'leilly cnd Associctes hcs recently published two new books on security. These cre "Com
puter Security Bcsics" by Deborch lussell cnd G.T.Gcngemi Sr.[24] cnd "Prccticcl UNiX 

Security" by Simson Gcrfnkel cnd Gene Spcford[11]. 
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4.3 Mailing lists 

There cre c vcriety of lists where security relcted cnnouncements cre mcde. 

�	 C�lT puts out cdvisories from time to time on the list, cert@cert.sei.cmu.edu. To join, 

plecse send c note to cert-request@cert.sei.cmu.edu. 

�	 There is c UNiX security mciling list, security@cpd.com. To join, send c note csking for 

informction from security-request@cpd.com. 

� The VIRUS-L list is c group for the discussion of viruses. To join, send c note to 

listserv@lehiibm1.bitnet,with c line of the form SUH ViRUSL your full name. 

�	 The discussion group alt.security on US�N�T is cn open forum for discussing security 

relcted issues. Likewise, there is c modercted forum, comp.security.announce. 

�	 Other lists tcp/ip list, tcp-ip@nic.ddn.mil, sun-spots@rice.edu, miscellcneous cre the 

sun-nets@uunet.uu.net, sun-managers@eecs.nwu.edu, sysadm@sysadmin.com. cnd	 To 

join cny of these lists, plecse send c note to the corresponding request cddress. The frst 

two lists cre clso cvcilcble on US�N�T cs comp.protocols.tcp-ip cnd comp.sys.sun news
groups. 

5 Summary 

This document discusses c vcriety of possible mecsures to enhcnce network security for cn orgc
nizction intending to connect to c regioncl network. These cre just genercl principles for building 

frewclls cnd security. Absolute solutions cre possible only when excct confgurctions cre cvcilcble, 

cnd cre outside the scope of this document. 

OAlnet engineers hcve been working with Proteon cnd cisco routers, cnd cre very fcmilicr with 

the design of frewclls for c vcriety of purposes. OAlnet engineers will clso cssist customers who 

desire specicl help in setting up vcrious network relcted services. The OAlnet techniccl committee 

hcs setup c subcommittee to decl with security issues on OAlnet[21]. Plecse contcct ocrtech
chcir:ocr.net for detcils. 
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