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Thursday	  and	  Friday,	  October	  1-‐2,	  2015	  
National	  Institute	  of	  Standards	  and	  Technology	  

	  

Best	  Practices	  	  
in	  	  

Cyber	  Supply	  Chain	  Risk	  Management	  

GOALS:	  

	  

1. Share	  the	  current	  findings	  from	  NIST’s	  research	  on	  industry	  best	  practices	  in	  Cyber	  Supply	  Chain	  
Risk	  Management.	  

2. Validate	  the	  current	  findings	  and	  receive	  additional	  input	  from	  stakeholders.	  
3. Receive	  input	  to	  inform	  future	  versions	  of	  the	  Cybersecurity	  Framework	  and	  other	  cybersecurity	  

and	  supply	  chain	  risk	  management	  initiatives. 

THURSDAY,	  OCTOBER	  1 

8:00	  AM	  –	  8:30	  AM Registration 
PLENARY	  SESSION	  –	  Green	  Auditorium	  

8:30	  AM	  –	  8:45	  AM Welcome 
8:45	  AM	  –	  9:15	  AM Workshop	  Overview 
9:15	  AM	  –	  10:15	  AM Panel	  1:	  	  Cyber	  Supply	  Chain	  Risk 

 

Description:	  	  Many	  organizations	  are	  familiar	  with	  cybersecurity	  risks	  and	  well	  
versed	  in	  supply	  chain	  risks.	  How	  these	  risks	  intersect	  is	  an	  unresolved	  and	  often	  
bewildering	  topic	  for	  many.	  This	  panel	  will	  discuss	  different	  types	  of	  cybersecurity	  
risks	  that	  affect	  the	  supply	  chain,	  and	  supply	  chain	  risks	  that	  affect	  cybersecurity	  –	  
together	  called	  cyber	  supply	  chain	  risks.	  Panelists	  will	  present	  anecdotal	  evidence	  of	  
how	  these	  risks	  can	  affect	  organizations	  and	  why	  organizational	  risk	  managers	  
should	  care. 

10:15	  AM	  -‐	  10:45	  AM BREAK 
10:45	  AM	  –	  12:15	  PM Panel	  2:	  Organizational	  Strategies 

	  
	  
	  

	  

Description:	  	  Over	  the	  last	  several	  years,	  many	  organizations	  have	  launched	  
strategies	  to	  mitigate	  and	  manage	  their	  cyber	  supply	  chain	  risks.	  This	  panel	  will	  
provide	  a	  brief	  overview	  of	  some	  of	  the	  “best	  practices”	  organizations	  have	  
established	  related	  to	  risk	  identification	  and	  management,	  supplier	  selection	  and	  
management,	  as	  well	  as	  the	  tools,	  technologies,	  and	  processes	  they	  employ.	  
Panelists	  will	  discuss	  how	  their	  organizations	  strategically	  address	  their	  cyber	  supply	  
chain	  risks	  as	  part	  or	  alongside	  of	  their	  quality,	  supply	  chain	  resilience,	  physical	  
security,	  and	  cybersecurity	  programs.	  

12:15	  PM	  –	  1:30	  PM	   LUNCH	  
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1:30	  PM	  –	  4:30	  PM	   BREAKOUT	  SESSIONS	  

Breakout	  Session	  A:	   Supply	  Chain	  Risk	  and	  Risk	  Management	  

Description:	   Different	  risk	  groups	  across	  the	  company–	  procurement,	  supply	  chain	  continuity,	  
quality	  assurance,	  physical	  security	  –	  have	  processes	  and	  tools	  that	  can	  help	  narrow	  
cybersecurity	  risks	  to	  the	  supply	  chain.	  For	  example,	  supplier	  selection	  and	  
management	  practices	  (typically	  the	  procurement	  or	  sourcing	  group),	  supply	  chain	  
mapping	  tools	  (supply	  chain	  continuity	  group),	  track	  and	  trace	  tools	  (quality	  assurance	  
group)	  are	  fundamental	  to	  supply	  chain	  cybersecurity	  as	  well.	  This	  session	  will	  explore	  
and	  seek	  input	  to	  the	  best	  practices	  and	  tools	  used	  by	  different	  operational	  units	  that	  
can	  do	  double	  duty	  in	  mitigating	  cybersecurity	  risks	  to	  the	  supply	  chain.	  It	  will	  also	  
explore	  seek	  input	  on	  how	  best	  practices	  in	  cyber	  supply	  chain	  risk	  management	  can	  
reinforce	  more	  traditional	  supply	  chain	  and	  enterprise	  risk	  management	  goals.	  

Room(s):	   Lecture	  Room	  A	  (and	  B,	  if	  needed)	  

Breakout	  Session	  B:	   Organizational	  Strategies	  and	  Supplier	  Selection	  and	  Management	  

Description:	   Traditionally,	  when	  anyone	  mentions	  cyber	  supply	  chain	  security,	  everyone	  looks	  to	  
the	  IT	  group.	  However,	  cybersecurity	  risks	  cut	  across	  different	  operational	  units.	  Cyber	  
supply	  chain	  risks	  can	  emerge	  at	  any	  point	  and	  time	  in	  a	  product	  or	  service	  life	  cycle.	  
This	  session	  seeks	  input	  on	  best	  practices	  to	  create	  better	  coordination	  and	  
collaboration	  among	  different	  functional	  groups,	  supplier	  selection	  and	  management	  
approaches	  and	  the	  business	  case	  for	  an	  enterprise-‐wide	  approach	  to	  supply	  chain	  risk	  
management.	  

Room(s):	   Lecture	  Room	  C	  (and	  D,	  if	  needed)	  

4:30	  PM	  –	  5:00	  PM	   Day’s	  summary	  and	  text	  poll	  of	  the	  audience	  –	  Green	  Auditorium	  
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FRIDAY,	  OCTOBER	  2	  
	  

PLENARY	  SESSION	  –	  Green	  Auditorium	  

8:30	  AM	  –	  8:45	  AM	   Recap	  of	  the	  previous	  day	  and	  direction	  for	  today	  

8:45	  AM	  –	  10:00	  AM	   Panel	  3:	  Standards	  and	  Best	  Practices	  

	   Description:	  Several	  industry	  organizations	  in	  multiple	  critical	  infrastructure	  sectors	  have	  
put	  forth	  standards,	  principles,	  and	  best	  practices	  targeting	  a	  variety	  of	  audiences.	  	  These	  
cover	  a	  wide	  range	  of	  audiences	  in	  numerous	  industries	  and	  contexts	  that	  together	  
provide	  a	  view	  into	  the	  entire	  ICT	  supply	  chain,	  including	  acquirers,	  and	  COTS	  providers	  
and	  manufacturers.	  	  These	  documents	  range	  from	  formal	  standards	  coupled	  with	  
conformance	  criteria,	  to	  practical	  guidelines	  for	  acquirers.	  	  This	  panel	  will	  include	  
representatives	  of	  several	  such	  organizations	  who	  will	  provide	  an	  overview	  of	  their	  
initiatives.	  

10:00	  AM	  –	  10:30	  AM	  	   Break	   	  

10:30	  AM	  –	  12:30	  PM	   Facilitated	  Discussion:	  Standards	  mapping	  overview	  and	  feedback	  into	  the	  Cybersecurity	  
Framework	  Core	  and	  potential	  gaps.	  There	  will	  be	  a	  discussion	  and	  audience	  input	  to	  
follow	  the	  presentation.	  

12:00	  PM	  –	  1:00	  PM	   LUNCH	  

1:00	  PM	  –	  1:30	  PM	   Keynote	  

1:30	  PM	  –	  2:30	  PM	   Workshop	  Summary:	  what	  was	  discussed,	  what	  was	  discovered,	  what	  are	  the	  general	  
impressions	  from	  the	  2	  days,	  poll	  results	  and	  next	  steps.	  

2:30	  PM	  –	  2:45	  PM	   Closing	  Remarks	  
	  


