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                        Abstract

                        Under Initiative 11 of the President’s CNCI Program, the National Institute of Standards and Technology (NIST) has been tasked with supporting federal policy development in Supply Chain Risk Management (SCRM) for Information Communications Technology (ICT).


To support NIST’s work, the Supply Chain Management Center of the Robert H. Smith School of Business at the University of Maryland College Park was awarded a grant in August, 2011. Our project attempted to inventory the proliferating array of existing industry and public sector initiatives across diverse ICT segments (software, hardware, networks and system integration services).


It also formulated a ICT SCRM community framework capable of embracing the processes and practices defined in these various initiatives within a single risk management architecture. This framework has three tiers: enterprise risk governance, system integration and operations. Within each tier, we defined a core set of attributes or distinct organizational capabilities.


This framework conferred two broad capabilities: defense in breadth and defense in depth and was intended to enable each of the initiatives to better understand its own relative positioning in the ICT SCRM ecosystem; to highlight distinctive capabilities of and complementarities between initiatives; and to facilitate the identification and assessment of gaps in coverage in the ICT SCRM community.


                        
                                
                                    Under Initiative 11 of the President’s CNCI Program, the National Institute of Standards and Technology (NIST) has been tasked with supporting federal policy development in Supply Chain Risk Management (SCRM) for Information Communications Technology (ICT).  To support NIST’s work, the Supply Chain...
                                    See full abstract
                                

                                
                                    Under Initiative 11 of the President’s CNCI Program, the National Institute of Standards and Technology (NIST) has been tasked with supporting federal policy development in Supply Chain Risk Management (SCRM) for Information Communications Technology (ICT).


To support NIST’s work, the Supply Chain Management Center of the Robert H. Smith School of Business at the University of Maryland College Park was awarded a grant in August, 2011. Our project attempted to inventory the proliferating array of existing industry and public sector initiatives across diverse ICT segments (software, hardware, networks and system integration services).


It also formulated a ICT SCRM community framework capable of embracing the processes and practices defined in these various initiatives within a single risk management architecture. This framework has three tiers: enterprise risk governance, system integration and operations. Within each tier, we defined a core set of attributes or distinct organizational capabilities.


This framework conferred two broad capabilities: defense in breadth and defense in depth and was intended to enable each of the initiatives to better understand its own relative positioning in the ICT SCRM ecosystem; to highlight distinctive capabilities of and complementarities between initiatives; and to facilitate the identification and assessment of gaps in coverage in the ICT SCRM community.


                                    Hide full abstract
                                

                        

                                            Keywords

                        
                                defense in breadth;                                 defense in depth;                                 information communications technology (ICT);                                 risk assessment;                                 SCRM community framework;                                 supply chain risk management (SCRM)                        
                



            Control Families

            
                    None selected
            


        



        


            


                Documentation



                
                    Publication:




                             Report  (pdf)


                



                
                    Supplemental Material:

                        None available

                


                
                
                



                    
                        Document History:

                        
                                    12/01/11: Other (Final)

                        
                    


            


                
                    Topics


                        Security and Privacy
                        
                                cybersecurity supply chain risk management,                                 risk management                        

                        Laws and Regulations
                        
                                Comprehensive National Cybersecurity Initiative                        

                


        


    





        


    


    

    
    

        
            
                
                    
                        
                    
                

                
                    
                        HEADQUARTERS

                        100 Bureau Drive

                        Gaithersburg, MD 20899
                    

                

            

            
                	
                        
                            twitter (link is external)
                        
                    
	
                        
                            facebook (link is external)
                        

                    
	
                        
                            linkedin (link is external)
                        

                    
	
                        
                            instagram
                             (link is external)
                        

                    
	
                        
                            youtube (link is external)
                        

                    
	
                        
                            rss
                        

                    
	
                        
                            govdelivery (link is external)
                        
                    


                
                    Want updates about CSRC and our publications?
                    Subscribe
                

            

        

        
            
                
                    
                
            

        


        
            
                
                    Contact Us |
                    Our Other Offices
                

            

            
                
                    Send inquiries to csrc-inquiry@nist.gov
                
            

        


        
            
                	Site Privacy
	Accessibility
	Privacy Program
	Copyrights
	Vulnerability Disclosure
	No Fear Act Policy
	FOIA
	Environmental Policy
	Scientific Integrity
	Information Quality Standards
	Commerce.gov
	Science.gov
	USA.gov
	Vote.gov


            

        

    



    




    

    