INEorMATION SECURITY AND Privacy Abvisory Boarp

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Management Act of 2002]

FINAL

MEETING AGENDA

February 1, 2 and 3, 2012

Residence Inn Washington, DC/Vermont Avenue, 1199 Vermont Avenue NW, Washington, DC, 20005-3519, (202) 898-1100
http://www.marriott.com/hotels/travel/wasdc-residence-inn-washington-dc-vermont-avenue/

*Please note: Speakers/times are subject to change without notice.

Wednesday, February 1, 2012

8:30 AM. | — [ 9:00 A.M.

9:00 AM. - . 10:30 A.M.
10:30 AM. | — | 10:45 A M.
10:45 AM. | — | 11:45 A M.
11:45 AM. - 1:.00 P.M.

1:00 P.M. : — : 2:30 P.M.

Welcome and Remarks

Dan Chenok, Chairman, ISPAB

Vice President for Technology Strategy, Public Sector Strategy & Innovation
Practice Senior Fellow, Center for The Business of Government IBM Global
Business

Panel discussion: Economic Incentives for Medical Device
Cybersecurity

Kevin Fu, Associate Professor, Computer Science, UMass Amherst
(moderator)

Brian Fitzgerald, Deputy Director, Division of Electrical and Software
Engineering, FDA CDRH OSEL

Louis ]acques, Director, Coverage and Analysis Group, Centers for
Medicare and Medicaid Services

James Keller, Vice President, Health Technology Evaluation and Safety,
ECRI Institute

George Mills, Director, Department of Engineering, The Joint Commission

Lt. Col. Erich P. Murrell, Medical Devices, Office of the Air Force Surgeon
General

B-R-E-A-K

NIST Updates
Donna Dodson, Division Chief, Computer Security Division, NIST

L-U-N-C-H

Cloud - Data Location, Data Storage and Data Sovereignty

Earl Crane, Director for Federal Cybersecurity, National Security Staff, The
White House

Alma Cole, Custom & Border Protection, DHS

Kevin Jackson, General Manager, Cloud Services, NJVC, LLC
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2:30 P.M.

3:45 P.M.

Security in the next generation mobility

Lily Chen, Mathematician, NIST

Murugiah Souppaya, Computer Scientist, NIST
Tom Karygiannis, Computer Scientist, NIST
Andrew Regenscheid, Computer Scientist, NIST

3:45 P.M.

4:00 P.M.

B-R-E-A-K

4:00 P.M.

5:30 P.M.

Derived Credentials, FICAM, PIV, and more

Hildegard Ferraiolo, Computer Scientist, NIST

Elaine Newton, Scientist, NIST

Tim Polk, Cryptographic Technology Group Manager, NIST
Catherine Tilton, Vice President, Standards & Emerging Tech, Daon

| 5:30 P.M.

Meeting Recessed
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Thursday, February 2. 2012

8:30 A.M.
9:00 A.M.

10:00 A.M.
10:15 A.M.

11:45 A.M.
1:00 P.M.

2:30 P.M.
2:45 P.M.

9:00 A.M.

10:00 A.M.

10:15 A.M.
11:45 A.M.

1:00 P.M.
2:30 P.M.

2:45 P.M.
4:15 P.M.

Board Review of the Meeting
DHS Updates

Bruce McConnell, DHS

B-R-E-A-K
Progress for Modernizing Federal Desktop Platforms

Matt Coose, National Cyber Security Division (NCSD), DHS
Matt Scholl, Deputy Chief, Computer Security, NIST
Donna Dodson, Chief, Computer Security, NIST

L-U-N-C-H

Kick-Starting NCCIC Information Sharing: Progress Report and
Recommendations from the National Cybersecurity and
Communications Integration Center

Greg Garcia (Moderator)

Patrick Beggs, DHS Director of Operations at National Cybersecurity and
Communications Integration Center-NCCIC

Denise Anderson, Vice President FS-ISAC, Government and Cross-Sector

Programs Financial Services Information Sharing and Analysis Center FS-
ISAC

Scott Algeier, Executive Director of the IT-ISAC and President and CEO,
Conrad, Inc.

B-R-E-A-K

Panel Discussion: Trustworthy Cyberspace: Strategic Plan for
the Federal Cybersecurity Research and Development
Program

Pat Muoio, Chief, National Information Assurance Research Lab, NSA

Keith Marzullo, Director of the CISE Division of Computer and Network
Systems (CNS), NSF

Chris Greer, Associate Director, Program Implementation, ITL, NIST

Bill Newhouse, Cybersecurity Advisor, NIST
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4:15 P.M.

5:45 P.M.

5:45 P.M.

Panel Presentation: Cyber Ecosystem and Automated Cyber
Indicator Sharing

Phyllis Schneck, VP and Chief Technology Officer, Public Sector McAfee,
Inc. (Moderator)

Bob Dix, Vice President, Government Affairs & Critical Infrastructure
Protection, Juniper Networks

Ron Plesco, CEO, National Cyber Forensics and Training Alliance

Richard Struse, Deputy Director, Software Assurance Program, GCSM,
National Cyber Security Division, DHS

Meeting Recessed
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8:30 A.M.

9:00 A.M.

9:15 A M.

10:15 A.M.
10:30 A.M.

11:45 AM.
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9:00 A.M.

9:15 AM.

10:15 A.M.

10:30 A.M.
11:45 AM.

12:45 P.M.
12:45 P.M.

Board Review of the Meeting
Public Participation

Legislature Updates

Tommy Ross, Senior Intelligence and Defense Advisor to Senate Majority
Leader Harry Reid

B-R-E-A-K
FedRAMP Updates

Lisa Carnahan, Computer Scientist, NIST

Matt Goodrich, Federal Cloud Computing Initiative, GSA
Ron Ross, NIST Fellow, NIST

Gordon Gillerman, Director, NIST Standards Services, NIST

Board — Wrap-up
Adjournment



