INEorRMATION SECURITY AND PRiIvacy Abvisory Boarp

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Management Act of 2002]

FINAL

MEETING AGENDA

June 11, 12, and 13, 2014

Courtyard Washington, DC/US Capitol, 1325 2" Street NE, Washington, DC, 20002, (202) 898-4000

*Please note: Speakers/times are subject to change without notice.

Wednesday, June 11, 2014

8:30 AM. - 10:00 AM. i Welcome and Remarks
Matt Thomlinson, Chair, ISPAB
Vice President, Microsoft Security
NIST Updates
Matt Scholl, Acting Division Chief, Computer Security Division, NIST
10:00 AM. - 11:00 AM. ' Personal Identity Verification (PIV) Credentials for Mobile
Devices
Hildegard Ferraiolo, Computer Scientist, Computer Security Division,
NIST
The Next Generation (SP 800-73-4) PIV Card and the Purpose
of the Pairing Code in the Wireless Environment
David Cooper, Computer Scientist, Computer Security Division, NIST
11:00 A.M. ;| — i 11:15 A.M. | B-R-E-A-K
11:15AM. | - 12.215P.M. | Big Data and Privacy
Marjory S. Blumenthal, Executive Director, President’s Council of
Advisors on Science and Technology, Office of Science and Technology
Policy
12:15P.M. { — | 1:30 P.M. L-U-N-C-H
1:30P.M. | — | 2230 P.M. | Privacy & Civil Liberties Oversight Board (PCLOB) Updates

- assessment of DHS cybersecurity privacy report

Sharon Bradford Franklin, Executive Director, Privacy & Civil Liberties
Oversight Board
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Wednesday, June 11, 2014

2:30 P.M.

3:00 P.M.

B-R-E-A-K

3:00 P.M.

4:00 P.M.

FISMA FY13 Report

Trevor H. Rudolph, Senior Analyst for Federal Cybersecurity Strategy,
OMB

4:00 P.M.

5:00 P.M.

US CERT

Ann Barron-DiCamillo, Director, United States Computer Emergency
Readiness Team (US-CERT), Assistant Deputy Director, National
Cybersecurity and Communications Integration Center (NCCIC),
Department of Homeland Security

5:00 P.M.

Meeting Recessed



INFORMATION SECURITY AND PRIVACY ADVISORY BOARD
FINAL Meeting Agenda, June 11, 12, and 13, 2014

Thursday, June 12, 2014

9:00 A.M.
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— 10:00 A.M.

International discussions and meetings- Norms, governance issues

Ari Schwartz, Senior Director for Cybersecurity on the United States
National Security Council Staff, The White House

10:00 A.M.

11:00 A.M.
11:15 A.M.

12:15 P.M.
1:15P.M.

2:45 P.M.
3:00 P.M.

— 11:00 A.M.

- 11:15 A M.
- 12:15P.M.

- L15P.M.
- 2/45P.M.

— 3:00 P.M.
— 4:00 P.M.

4:00 P.M.

Board Discussion
Dr. Charles Romine, Director, Information Technology Laboratory, NIST

B-R-E-A-K

Controlled Unclassified Information (CUI) Program and NIST
Standards

John Fitzpatrick, Director, Information Security Oversight Office, National
Archives and Records Administration (NARA)

Patrick Viscuso, PhD., Associate Director, Controlled Unclassified
Information, Information Security Oversight Office, NARA

Ron Ross, NIST Fellow, Project Leader, FISMA Implementation Project, Joint
Task Force Transformation Initiative

A Brief Visit from Dr. Willie May, Associate Programs Director, NIST
L-U-N-C-H

Emerging Guidance and Standards affecting Medical Device
Security

Kevin Fu, (Moderator), Associate Professor, The University of Michigan
Ken Hoyme, Distinguished Scientist, Adventium Labs

Dale Nordenberg, M.D., Co-Founder, Executive Director, Medical Device
Innovation, Safety & Security

Bakul Patel, Policy Advisor, Office of Center Director, Center for Devices and
Radiological Health, FDA1

B-R-E-A-K
National Cybersecurity Center of Excellence (NCCoE) Updates

Matt Scholl, Acting Division Chief, Computer Security Division, NIST

Meeting Recessed

1 http://www.fiercemobilehealthcare.com/story/highest-risk-mobile-medical-apps-focus-fdas-draft-guidance/2011-

07-19; http://www.fiercemobilehealthcare.com/story/fdas-bakul-patel-mobile-medical-apps-patient-safety-first/2013-

05-23


http://www.fiercemobilehealthcare.com/story/highest-risk-mobile-medical-apps-focus-fdas-draft-guidance/2011-07-19
http://www.fiercemobilehealthcare.com/story/highest-risk-mobile-medical-apps-focus-fdas-draft-guidance/2011-07-19
http://www.fiercemobilehealthcare.com/story/fdas-bakul-patel-mobile-medical-apps-patient-safety-first/2013-05-23
http://www.fiercemobilehealthcare.com/story/fdas-bakul-patel-mobile-medical-apps-patient-safety-first/2013-05-23
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Friday, June 13, 2014

9:00AM. ~ 10:00 AM. Federal Cloud Credential Exchange (FCCX) and the NSTIC

Douglas Glair, Manager, Digital Identity Services, USPS
Naomi Lefkovitz, Senior Privacy Policy Advisor, NIST
Public Participation

10:00 A.M. 11:00 A.M.  NIST Updates on Cryptography Process
Andrew Regenscheid, Computer Scientist, Computer Security Division,

NIST
11:00 AM. — 1L:15AM. B-R-E-A-K
1:115AM. — 12:15P.M. Board — Wrap-up
12:15P.M.  Adjournment
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