
 

      

 
 

  

 
	 		 	 	 	 	 	 	

 

   

		

   
 

		

    

	
	

 

 
 

   
 

	

  

INFORMATION SECURITY AND PRIVACY ADVISORY BOARD
 
Established by the Computer Security Act of 1987 


[Amended by the Federal Information Security Management Act of 2002]
 

F I N A L 

M E E T I N G A G E N D A 

June 10, 11, and 12, 2015 


National Cybersecurity Center of Excellence (NCCoE) 
9600 Gudelsky Drive, Room B-105, Rockville, MD 20850 (240) 314-6801 

*Please note: Speakers/times are subject to change without notice.	 

Wednesday, June 10, 2015 
9:00 A.M. – 9:15 A.M. Welcome and Remarks 

Dr.	Peter	Weinberger,	 Chair,	ISPAB	
Computer	Scientist,	Google 

9:15 A.M. – 10:45 A.M. Information Technology Laboratory (ITL) Realignment and 
Proposed Applied Cybersecurity Division (Presentation provided)

Donna	Dodson,	 Chief	Cybersecurity	Advisor,	Information	Technology	
Laboratory	(ITL),	NIST,	and	Director,	NCCoE 

Panel 1 - A look from the inside 

Nate	Lesser, 	Director,	NCCoE, 	ITL,	NIST 

Tim	McBride,	 Associate	Director,	NCCoE,	ITL,	NIST
Katerina	Megas,	 NSTIC,	 ITL,	 NIST	 
Dr. Ron Ross, NIST Fellow, Computer Security Division, ITL, NIST 

Panel 2 – External stakeholder discussion 

Dan Chenok, Executive Director, Center for The Business of Government at 
IBM 

Alex Popowycz, CIO, Health First 

Ed Roback, Deputy Director, Office of Critical Infrastructure Protection and 
Compliance Policy, U.S. Department of Treasury 

10:45 A.M. – 11:00 A.M. B-R-E-A-K 

11:00 A.M. – 12:00 P.M. National Initiative for Cybersecurity Education (NICE) Updates 
(Presentation provided)

Rodney	Petersen,	 Lead,	NICE	 

12:00 P.M. – 1:00 P.M. L-U-N-C-H 
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*Please note: Speakers/times are subject to change without notice.	 

Wednesday, June 10, 2015 
1:00 P.M. – 2:00 P.M. Executive Order 13694 Block the Property of Certain Persons 

Engaging in Significant Malicious Cyber-Enabled Activities 1 

Andrea	Gacki,	 Deputy	Director	of	the	Office	of	Foreign	Assets	Control,	
U.S.	Department	of	Treasury 

2:00 P.M. – 2:15 P.M. B-R-E-A-K 

2:15 P.M. – 3:15 P.M. IG Reporting on FISMA

Gale	Stone,	 (Moderator),	Deputy	Inspector	General,	SSA	
Dr.	Brett	M.	Baker,	 OIG,	National	Science	Foundation	 (Presentation	
provided)

Peter	J.	Sheridan,	 Senior	Manager	for	IT	Audits,	Federal	Reserve	Board	
(Presentation	provided) 

3:15 P.M. – 4:15 P.M. Vehicle infrastructure (auto-manufacturer communication and 
usability): Discussion on Data security and privacy (Presentation 
provided)

Andrew	Lacher,	Unmanned	and	Autonomous	 Systems	Research	Lead,	 
Mitre 

4:15 P.M. Meeting Recessed 

1 A) http://www.treasury.gov/resource-center/sanctions/Programs/Documents/cyber_eo.pdf, B) FAQ related to E.O. 
13694 Cyber-Related Sanctions page, C) posting on OFAC Recent Actions page that introduces the program.  The 
White House Blog also posted some useful information about the program.  
Additional information:  
Cyber-Related Sanctions Page: http://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx 
Public Notice: http://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20150401.aspx 
The White House Blog: https://www.whitehouse.gov/blog/2015/04/01/our-latest-tool-combat-cyber-attacks-what-
you-need-know 

https://www.whitehouse.gov/blog/2015/04/01/our-latest-tool-combat-cyber-attacks-what
http://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20150401.aspx
http://www.treasury.gov/resource-center/sanctions/Programs/pages/cyber.aspx
http://www.treasury.gov/resource-center/sanctions/Programs/Documents/cyber_eo.pdf
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*Please note: Speakers/times are subject to change without notice.	 

Thursday, June 11, 2015 

8:30 A.M. – 9:30 A.M.  NIST Crypto Standards and Adoptions (Presentation provided) 

 Quantum Cybersecurity (Presentation provided)

Dr.	Lily	Chen,		 Group	Leader,	Computer	Security	Division,	ITL,	NIST	 

9:30 A.M. – 10:30 A.M. Data Breach and Supply Chain Security

David	Cullinane,	 (Moderator),	Founder,	TruSTAR	
Jerry	Archer,	SVP	&	Chief	Security	Officer,	SallieMae	
Paul	Kurtz,	Chief	Executive	Officer	 (CEO),	 TruSTAR	 

10:30 A.M. – 10:45 A.M. B-R-E-A-K 

10:45 A.M. – 11:45 P.M. Wassenaar Arrangement 2013 Plenary Agreements 
Implementation: Intrusion and Surveillance Items, A 
Proposed Rule by the Industry and Security Bureau 2
(Presentation	provided)

Bob	Rarog,	 Senior	Advisor	to	the	Assistant	Secretary	for	Export	
Administration,	Bureau	of	Industry	and	Security,	Department	of	
Commerce	 

11:45 A.M. – 1:00 P.M. L-U-N-C-H 

1:00 P.M. – 2:00 P.M. The Communications Security, Reliability and Interoperability 
Council (CSRIC) Report on Cybersecurity Framework 3 4 
(Presentation provided)

Chris	Boyer,	(Moderator),	Assistant	Vice	President,	Global	Public	Policy,	 
AT&T	

Robert	H.	Mayer,	Vice	President,	Industry	and	State	Affairs,	USTelecom	 
Association 

2:00 P.M. – 3:00 P.M. Updates on NTIA Cybersecurity Request for Comment (RFC) 
Stakeholder Engagement on Cybersecurity in the Digital 
Ecosystem 5 

Allan	Friedman,	 PhD,	Director	of	Cybersecurity	Initiatives,	National	
Telecommunications	and	Information	Administration	(NTIA),	US	
Department	of	Commerce	

Evelyn	Remaley,	 Deputy	Associate	Administrator,	NTIA 

2 https://www.federalregister.gov/articles/2015/05/20/2015-11642/wassenaar-ar 
3 http://transition.fcc.gov/pshs/advisory/csric4/CSRIC_WG4_Report_Final_March_18_2015.pdf 
4 http://transition.fcc.gov/bureaus/pshs/advisory/csric4/CSRIC_WG4_PresentationFinal_31715.pdf 
5 http://www.ntia.doc.gov/files/ntia/publications/cybersecurity_rfc_03132015.pdf 

http://www.ntia.doc.gov/files/ntia/publications/cybersecurity_rfc_03132015.pdf
http://transition.fcc.gov/bureaus/pshs/advisory/csric4/CSRIC_WG4_PresentationFinal_31715.pdf
http://transition.fcc.gov/pshs/advisory/csric4/CSRIC_WG4_Report_Final_March_18_2015.pdf
https://www.federalregister.gov/articles/2015/05/20/2015-11642/wassenaar-ar
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Thursday, June 11, 2015 

3:00 P.M. – 3:30 P.M. Updates on OMB Circular No. A130 Revised (Presentation provided)

Carol	Bales,	 Senior	Policy	Analyst,	Office	of	Management	and	Budget 

3:30 P.M. – 3:45 P.M. B-R-E-A-K 

3:45 P.M. – 4:15 P.M. NIST Computer Security Division Updates

Matt	Scholl,	 Chief,	Computer	Security	Division,	ITL,	NIST 

4:15 P.M. – 4:45 P.M. Board Review 

‐ NIST	IR	8062,	 DRAFT	Privacy	Risk	Management	for	Federal	
Information	Systems	6 

‐ Topics	for	October	2015	meeting	 

4:45 P.M. – 5:15 P.M. National Cybersecurity Center of Excellence (NCCoE) Demo/tour

Donna	Dodson,	 Chief	Cybersecurity	Advisor,	ITL,	NIST,	and	
Director,	NCCoE 

5:15 P.M. Meeting Recessed 

6 http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062 

http://csrc.nist.gov/publications/PubsDrafts.html#NIST-IR-8062
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*Please note: Speakers/times are subject to change without notice.	 

Friday, June 12, 2015 

8:00 A.M. – 8:45 A.M. NIST Strategic Directions and Plans (Presentation provided)

Dr.	Richard	Cavanagh,	 Acting	Associate	Director	of	Laboratory	Programs,	
NIST 

8:45 A.M. – 9:45 A.M. CTO’s Priorities (Presentation	provided)
Alex	Macgillivray,	 Deputy	Chief	Technology	Officer,	The	White	House 

9:45 A.M. – 10:30 A.M. Updates on National Strategy for Trusted Identities in 
Cyberspace (NSTIC) (Presentation	provided)

Michael	Garcia,	 PhD.,	Acting	Director,	NSTIC 

10:15 A.M. – 10:30 A.M. Public Participation 

10:30 A.M. 11:30 A.M. Panel Discussion on “Open Source trustworthy software 
supply chain”

Dr.	Kevin	Fu,	 (Moderator),	Associate	Professor,	University	of	Michigan	 
Mike	Ahmadi,	Global	Director,	Critical	Systems	Security,	Codenomicon	 
(Presentation	provided)	

Brian	Fitzgerald,	Deputy	Director,	Deputy	Director,	Division	of	Electrical	
and	Software	Engineering,	FDA 	CDRH	OSEL 

Billy	Rios,	Founder,	Laconicly	 

11:30 A.M. – 12:30 P.M. Board – Wrap-up 

12:30 P.M. Adjournment 

Future meetings  
- 2015 

October 21-23 - US Access Board Conference Room, 1331 F Street, NW, Suite 800, Washington, DC 20004
 

- 2016 

March 2, 3, 4 

June 15, 16, 17 

October 26, 27, 28 



