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Epoch &: Enabling the
Identity Ecosystem
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Epoch &: Enabling the
Identity Ecosystem



Identity solutions will be privacy-
enhancing and voluntary

Identity solutions will be secure and
resilient

Identity solutions will be
interoperable

Identity solutions will be cost-effective
and easy to use



Gaps and Challenges for Advancing
the Global Identity Ecosystem

e Tom Smedinghoff

e John Bradley Lucy Lynch
e Ken Klingenstein ISOC

e [.eif Johansson



If carried out close to its ultimate
vision, the Identity Ecosystem
will be composed of a huge,
interlocked network of identity
and attribute providers, relying
parties, individual consumers and
citizens, an unimaginable number
of interdependent applications,
services and devices, standards,
and competing regulatory and
audit requirements. In such an
environment, is it possible to
have any assurance of privacy?
Are privacy risks understood and
manageable?

John Sabo



Usability

The usability panel panel discussions
by leading identity management and
standards experts addressing usability
and the user experience in online
banking, social media and

ecommerce that surround identifying
and implementing the four NSTIC
Guiding Principles in the Identity
Ecosystem:

Identity Solutions will be Privacy-
Enhancing and Voluntary

Identity Solutions will be Secure and
Resilient

Identity Solutions will be Interoperable

Identity Solutions will be Cost-Effective
and Easy To Use

Don Thibeau
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Peter Alterman



Searching for viable
pbusiness models

e Tyler Moore

e Kaliya Hamlin Jeff Friedberg
e Dave Coxe ol

e Peter M. Graham



NSTIC departs from most earlier e
identity systems by identifyingan
ecosystem of attribute providers that
is logically, if not operationally,
separate from other identity
providers. This raises a number of
new issues, including the
standardization of attribute
representations (schemata),
business models for attribute
providers, mechanisms for
establishing trust in an attribute
provider, and privacy issues. This
panel will examine the nature of these
future attributes and attribute
providers.

Jim Fenton
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