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- Cryptographic Technology Group. 

•	 Identify potential applications of cryptography in the area of
 
privacy/identity.
 

•	 We need guidance from policy people, advocates, industry for deciding 
which problems we should be looking at. 

•	 Cryptography can do surprising things. We need to do a better job of 
explaining these capabilities to people who can tell us how to leverage 
them in the privacy/identity arena. 



Meeting on Privacy-Enhancing Cryptography 

• Held in December of 2011 ( link ) 

• Goal: Get the different communities talking to each other. 

• Technical focus: 

Working with encrypted data without decrypting. 

http://www.nist.gov/itl/csd/ct/pec-workshop.cfm
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•	 Identity-based encryption. 

•	 Attribute-based encryption. 
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• U-Prove. 

• Idemix. 

• EPID. 
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Selective disclosure for NSTIC 

•	 Model identity (persona?, something else?) as a set of attributes. 

•	 Signed attributes are stored in some device. 

•	 A digital transaction involves a proof that my attributes satisfy a given 
criterion. 

•	 Privacy is protected by restricting criteria to only what is necessary to 
complete the transaction. 

•	 “born before March 15, 1991” 

•	 “has valid prescription for Vicodin” 
This is not easy: the pharmacist does not find out who the 
prescribing doctor is. 
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NIST randomness beacon 

http://www.nist.gov/itl/csd/ct/nist_beacon.cfm
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