Preventing Website Hacking

Goal: Raise the level of software
assurance (SA) Iin U.S.

Broad scope: The Software Assurance
Metrics And Tool Evaluation
(SAMATE) helps helps developers
build better software, from OS to
firewalls, SCADA to web services,
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The purpose of the SAMATE Reference Dataset (SRD) is to provide users, researchers, and software security assurance tool
developers with a set of known security flaws. This will allow end users to evaluate tools and tool developers to test their methods. l I I l I I l re l I I re I I l e | I S
These test cases are designs, source code, binaries, etc., i.e. from all the phases of the software life cycle. The dataset includes

"wild” (production), "synthetic” (written to test or generated), and "academic” (from students) test cases. This database will also
contain real software application with known bugs and wvulnerabilities. The dataset intends to encompass a wide variety of

possible vulnerabilities, languages, platforms, and compilers. The dataset is anticipated to become a large-scale effort, gathering
test cases from many contributors. We have more information about the SRD, including goals, structure, test suite selection, etc. -

Browse, download, and search the SRD

Anyone can browse or search test cases and download selected cases. Please click here to browse the test case repository; or . . .
download selected or all test cases. To find specific test cases, please click here. E Sta I S S O tware O u r C e O e e C u r I y n a yS I S O O

How to submit test cases
We welcome submission of software artifacts with security vulnerabilities. We also welcome samples of avoiding or mitigating such

vulnerabilities. A test case consists of one or more files that manifests the security error, and metadata about the file(s), such as . . . . .
the platform, language, etc. The submission screen will prompt for this information, before uploading the file(s). Please register or u n C I O n a p e C I I C a I O n e r S I O n .

login, then click here to submit test cases.

Currently:
Web application scanners

Source code security analyzers
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