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What are the three most
Important factors in security
awareness?



What about compliance?

Compliance doesn’t insure awareness.

IS a one-size-fits-all, point-in-time snapshot
that demonstrates you meet the minimum, security-related
requirements of specific regulatory standards .

IS the whole unique system of policies, processes,
and technical controls that define how your organization
stores, processes, consumes and distributes data so that
It's effectively and verifiably protected from cyber threats.



Education and Awareness...

...are different subjects.

...Is Iinformation and instruction.

...I1s the knowledge and
attitude members of an organization possess regarding the
protection of the physical, and especially informational, assets
of that organization.



How do you get from this... 4
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To this?






The Art of Simplification
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The Ebbinghaus Forgetting Curve

...was originally published in 1885.
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The Human Component of Security

“Cybersecurity experts, including the FBI and
cyber-security professionals from around the world,
confirm the biggest weakness in cybersecurity is human
error. In fact, IBM revealed in its latest Cyber Security
Intelligence Index that

from following links to phishing scams to visiting bad
websites, enabling viruses and falling victim to other
advanced persistent threats.”

Huffington Post, 05/10/2017



“The

or dealt with in achieving

success or making progress

toward an objective.”



Retention increases to 90%0...

...with several spaced repetitions
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What are the three most
Important factors in
security awareness?
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Ways to Insure Repetition

Computer Generated Reminders
E-mail

Text Messages

Logon Messages

Web Site

Newsletters

Training Exercises

Newsletters

Posters
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