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Heather Smee is an Information Security Professional with 17 
years of experience in the Insurance Industry.  In 2011 she joined 
the Information Security team and since 2016 she has been 
managing the information security governance and compliance 
function for the organization.
Areas of focus include security education and awareness, 
regulatory compliance, development and execution of the 
vendor security program, policy and standard stewardship, and 
access management governance.

Mark has worked for Westfield for 3 years promoting 
information security education and awareness activities. He 
has conducted phishing exercises for Westfield for the last 2 
years and has implemented a phishing outreach program for 
frequent clickers. Prior to his engagement with Westfield, 
Mark worked as an Instructional Technologist with Indiana 
University in Indianapolis.



Where We Work



Our History



Our Story

• Established in 1848

• 2,600 Employees
• Home Office = 

1,600
• P&C in 21 states  
• Surety business 

in all 50 states



Where We Do Business



Our Golf Course



Our Culture



Back to Reality!

http://teamcenter/teams/infosec/Documents/display.html


Westfield Starts Phishing Exercises



The Repeated Click Rate Went Down Quickly

….but then we looked a little bit harder.



2017 Results

….and we looked a little bit harder.



And Then We Found….



Frequent Clickers

Name Phishing Scenario Date Clicked

Vendor X January X

January 2 X

February X

February 2 X

March X

March 2 X

April X

…. and it just kept going and going…..



We Were Faced With Choices



We Needed To Consider Our Culture 



We Asked Ourselves…



Not Knowing Where To Go…



Research, Research, Research….



https://sth-community.sans.org/t/q5zs26

The most 
significant learning 
happens at the 4th

response!

Gather feedback 
on your training 
program, you may 
be shocked by 
what you hear.

Research, Research, Research….

https://sth-community.sans.org/t/q5zs26


Research, Research, Research….



Collaboration with HR, Procurement & Legal

• Clicking on 3 phishing exercises during a 12 month time period will prompt 
enrollment in the Phishing Awareness Outreach Program consisting of a brief 
monthly inform designed to assist in detecting malicious emails.

• Clicking on 5 phishing exercises during a 12 month time period will result in a 
meeting with a member of the information security team to discuss the risk 
associated with phishing and steps that can be taken to help improve response 
to these exercises.

• Clicking on 7 phishing exercises during a 12 month time period will result in an 
escalation to the employee’s leader with a request to discuss strategist for 
improvement in this area. 



The Email



The Outreach Letter



The Fifth Click



• In general it's OK to open it, we 
don't count it.

• Hover with your mouse to get a 
preview of the url.

• We provide clues in the email.
• Attachments are more difficult 

but we can analyze them for you.
• You need to slow down.

The Meeting



What We Know

• Since 1/2018 no one has 
clicked more than 5 times on 
phishing exercises.

• We have had about 12 
interviews of people clicking 
more than 5 times.

• We work hard to establish 
good rapport with our clients.



May Phish No Interviewees Clicked



Uptick In Phishing Reporting



What We Get Out Of It

Feedback on the program.

A better understanding of what 
people are having issues with in 
regards to identifying phish.

A sense of what is happening in 
people’s daily lives (in regards to 
their inboxes).

An opportunity to gain trust.



There Are Small Personal Wins!
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