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Stephen Schneiter 
CompTIA Instructor Network Program Manager,
Product Manager, Security+ 

sschneiter@CompTIA.org 

@TeachCompTIA 

Stephen is responsible for assisting instructors internationally get
the most out of CompTIA certifications. The goal of the network is 
to help instructors with best practices, strategies and tools to help
lead a successful training event and help their students attain
certification. 
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CompTIA is . . . 

The voice of the world’s information technology (IT) 
industry. 
• Non-profit: We are the world’s largest IT trade association advancing the 
global interests of IT professionals. 

• Philanthropic: CompTIA’s Creating IT Futures Foundation helps provide 
opportunity for the unemployed and under-employed to gain access to 
careers in IT. 

• A force for change through advocacy: CompTIA promotes sound public 
policy at the state and federal level to advance the digital economy. 

• Membership: With our acquisition of the Association of IT Professionals, 
we have extended our reach to IT Professionals worldwide. We also have 
thousands of corporate members. 

• A leader in IT certifications: With over 2 million certified professionals, 
CompTIA offers IT professionals a roadmap for establishing and advancing 
their careers. 
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Upcoming Events 

• CompTIA CPT+ BETA EXAM – January 31, 2018 
– Time still available to take the beta exam for a 

little while longer 

• CompTIA CPT+ Sneak 
– January 30, 2018 
– Inside look at CPT+ objectives 
– Provides an idea as to what to expect on 

CPT+ Exam 
– Registration link http://bit.ly/2kMxEK7 

• Exam will be available Q3 

* Exam name still not final 
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Upcoming Events – CASP TTT 

• April 10th - May 16th 

• Covers all objectives, not just new topics. 

• Content will be presented as if you were a student 

• Opportunity to Interact with instructor and other participants 

• Training material will be provided 

• Teaching strategies and delivery best practices 

• Demonstrations of different activities and labs 

• Homework activities will be assigned 
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ITF beta exam 

• The updated CompTIA IT 
Fundamentals exam coming in Q3 
2018! 

• Our beta exam will be available on 
February 21st, 2018. 

Partner Webinar February 28: 
Recording: http://bit.ly/2FY1Smk 

ITF Sneak Peek: March 13! 
Recording: http://bit.ly/2FxrjMH 
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So let’s talk Network Resiliency 

• Current Trends 

• Looking to the future 

• Should I turn to the clouds? 

• Today’s security strategy 

• Disturbing Trends 

• How do you make a resilient network? 

• Where is the rocket science? 

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 



 Current trends 



            

    

 

 

 

The changing security landscape – increasing the “attack surface” 
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What security issues are we facing in the future? 

• In some ways, the usual problems 

• Each affects network resilience 
• But, notice: 
• Web and malware remain at the top 

• 20% of attacks is “Other.” What 
does that mean? 



    Todays attack strategies and tactics 
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ATP 
• Long-term infiltration 

– Requires significant reconnaissance 

– Highly-skilled individuals 

– Traditionally 

state-sponsored 

– Multi-team attacks 

• Persistent issues 

– Silo-based communication 
– Weak authentication 

– End point issues 

• IoT 

• Mobile devices 

– No practical monitoring 

– Few practical metrics 
– Covert channels 

– Cloud implementations 

• Don’t know business 

https://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html 



            

     

  

      

      

  

  

   

  

          

        

 

            

      

          

Ransomware 

• One of the biggest issues today 

– How it gets in 

– What it can do to a company 

– Where is the help desk in all 

of this? 

• How to address it 

– Training 

– Removal / payment 

– Creating a resilient presence 

– Properly pivot resources 

“It’s a 1-billion dollar a year business that is now in the cloud.” 

-- John Dvorak, formerly of the United States Federal Bureau of 

Investigation (FBI) 

“Our organization has been the target of multiple phishing attacks in the 

past year. We have utilized our helpdesk to communicate with end-users 

and provide user education regarding how to spot and avoid phishing 

scams.” 
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       The new things to watch out for on the horizon! 

https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers 

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 15 

http:CompTIA.org
https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers


            

   New unicode domain name phishing attack 

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 16 

http:CompTIA.org


            

   New unicode domain name phishing attack 
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The end user… 

• Some say the weakest link 
• Some say the ultimate problem 
• Some say worse than the
outside threat 
• Some say the last line of
defense 
• Many are technology
consumers but few are skilled in 
technology 
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The end user… 

• 91% of successful data breaches started with 
a spear phishing attack 

• CEO Fraud (aka Business Email Compromise) 
causes $5.3 billion in damages yearly 

• W-2 Scams social engineer Accounting/HR to 
send tax forms to the bad guys 

• Ransomware is a 1 Billion+ dollar criminal 
business in 2017, and continues to grow 
exponentially 

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 19 



Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org            
https://www.kozatechnology.com/services/cyber-security-services/ 

20 

https://www.kozatechnology.com/services/cyber-security-services


            

    

 

 

 

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 21 

https://www.knowbe4.com/hubfs/PhishingandSocialEngineeringin2018.pdf?t=1513870696549&utm_source=hs_automation&utm_medium=email&utm_content=585624 
04&_hsenc=p2ANqtz-8Musph_RFNh3JL4_ictXD9GjlTNhd3cWYsOEQWIHBeIuoF36MJ5jjnsbNYICZqGOTy-Y-CyXBNGDfbjJLlVGShGRfNkA&_hsmi=58562404 

What end-users need to know 

• Who 

• What 

• When 

• Where 

• How 



            Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org22 

http:CompTIA.org


            

   

     

     

      

     
   

       

mpTIA Properties, LLC. All Rights Reserved. | CompTIA.org

Training the end user… the 
human firewall 

1. Prioritize and make your messages and 
training relevant 

2. Test frequently to build secure reflexes 

3. Use metrics to reinforce and tell your story 

4. Your awareness program operates within the 
larger context of your organizational culture 

5. Think like a marketer, act like an attacker. 
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Best practices for end-user training 

• Baseline testing 
• Train your users 
• Phish users 
• Analyze data 



            

  CompTIA Security Pathway 
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  Your Turn … 

Q u e s t io n s 
CommentsO b s e r v a t io n s 
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For more information contact: 

CompTIA Instructor Network 

Stephen Schneiter Tazneen Kasem 
Instructor Network Program Director. Product Development & CIN 
Manager CompTIA 
sschneiter@comptia.org tkasem@comptia.org 

To join email: CIN@CompTIA.org 
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