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CompTlAis...

The voice of the world’s information technology (IT)
industry.

v Non-profit: We are the world’s largest IT trade association advancing the
global interests of IT professionals.

v Philanthropic: CompTIA’s Creating IT Futures Foundation helps provide
opportunity for the unemployed and under-employed to gain access to
careersin IT.

v A force for change through advocacy: CompTIA promotes sound public
policy at the state and federal level to advance the digital economy.

v Membership: With our acquisition of the Association of IT Professionals,
we have extended our reach to IT Professionals worldwide. We also have
thousands of corporate members.

v A leader in IT certifications: With over 2 million certified professionals,
CompTIA offers IT professionals a roadmap for establishing and advancing
their careers.

CompT 1A
AROLT UL IR R TDOL
v r.1 - e "I A
|
L]

WHY CERTIFY CERTIFICATIONS TRAINING

TESTING CONTINUING EDUCATION GET INVOLVED

Jumpstart Your Career

With CompTIA Certifications

Why Get Certified

000000000000 =

= 1000000000000

—00O0OO00000CEEEL

0000000000

‘o] — = e

CompTlA

Instructor Network

CompT A

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org


http:CompTIA.org

CompTllA

Instructor Network

Announcements

y



. CompTlA
Upcoming Events nstractor Network

= CompTIA CPT+ BETA EXAM —January 31, 2018
— Time still available to take the beta exam for a

little while longer ( omp | lA
= CompTIA CPT+ Sneak
— January 30, 2018
— Inside look at CPT+ objectives

— Provides an idea as to what to expect on
CPT+ Exam

— Registration link

= Exam will be available Q3

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 5
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Upcoming Events — CASP TTT ComgTIA

Instructor Network

April 10t - May 16t

Covers all objectives, not just new topics.

CompTlA
CASP
U

Content will be presented as if you were a student
Opportunity to Interact with instructor and other participants
Training material will be provided

Teaching strategies and delivery best practices
Demonstrations of different activities and labs

Homework activities will be assigned

CompTlA Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 6
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IT
Fundamentals

ITF beta exam

The updated CompTIA IT

Fundamentals exam coming in Q3
2018!

Our bet Il be availabl Partner Webinar February 28:
ur neta exam wi € avallapbie on . i .
February 21st, 2018. Recording: http://bit.ly/2FY1Smk

ITF Sneak Peek: March 13!
Recording: http://bit.ly/2FxriMH

CompTlAm Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org7
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So let’s talk Network Resiliency

= Current Trends

= Looking to the future

= Should | turn to the clouds?

= Today’s security strategy

= Disturbing Trends

= How do you make a resilient network?

= Where is the rocket science?

COfﬂpT'A Copyright (c) 2018 Comp
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The changing security landscape — increasing the “attack surface”

—
EVOLVING |
ENDPOI DISSOLVING PERIMETER

CompT A

Instructor Network

SECURITY ENCRYPTED

COMPLEXITY OF |
POSTURE TRAFFIC
PRIVACY OSTU T

INCIDENT [l NEW SECURITY
RESPONSE CONTROL
ADOPTION
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What security issues are we facing in the future?.250%.

Top 3 Industries Targeted
' 450/ T SERVICES/CLOUD/SAAS

* |n some ways, the usual problems
e Each affects network resilience

* But, notice:

) H”l 9290/y FINANCIAL SERVICES
 Web and malware remain at the top

* 20% of attacks is “Other.” What S BUBHGSECTOR
does that mean?

W web Application Attack 240/0
Malware ] 90/0
Application specific Attack 199,
pos/opos 9%
B Reconna Issance 99,

B other Attack Types ()9,



Todays attack strategies and tactics

CompTlA



ATP

Long-term infiltration
Requires significant reconnaissance
Highly-skilled individuals
Traditionally
state-sponsored
Multi-team attacks

Persistent issues
Silo-based communication
Weak authentication
End point issues
= |oT
= Mobile devices
No practical monitoring

Few practical metrics

Covert channels

CompTlA
RECONNAISSANCE Instructor Network

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

https://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html

Cloud implementations

= Don’t know business

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.dt3



Ransomware

= One of the biggest issues today | Whsit Happened t6 My COmMIEr? | CompT A

Your important files are encrypted. Instructor Network

H H H Many of your documents, photos, videos, databases and other files are no longer
- O W I t g et S I n accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time, Nobody can recover your files without
our decryption service.

— What it can do to a company Pa/on WAl B artRa oy

Can I Recover My Files?

. . 51512017 14:57:41 Sure. We guarantee that you can recover all your files safely and easily. But you have
— Where is the help desk in all : 59180 pongh i
Time L You can decrypt some of your files for free. Try now by clicking <Decrypt>.
. rTin i But if you want to decrypt all your files, you need to pay.
Of t h is ? You only have 3 days to submit the payment. After that the price will be doubled.
. Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on
H How Do I Pay?

u H O W t O a d d re S S I t 511912017 14:57:41 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
.. click <How to buy bitcoins>.
— Tr-a | n | n g b And send the correct amount to the address specified in this window,

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Y e P

Time Left

— Removal / payment
— Creating a resilient presence

— Properly pivot resources

“It’s a 1-billion dollar a year business that is now in the cloud.”
-- John Dvorak, formerly of the United States Federal Bureau of
Investigation (FBI)

“Our organization has been the target of multiple phishing attacks in the
past year. We have utilized our helpdesk to communicate with end-users
and provide user education regarding how to spot and avoid phishing
scams.”

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org
CompTlA
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The new things to watch out for on the horizon! CompTIA.
Instructor Networ

Help

File Edit View History Bookmarks Tools

IDN Homograph Example

c @ (O @& https://apple.com

Hey there!

This site is obviously not affiliated with Apple, but rather a demonstration of a flaw in the way unicode domains
are handled in browsers. It is very possible that your browser isn't affected.

Check out the complete blog post by Xudong Zheng for more details.

https://www.theguardian.com/technology/2017/apr/19/phishing-url-trick-hackers

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 15
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New unicode domain name phishing attack ComgTIA

Instructor Network
File Edit View History Bookmarks Tools

Help

IDN Homeograph Example

cC @ @ & https://apple.com

4 Site Security

here!

& apple.com
secure Connection bviously not affiliated with Apple, but rather a demonstration of a flaw in the way unicode domains
in browsers. It is very possible that your browser isn't affected.
Verified by: Amazon

t the complete blog post by Xudong Zheng for more details.

Meore Information

CompTlA

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.org 16
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New unicode domain name phishing attack ComgTIA

Instructor Network
IDN Homograph Example
c @ @& https;//apple.com e @ o | Q Search
Hey there! been verified for the fo
@ Page Info - https://apple.co - O <1 Apple, but rather a demonstration of a flaw W Certificate \
A i i - cted,/ A N
fﬁ' *i f;- Certificate Viewer: "xn--80ak6aa%2e.com” ~5
e = = Server Certificate
General Permissions = Security
General Details

Website Identity

Website: apple.com This certificate has been verified for the following uses: Issu ed To

Owner: This website does not supply ownership information. SSL Client Certificate

Verified by: ~ Amazon
Expires on:  Tuesday, June 26, 2018

SSL Server Certifi

Common Name (CN) BB GTEE RIS

Organization (O) <Not Part Of Certificate>

pan--80ak6aa92e.co

<Not Part Of Certificate> Organizational Unit (OU) <Not Part Of Certificate>
Privacy & Histo t Part ifi
Hav:visited t:s website prior to today? No Serial Number 0D:88:D5:69:FA:DA:A1:F4:E1:C6:74:C0:BB:FA:4 Seﬂa' Number 00:88:05:69: FA:DA:A1 :F4:E1 :CG:?4:CD:

Is this website storing information (cookies) on my

e Yes Issued By

computer: Common Name (CN)  Amazon

Have | saved any passwords for this website? No Organization (0) Amazon

] Organizational Unit (OU) Server CA 1B Amazon

Technical Details Period of Validity

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256, 12§ Begins On Thursday, May 25, 2017 Am azon
The page you are viewing was encrypted before being transmitted over the Int Expires On Tuesday, June 26, 2018

Encryption makes it difficult for unauthorized people to view information trave Fingerprints 'VEr CA
computers. It is therefore unlikely that anyone read this page as it traveled acro SHA-256 Fingerprint 1R:ER:59:00:C0 A1 AT:02:11:4C: C1:AD: OE+ES: FR:AC:

4B:52:61:0 :B5:91:43:B2:22:30:3C:79:C1:8C:C8
SHA1 Fingerprint 67:63:9F:1C:47:CA:2E:01:D7:71:78: A6:82: 74: AE:9D:0D:30:DD:C2

Close

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.or 17
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The end user...

- Some say the weakest link
- Some say the ultimate problem

- Some say worse than the
outside threat

- Some say the last line of
defense

- Many are technology
consumers but few are skilled in
technology

CompTlA

Instructor Network
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The end user...

= 91% of successful data breaches started with
a spear phishing attack

= CEO Fraud (aka Business Email Compromise)
causes $5.3 billion in damages yearly

= W-2 Scams social engineer Accounting/HR to
send tax forms to the bad guys

= Ransomware is a 1 Billion+ dollar criminal
business in 2017, and continues to grow
exponentially

CompTlA Copyright (92018 Comp .



We have virus software so my computer is
protected from everything

Technology provides full protection
There’s nothing important on my computer
It's not my job / I'm too busy to worry



https://www.kozatechnology.com/services/cyber-security-services

*Phishing
*Spear-Phishing
*BEC

What end-users need to know

. sReconnaissance
Social _
Media and *Fake friends
FR— *Watering-hole attacks

= Who Internet sUse of breach data

= What
= When
*Ransomware
= Where -Pseudo-ransom\n-lare
*False flag operations
sExtortion
How sAutomation

*Search result poisoning

*Malicious insiders

- *Organized crime
Criminal -,
Groups *Hactivists
*Nation States
sTerrorists
https://www.knowbe4.com/hubfs/PhishingandSocialEngineeringin2018.pdf?t=1513870696549&utm_source=hs_automation&utm_medium=email&utm_content=585624
04&_hsenc=p2ANqtz-8Musph_RFNh3JL4_ictXDIGjITNhd3cWYsOEQWIHBeluoF36MJ5jjnsbNYICZqGOTy-Y-CyXBNGDfbjILIVGShGRfNkA&_hsmi=58562404 . Physical on-site attacks
*Endpoint
CompT| A Attack *Mobile

vectors *Network
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Employers’ Primary Cybersecurity Training Methods

Online In-person group Paper-based 11
modules workshops training manuals training

Copyright (c) 2018 CompTIA Properties, LLC. All Rights Reserved. | CompTIA.Q
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Training the end user... the
human firewall

Prioritize and make your messages and \
training relevant v e

Test frequently to build secure reflexes

Use metrics to reinforce and tell your story

Your awareness program operates within the
larger context of your organizational culture

Think like a marketer, act like an attacker.

Copyright 32018 Co
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Best practices for end-user training

= Baseline testing
= Train your users
= Phish users

= Analyze data

CompT A



CompTIA Security Pathway ComgTIA
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Security+

J\ Y <>

Network+

T
Fundamentals

\e==w
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Your Turn ... ) a CompTIA
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For more information contact:

CompTlA

Instructor Network

CompTIA Instructor Network

Stephen Schneiter
Instructor Network Program
Manager
sschneiter@comptia.org

Tazneen Kasem

Director. Product Development & CIN
CompTIA

tkasem@comptia.org

To join email: CIN@CompTIA.org

CompTlA
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