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Security against side-channel attacks has been explicitly mentioned by the NIST as a target in the
ongoing standardization process for lightweight cryptography. In this talk, we will analyze the leakageresistance of some of the candidates selected for the second round of the competition, including Ascon,
ISAP, PHOTON-Beetle, Pyjamask and Spook (by elaborating on the results in [3]).
Our starting point for this purpose is the deﬁnitional framework introduced in [2] and discussed in [5].
Based on it, we observe that the aforelisted submissions to the NIST competition follow quite diﬀerent
approaches to prevent side-channel attacks. Some use “mode-level” mechanisms to mitigate the leakage
(with more or less formal guarantees), others opt for algorithmic optimizations that enable eﬃcient
“implementation-level” countermeasures such as masking [1, 4] – a few submissions mix both.
Concretely, we will start by simplifying the types of mode-level leakage-resistant guarantees in four
categories (typically reﬂected by the selected ciphers), and describing the design tweaks that are instrumental in proving integrity and conﬁdentiality guarantees with leakage in these four cases.
Next, we will discuss the interaction between these formal guarantees of leakage-resistance and concrete side-channel security. This discussion allows us to cast the diﬀerent authenticated encryption schemes
under investigation as a tradeoﬀ between the constraints on the modes in order to deal with certain types
of (sometimes liberal) leakages and the pressure on implementers to limit the leakage.
Since more mode-level leakage-resistance usually implies some overheads in the unprotected setting,
there is no generally better authenticated encryption scheme and the selection of an algorithm with the
required implementation-level countermeasures creates a wide design space that is quite dependent on
application constraints. In general, we conclude that as the required security against side-channel attacks
increases, more mode-level leakage-resistance helps to limit the performance overheads.
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