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Abstract. WAGE is a hardware-oriented authenticated cipher, which 
has the smallest hardware cost (for 128-bit security level) among the 
round 2 candidates of the NIST lightweight cryptography (LWC) 
competition. Recently, we, as the same group of authors, have provided 
analysis of the security of WAGE against the correlation power anal-
ysis (CPA) on ARM Cortex-M4F microcontroller, proposed the first 
optimized masking scheme of WAGE in the t-strong non-interference 
(SNI) security model, and given a brief evaluation on the hardware 
performance of WAGE. In this work, we present a detailed side-channel 
protected implementation of WAGE in the t-SNI security model. We 
provide optimized gate count in terms of algebraic normal form (ANF) 
for WGP S-boxes and evaluate the hardware performance of protected 
WAGE for 1, 2, and 3-order security and provide a comparison with 
other NIST LWC round 2 candidates. For instance, for the 1-order 
protection, the protected WAGE consumes an area of about 11.2 kGE in 
STMicro 65 nm technology. 

Keywords: Authenticated encryption, WAGE, Side-channel attack, 
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1 Introduction 

Side-channel analysis is a class of attacks that exploit the implementation and 
physical execution of a cryptographic algorithm to extract secret information 
through the power consumption [28] or electro-magnetic emanations [22,3]. 
Starting from the seminal work of Kocher et al. [28], there has been an active 
research on evaluating the security of ciphers against differential power anal-
ysis (DPA) and its variant correlation power analysis (CPA) [12]. In general, 
a DPA attack aims to recover the secret information by analyzing the differ-
ences in power consumption for varying input data, while a CPA attack focuses 
on the correlation factor between the hamming weight of handled (unknown) 
data and power samples. Several standardized encryption algorithms and hash 
functions such as DES, AES, Keccak and ASCON have been analyzed against 



such attacks and countermeasures of side-channel attacks have been proposed 
[5,4,29,11,35,26,23,24]. 

An effective countermeasure against side-channel attacks exploiting the 
power consumption is masking. Any linear operation over the shares can be 
masked linearly, however processing nonlinear operations such as AND and/or 
S-box is complex. The design of efficient secure masking schemes for nonlinear 
operations is a challenging task. Ishai, Sahai and Wagner (ISW) [27] have 
initiated the study of securely computing a circuit consisting of XOR, AND and 
NOT gates where the AND gates are replaced by secure AND gadgets. From the 
security point of view, the ISW construction is resistant to the t-order probing 
attack when the number of shares n ≥ 2t + 1, i.e., evaluating the leakage on a 
set of at most t out of n points does not reveal information about a sensitive 
variable x. Barthe et al. [8] redefined the ISW security and introduced a stronger 
security notion, called t-strong non interference (t-SNI) security under the ISW 
probing model, which minimizes the number of shares to n = t + 1 (i.e., almost 
half) and its compositional security definition guarantees the t-SNI security in 
a large construction by securely composing t-SNI secure gadgets. Several other 
techniques for side-channel attacks have been proposed, including Threshold 
implementation [30], Consolidated Masking Scheme [31], Domain Oriented 
Masking (DOM) [25] and Unified Masking Approach [24]. In [20], De Cnudde et 
al. presented an AES hardware implementation using t+1 shares in the presence 
of glitches. The countermeasures on the secure evaluation of the AES S-box have 
been investigated in the literature extensively, e.g., [32,14,17,33,15,16,19,34] 
based on finite field computations, randomized lookup table, and customized 
gate-level implementations. In particular, for the randomized lookup table, 
a first-order countermeasure for S-boxes was first proposed by Chari et al. 
in [15], and later on, in [16], Coron generalized the randomized lookup ta-
ble countermeasure [16]. In the follow-up work [19], Coron et al. proposed 
a construction of a randomized lookup table countermeasure that is t-SNI secure. 

Our contribution. We have provided analysis of the security of WAGE against 
the correlation power analysis (CPA) on ARM Cortex-M4F microcontroller, 
proposed the first optimized masking scheme of WAGE in the t-strong non-
interference (SNI) security model, and given a brief evaluation on the hardware 
performance of WAGE in [21]. In this work, we present detailed side-channel 
implementation results of WAGE in the t-SNI security model. To achieve the 
area optimized masked S-boxes, we exploit the internal structures of the SB and 
WGP S-boxes. For SB S-box, we exploit its iterative construction and apply the 
common share multiplication technique to optimize the area. We obtain an op-
timized circuit implementation of WGP with help of the VHDL and GAP tools 
and provide optimized gate counts in terms of algebraic normal form (ANF) 
for WGP S-boxes. The hardware implementation results of WGP for different 
approaches are presented. The optimized WGP S-box is implemented using 313 
XOR, 172 AND and 66 NOT gates. Our hardware architecture for the masked 
WAGE is parallel. The protected hardware implementation is built on top of the 
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original WAGE hardware presented in [1]. We implement the round function for 
the t-order (t = 1, 2, 3) masked WAGE in STMicro 65 nm and TSMC 65 nm 
technologies and provide area results for WGP and SB S-boxes and the WAGE 
authenticated encryption (AE) scheme in Table 4. For instance, our smallest 
implementation of WAGE AE has a cost of 11.2 kGE for the 1-order protection 
in STMicro 65 nm technology. We provide a comparison 4 of WAGE AE with 
the currently known available first-order protected implementations of the NIST 
LWC round 2 candidates in Table 1. 

In this paper, we also provide the ANF expressions for each component of 
WGP (Appendix A.1), and the circuit implementing WGP using AND, XOR, 
and NOT gates (Appendix A.2). 

Table 1: Comparison of WAGE with NIST LWC round 2 candidates for the 
1-order protection. Only the results for the round based implementation of pri-
mary members is listed. 
Algorithm Ref. Impl. type Technology Synthesis Area [GE] 

WAGE AE Section 4 Masking 
STMicro 65 nm 
TSMC 65 nm 

Physical 
11177 
12711 

ASCON [26] Threshold UMC 90 nm Physical 28610 

SKINNY-AEAD [10] DOM 
UMC 90 nm 
IBM 130 nm 

-
-

20534 
18817 

GIFT-COFB [7] Threshold STMicro 90 nm Logic 13131 
SUNDAE-GIFT [13] Threshold TSMC 90 nm Logic 13297 

2 Preliminaries 

Notations. Let F2 = {0, 1} be the Galois field, and F27 be an extension field 
where each element is a tuple of 7 bits. Fm is a vector space of dimension m.2 
⊕ and denote the bitwise XOR and bitwise AND operations, respectively. 

1 2Double square brackets [[x]] = (x , x , · · · , xn) denotes the additive shares of 
ix = ⊕n

i=1x . r ←$ Fp denotes the element r is chosen from Fp uniformly at 
random. 

2.1 Description of WAGE 

We provide a description of WAGE, following the same notations from [1,6]. The 
WAGE authenticated encryption is built upon the WAGE permutation in the 
unified sponge duplex mode where the WAGE permutation is a 111-round of an 
iterative permutation with a state width of 259 bits over an extension field F27 . 
The core components of the permutation, described in detail below, include two 
different S-boxes (WGP and SB), a linear feedback function defined over F27 , 

4 A fair comparison is difficult due to different types of side-channel implementations 
and ASIC libraries. 
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five word-wise XORs, and 111 pairs of 7-bit round constant (rc1, rc0). Figure 1 
provides an overview of the round function of the WAGE permutation. 
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Fig. 1: An overview of the state update function of WAGE [6]. 

Nonlinear components of WAGE. WAGE uses two distinct 7-bit S-boxes, 
namely WGP and SB where WGP is defined over a finite field F27 and SB is 
constructed iteratively at the bit-level from quadratic functions. We now provide 
a brief description of WGP and SB. 
Welch-Gong permutation (WGP). The WGPerm, denoted by WGP7, is de-
fined over F27 which is given by 

WGP7(x) = x + (x + 1)33 + (x + 1)39 + (x + 1)41 + (x + 1)104 , x ∈ F27 

7 3 2where F27 is defined by the primitive polynomial x +x +x +x+1. WGP is con-
structed from WGP7 by applying decimation d = 13 as WGP(x) = WGP7(x13). 

SB S-box. The 7-bit S-box SB is constructed in an iterative way using the 
nonlinear transformation Q and the bit permutation P which are given by 

Q(x0, x1, · · · , x5, x6) = (x0 ⊕ (x2 x3), x1, x2, x3 ⊕ (x5 x6), x4, x5 ⊕ (x2 x4), x6) 

P (x0, x1, x2, x3, x4,x5, x6) = (x6, x3, x0, x4, x2, x5, x1). 

The construction of SB is given by 

(x0, x1, x2, x3, x4, x5, x6) ← R5(x0, x1, x2, x3, x4, x5, x6) 

(x0, x1, x2, x3, x4, x5, x6) ← Q(x0, x1, x2, x3, x4, x5, x6) 

x0 ← x0 ⊕ 1; x2 ← x2 ⊕ 1 

where the round R is a composition of Q and P , i.e., R = P ◦ Q. 

State update function of WAGE. The 259-bit state of WAGE consists of 37 
7-bit words and is denoted by S = (S36, · · · , S0) where each Si is of 7 bits.The 
state update function of WAGE, denoted by wage stateupdate, takes as inputs 
the current state S and a pair of round constants (rc1, rc0), and updates the state 
with the following three steps: 
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1. Computing linear feedback: fb ← FB(S). The following primitive poly-
nomial of degree 37 over F27 is used as a feedback function 

37 31 30 26 24 19 13 12 8 6`(y) = y + y + y + y + y + y + y + y + y + y + ω 

7 3 2where ω is a root x + x + x + x + 1, which is a primitive polynomial 
defining F27 . The feedback computation is given by 

fb = S31 ⊕ S30 ⊕ S26 ⊕ S24 ⊕ S19 ⊕ S13 ⊕ S12 ⊕ S8 ⊕ S6 ⊕ (ω ⊗ S0). 

For an input x ∈ F27 , the multiplier ω maps x to ω ⊗ x, i.e., x 7→ ω ⊗ x. The 
ANF representation of it is given by 

(x0, x1, x2, x3, x4, x5, x6) ⊗ ω → (x6, x0 ⊕ x6, x1 ⊕ x6, x2 ⊕ x6, x3, x4, x5). 

2. Updating intermediate words and adding round constants: 
(S, fb) ← IWRC(S, fb, rc0, rc1). 

S5 ← S5 ⊕ SB(S8) 

S11 ← S11 ⊕ SB(S15) 

S19 ← S19 ⊕ WGP(S18) ⊕ rc0 

S24 ← S24 ⊕ SB(S27) 

S30 ← S30 ⊕ SB(S34) 

fb ← fb ⊕ WGP(S36) ⊕ rc1. 

3. Shifting register contents and update the last word: 
S ← Shift(S, fb). 

Sj ← Sj+1, 0 ≤ j ≤ 35 

S36 ← fb. 

On an input state S, the output of the WAGE permutation is obtained by apply-
ing the state update function 111 times. Note that only the IWRC transformation 
performs the nonlinear operations and the others are linear operations. 

2.2 Adversarial Model 

We consider an adversarial model in which an attacker can probe up to t in-
termediate variables in the circuit, known as the t-probing (ISW) model [27] 
or t-non interference (NI) model [9] where the number of shares for each secret 
variable is n ≥ 2t + 1. The t-probing security is provided in Definition 1. The 
security of t-strong non interference (t-SNI) was introduced in [8] (see Defini-
tion 3). Intuitively, a t-SNI gadget information-theoretically hides dependencies 
between each of its inputs and its outputs, even in the presence of internal probes 
[8]. Note that combining t-probing (or t-NI) secure gadgets does not necessarily 
results in a t-probing secure algorithm [18]. We consider the standard t-SNI se-
curity for WAGE as the number of shares is only n = t + 1, instead of n = 2t +1 
in the t-NI security and it provides an assurance on the t-SNI security of the 
entire scheme when t-SNI secure gadgets are composed securely. 

5 



Definition 1 (t-probing Security). [27] An algorithm C is t-probing secure 
if the values taken by at most t intermediate variables of C during its execution 
do not leak any information about secrets. 

Definition 2 (t-NI Security). [8] Let G be a gadget accepting (xi)1≤i≤n as 
input and outputting (yi)1≤i≤n. We call the gadget G is t-non interference (t-NI) 
(also known as t-threshold probing) secure if for any set of ` ≤ t intermedi-
ate variables, there exists a subset I of input indices with |I|≤ ` such that ` 
intermediate variables can be perfectly simulated from x|I = (xi)i∈I . 

Definition 3 (t-SNI Security). [8] Let G be a gadget accepting (xi)1≤i≤n 

as input and outputting (yi)1≤i≤n. We call the gadget G is t-strongly non-
interference (t-SNI) secure if for any set of ` ≤ t intermediate variables and 
any subset of output indices O such that ` + |O|≤ t, there exists a subset I 
of input indices with |I|≤ ` such that the ` intermediate variables and output 
variables y|O can be perfectly simulated from x|I . 

2.3 Masking Schemes for Side-channel Countermeasures 

Masking is an effective countermeasure against side-channel attacks such as 
power analysis on cryptographic algorithms. In a masking scheme, a variable 
x containing sensitive information is protected by masking it with a random 

0value r as x = x ⊕ r, i.e., x = x0 ⊕ r, meaning the sensitive variable x is shared 
between variables r and x0 . In an n-order masking, each sensitive variable x is 

i 1 ⊕ x nshared among n variables x as x = x 2 ⊕ · · · ⊕ x . We denote the n shares 
1 2 i 1 2of x by [[x]] = (x , x , · · · , xn) such that x = ⊕n . For [[x]] = (x , x , · · · , xn)i=1x 

1 2 1 2and [[y]] = (y , y , · · · , yn), [[x]]⊕ [[y]] = (x1 ⊕y , x2 ⊕y , · · · , xn ⊕yn) = [[x⊕y]]. 
For a binary variable x with shares [[x]], it is easy to compute [[x̄]] from [[x]] as 

nx̄ = x̄1 ⊕ x2 ⊕ · · · ⊕ x . The nonlinear operations such as AND and S-box are 
most complex operations when sensitive variables are additively shared. 

3 The Masking Scheme for WAGE 

High-level description. We construct a t-SNI secure masking scheme of 
WAGE where the number of shares n = t + 1. In doing so, the state of WAGE, 
denoted by S, is split into n state shares such that S = S1 ⊕ S2 ⊕· · ·⊕ Sn where 
Si (Si= 36, · · · , S0 

i ) is the i-th share of the state S. In our masked WAGE, we 
update the shared states according to the round function so that at the end of 
111 rounds, the state of the WAGE permutation can be constructed from the n 
state shares. The operations involved in the round function of WAGE are the 
computation of the linear feedback function, computing WGP and SB and up-
dating intermediate words, and shifting operation where all the operations in 
the round function on the shared states are performed independently and in 
parallel, except for WGP and SB. As the transformation ω-multiplier is linear, 
the feedback computation is linear and can be performed in parallel on the n 
shared states, i.e., for each shared state, the corresponding feedback is computed 
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as fbi ← FB(Si), i ∈ {1, · · · , n}. To optimize the hardware area for SB with the 
SNI security, we exploit the iterative construction of SB and apply the common 
share technique for two AND operations in the Q transformation. For the t-SNI 
secure WGP, we use the randomized lookup table from [19], and develop a new 
optimized gate-level implementation of WGP in which we replace the AND gates 
by t-SNI secure AND gadgets of [8]. 

The evaluation of the masked SB, denoted by SecSB, is performed in a single 
clock cycle although our technique of the masked SB is iterative. The gate-level 
implementation of the masked WGP, denoted by SecWGP, is also computed 
in one clock cycle. On the other hand, the randomized lookup table approach 
for secure WGP and SB S-boxes takes at least 128 cycles, and was used for 
the software implementation. The masked S-boxes are computed as [[Sj ]] ← 
SecSB([[Sj ]]), j ∈ {8, 15, 27, 34} and [[Sj ]] ← SecWGP([[Sj ]]), j ∈ {18, 36} where 
Sj = ⊕n Sj

i . This operation can be performed parallelly on the shared states,i=1 

i.e., Si ← Shift(Si), i ∈ {1, · · · , n}. 

Protected WAGE algorithm. Our masked WAGE is designed to provide a 
t-order protection against side-channel attacks such as power analysis. Our hard-
ware architecture for the masked WAGE is parallel and designed to be low-
latency. Algorithm 1 describes the pseudocode of the masked WAGE permuta-
tion. In each round of the masked WAGE, the state is shared among n state 
shares (Si) where the feedback computations in Lines 5-7, updating intermedi-
ate words in Lines 10-14 and shift operations in Lines 20-22 that are linear are 
computed in parallel. Our architecture uses corresponding masked WGP and SB 
in Lines 8-9 for the S-box operations, which are evaluated in parallel. Note that 
the pair of round constants at each round are added to only one share (say S1) in 
Lines 15-16. A high-level overview of the architecture of the masked WAGE per-
mutation for the first-order protection is shown in Figure 2. For a low-latency 
implementation of the masked WAGE, the circuit level implementation of the 
masked WGP is used as it can be computed in one clock cycle. For software 
implementations, to avoid bit level operations, we use the randomized lookup 
table for the secure evaluation of both WGP and SB. For the details about the 
constructions of SecWGP and SecSB and the security of the scheme, we refer the 
reader to the full paper [21]. 

Complexity. We now provide the amount of random bits required for the 
masked WAGE permutation in terms of the number of shares n. The randomness 
amount can be computed by calculating the unit operations of different gadgets. 

7n(n−1) 3n(n−1)The RefreshMask, CommonMult and SecMult gadgets consume ,2 2 
n(n−1)and bits, respectively. Thus, the total number of random bits for SecSB2 

is 33n(n − 1) bits (asymptotically O(n2)). According to [19], the number of 
64n(n−1)(2n−1)random bits for SecWGP with the randomized lookup table is 3 

(asymptotically O(n3)). On the other hand, the number of random bits for the 
gate-level implementation of SecWGP is 87n(n−1) bits. For each round of WAGE 
with masked WGP implemented using gate-level, the amount of bits is (33n(n − 
1)×4+87n(n−1)×2) = 255n(n−1), thus for evaluating the WAGE permutation 
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Algorithm 1 The Masked WAGE 

1: Input: [[S]] = (S1 , S2 , · · · , Sn) 
2: Output: [[S]] where S ← wage stateupdate111(S) 
3: procedure Masked WAGE( ) 
4: for i = 0 to 110 do 
5: for j = 1 to n do 
6: fbj ← FB(Sj ) 
7: end for 
8: [[Sj ]] ← SecSB([[Sj ]]), j ∈ {8, 15, 27, 34} 
9: [[Sj ]] ← SecWGP([[Sj ]]), j ∈ {18, 36} 

10: [[S5]] ← [[S5]] ⊕ [[S8]] 
11: [[S11]] ← [[S11]] ⊕ [[S15]] 
12: [[S19]] ← [[S19]] ⊕ [[S18)]] 
13: [[S24]] ← [[S24]] ⊕ [[S27]] 
14: [[S30]] ← [[S30]] ⊕ [[S34]] 
15: S1 

19 ⊕ rc019 ← S1 

16: fb1 ← fb1 ⊕ tmp1 ⊕ rc1 

17: for j = 2 to n do 
18: fbj ← fbj ⊕ tmpj 

19: end for 
20: for j = 1 to n do 
21: Sj ← Shift(Sj , fbj ) 
22: end for 
23: end for Ln
24: return [[S]] = (S1 , S2 , · · · , Sn) s.t. S = Si 

i=1 
25: end procedure 
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Fig. 2: Schematic of the masked WAGE permutation for 1-order protection. 
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the total number of random bits is 255 × 111 × n(n − 1). The (asymptotic) time 
complexity of the masked WAGE is O(n2) when SecWGP is implemented using 
a Boolean circuit. 

4 Hardware Implementation Results 

In this section, we provide the implementation results of the protected WAGE 
for different masking orders in hardware. Our simulations were done in Mentor 
Graphics ModelSim SE v10.7c and logic synthesis was performed with Synopsys 
Design Compiler version P-2019.03 (using the compile ultra command). For 
the physical synthesis Cadence Encounter v14.13 was used. We used two 65 nm 
ASIC cell libraries: ST Microelectronics 65 nm and TSMC 65 nm. 

Protected parallel WAGE architecture. The protected hardware imple-
mentation is built on top of the original WAGE hardware presented in [1]. The 
datapath was modified for a given number of shares n. This includes the LFSR 
feedback XOR gates and the multiplication by the constant ω, the XOR gates 
and multiplexers needed for the nonlinear inputs from the two WGP permuta-
tions and the four SB Sboxes, and multiplexers needed to support the mode. A 
section of the WAGE LFSR with stages S9 to S4 is shown in Figure 3. Every 
stage holds n elements of the finite field F27 , shown on top of one another. The 
S9 → S4 section of the WAGE LFSR contains the D0/O0 port and multiplexers 
needed to support the mode (Amux0 for absorbing and RLmux0 for replacing and 
loading). The connections, XOR gates, multiplexers, and input/output ports are 
now also n × 7 bits wide. 

4
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D0 O0
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m
u
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7

7

7
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S
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7

7

7

7

rand
Sec

Share S1

Share S

Fig. 3: Parallel architecture of the protected WAGE. 

The n shares of stage S8 are used as an input to the SB, and its n output 
shares are added to n shares of stage S5, requiring an n × 7 XOR gate and a 
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multiplexer SBmux, needed to switch between the WAGE permutation and the 
loading and tag extraction phase of WAGE. For simplicity, the control signals for 
the multiplexers are omitted from Figure 3. 

The unprotected WAGE LFSR has a post-PAR area of 2120 GE (ST Micro 
65nm). For protected implementations, the area grows to 4256 GE for n = 2, 
6471 GE for n = 3 and 8648 GE for n = 4. The nonlinear components (WGP 
and SB), and the LFSR for generating the constants, are not included in the 
above area numbers. 

As shown in Figure 3, the SB has extra inputs for the random bits, in addi-
tion to the n × 7 bits input and output. The random bits are needed for SecMult 
multiplication gadgets (Algorithm 3) and for common share CS SecMult multi-
plication gadgets (Algorithm 5). The number of random bits needed depends on 
the number of shares n. The design flow of WGP is summarized below. 

Design flow of WGP. The design flow for the protected implementation of a 
WGP module was as follows. First, an algebraic normal form for every component 
of the WGP output was obtained and implemented using custom GAP packages 
[?,36]. The ANF expressions for each component of the output are listed in 
Appendix A.1. This circuit was run through synthesis tools restricted to use only 
AND, OR, XOR, and NOT gates (AOXI5). The OR gates were then manually 
replaced by AND and NOT gates and further optimized. The final circuit has 
172 AND, 313 XOR, 66 NOT gates (AXI), and post-PAR area of 759 GE. The 
circuit is given in Tables 5-9 in Appendix A.2. The detailed step by step results 
are given in Table 2. 

Table 2: WGP hardware area for different steps (STMicro 65 nm): constant array 
(any gates available in the ASIC library), ANF (Algebraic Normal Form: AND, 
XOR), AOIX (AND, OR, XOR, INV), and AXI (AND, XOR, NOT). 

Implementation 
Approach 

Area 
[GE] 

Number of gates 
AND OR XOR INV Comment 

Constant array 258 – – 
ANF 958 1132 – 439 – App. A.1 
AOIX 825 146 30 310 39 – 
AXI 759 172 – 313 66 Tables 5-9 

Implementation results. Our preliminary implementation results are pro-
vided in Tables 3 and 4. Table 3 shows the comparison of two SecMult multipli-
cation gadgets (Algorithm 3) with a common share CS SecMult multiplication 
gadget (Algorithm 5). The two multiplication gadgets in 2x SecMult were im-
plemented with a common input. In Table 4, we include a detailed break down 
of area and combinational delay (resp. clock period) for n = 2, 3, 4 shares (resp. 
t = 1, 2, 3-order protection). For both technologies, the middle column indicates 

5 as VHDL is not case-sensitive, INV is used instead of NOT to avoid confusion with 
number of shares n 
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the area overhead compared to the unprotected module. To accurately show the 
scaling with n, all implementations assume an environment capable of providing 
random bits. Further details are omitted for brevity. 

Figure 4 is showing the breakdown of hardware implementation area (STMi-
cro 65 nm post-PAR results) by major components of WAGE. For unprotected 
WAGE, the LFSR including the multiplexers needed to support the mode has 
the biggest area contribution. As the number of shares n increases, the WGP 
becomes the largest component of WAGE. 

6.6% 

30.1% 

55.4% 7.9% 

4×SB 

2×WGP 

LFSR 

other 

10.2%50.6% 

38.1% 

1.1% 

unprotected n = 2 

11.6%55.9% 

30.0% 

2.5% 

13.4% 
60.0% 

25.5% 

1.1% 

n = 3 n = 4 

Fig. 4: Hardware implementation area breakdown by components 

Table 3: Area comparison [GE] of two SecMult multiplication gadgets with a 
common share CS SecMult multiplication gadget. 

STMicro 65 nm TSMC 65 nm 
n = 2 n = 3 n = 4 n = 2 n = 3 n = 4 

2x SecMult 
CS SecMult 

24 59 119 
12 69 98 

24 59 130 
13 69 105 
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Table 4: Implementation results of S-boxes (WGP and SB) and the WAGE AE 
in ASIC. Italic denotes the use of the common share multiplication gadget. 

Algorithm STMicro 65 nm TSMC 65 nm 
Area Area Delay 
[GE] overhead [ns] 

Area 
[GE] 

Area Delay 
overhead [ns] 

WGP 
258 - 1.4 
759 ‡ - 1.9 
2830 3.7 2.3 
6030 2.1 3.1 
10200 1.7 3.7 

270 
804 
3090 
6580 
11400 

- 0.9 
- 1.3 
3.8 1.9 
8.1 2.1 
14.1 2.4 

Constant array [1,2] 
Unprotected AXI 

n = 2 
n = 3 
n = 4 

SB 
63 - 0.9 70 - 0.8Unprotected AXI 

n = 2 

n = 3 

n = 4 

285 4.5 1.7 
285 4.5 1.9 

307 
323 

4.3 1.4 
4.6 1.4 

626 9.9 2.2 
715 11.3 2.3 

677 
829 

9.6 1.5 
11.8 1.5 

1140 18.1 2.3 
1275 20.2 2.2 

1200 
1280 

17.1 1.9 
18.2 2.1 

Area Area Clk. period 
[GE] overhead [ns] 

Area 
[GE] 

Area Clk. period 
overhead [ns] 

WAGE AE 
2900 - 1.1 
3830 - 1.9 

3290 
4430 

- 0.9 
- 1.8 

Constant array [1,2] 
Unprotected AXI 

n = 2 

n = 3 

n = 4 

11177 2.9 3.6 
11177 2.9 2.9 

12714 
12711 

2.9 2.9 
2.9 2.9 

21566 5.6 5.0 
21953 5.7 3.9 

23912 
24174 

5.4 4.9 
5.5 3.4 

33985 8.9 5.2 
34238 8.9 4.6 

38818 
39067 

8.7 4.9 
8.8 4.4 

‡ When restricted to AND, OR, XOR, NOT gates. For arbitrary gates, it drops to 577GE. 

5 Conclusions and Future Work 

In this paper, we presented the first high-order masking scheme of WAGE and 
proved its t-SNI security in the ISW probing model to resist against side-channel 
attacks. We designed the hardware of the masked WAGE in ASIC using STMicro 
65 nm and TSMC 65 nm technologies for the 1, 2, and 3-order security and 
reported the detailed performance results along with a comparison with the 
other NIST LWC round 2 candidates. 

As a future work, we will explore an iterative implementation of SecSB and 
SecWGP which would allow a smaller number of random bits needed per single 

12 



clock cycle. We will investigate tradeoffs among the throughout, hardware area, 
and the amount of randomness available per single clock cycle. 

Acknowledgements. Hardware implementations in this work are based on the 
original WAGE hardware implementations from [1]. Authors would like to thank 
Dr. Mark Aagaard for the help with synthesis tools. 
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10. Christof Beierle, Jérémy Jean, Stefan Kölbl, Gregor Leander, Amir Moradi, 
Thomas Peyrin, Yu Sasaki, Pascal Sasdrich, and Siang Meng Sim. Skinny-aead 
and skinny-hash. IACR Transactions on Symmetric Cryptology, pages 88–131, 
2020. 
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A.1 WGP ANF 

z0 

= x0x1x2x3x4x5 + x0x1x2x3x5x6 + x0x2x3x4x5x6 + x1x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x3x5 

+ x0x1x2x3x6 + x0x1x2x4x5 + x0 x1x2x5x6 + x0x1x3x4x6 + x0 x1 x3 x5x6 + x0x1x4x5x6 

+ x0x2x3x4x5 + x0x2x3x5x6 + x1 x2x3x4x6 + x1x2x3x5x6 + x1 x3 x4 x5x6 + x2x3x4x5x6 

+ x0x1x2x4 + x0x1x2x5 + x0 x1 x2 x6 + x0x1x3x6 + x0x1x4x5 + x0x1x5x6 + x0x2x3x5 + x0 x2 x5 x6 

+ x0x3x4x6 + x1x2x3x5 + x1 x2 x3 x6 + x1x2x4x6 + x1x3x4x5 + x1x3x4x6 + x2x3x5x6 + x3 x4 x5 x6 

+ x0x1x2 + x0x1x3 + x0x1x4 + x0x2x3 + x0x2x4 + x0x2 x5 + x0x2x6 + x0x3x5 + x0 x3 x6 + x0x4x5 

+ x0x4x6 + x0x5x6 + x1x2x4 + x1x3x4 + x1x3x5 + x1x3 x6 + x1x4x6 + x1x5x6 + x2 x3 x5 + x2x4x5 

+ x2x4x6 + x2x5x6 + x0x2 + x0x4 + x1x2 + x1x3 + x1 x5 + x2x3 + x2x4 + x2 x6 + x3x6 + x4x6 

+ x5x6 + x0 + x2 + x3 + x4 

z1 

= x0x1x2x3x4x6 + x0x1x2x3x5x6 + x0x1x2x4x5x6 + x0x1x3x4x5x6 + x1x2x3x4x5x6 + x0x1x2x3x5 

+ x0x1x2x3x6 + x0x1x2x4x5 + x0 x1x2x4x6 + x0x1x2x5x6 + x0 x1 x3 x4x5 + x0x1x3x5x6 

+ x0x1x4x5x6 + x0x2x3x4x6 + x0 x2x3x5x6 + x0x2x4x5x6 + x1 x2 x3 x4x5 + x1x3x4x5x6 + x0x1x2 x4 

+ x0x1x2x6 + x0x1x3x4 + x0 x1 x3 x5 + x0x1x3x6 + x0x1x4x5 + x0x1x4x6 + x0x1x5x6 + x0 x2 x3 x4 

+ x0x2x3x5 + x0x2x3x6 + x0 x2 x4 x5 + x0x2x4x6 + x0x4x5x6 + x1x2x3x6 + x1x2x4x6 + x1 x3 x4 x5 

+ x2x3x4x5 + x2x3x4x6 + x3 x4 x5 x6 + x0x1x5 + x0x2x3 + x0 x3x5 + x0x5x6 + x1x2x6 + x1x3x6 

+ x1x4x5 + x1x4x6 + x1x5x6 + x2x3x4 + x2x3x5 + x3x4 x5 + x3x4x6 + x3x5x6 + x0 x2 + x0x3 

+ x0x5 + x1x2 + x1x3 + x1 x4 + x1x5 + x1x6 + x4 x5 + x4x6 + x2 + x3 + x4 

z2 

= x0x1x2x4x5x6 + x0x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x3x5 + x0 x1x2x3x6 + x0x1x2x4x6 

+ x0x1x3x4x6 + x0x1x3x5x6 + x0 x2x3x4x5 + x0x3x4x5x6 + x1 x2 x3 x4x5 + x1x2x3x4x6 + x0x1x2 x4 

+ x0x1x2x5 + x0x1x2x6 + x0 x1 x3 x4 + x0x1x3x5 + x0x1x4x5 + x0x2x3x4 + x0x2x3x5 + x0 x2 x4x5 

+ x0x2x4x6 + x0x3x4x6 + x1 x2 x3 x4 + x1x2x3x6 + x1x2x4x5 + x1x2x5x6 + x1x3x4x6 + x1 x3 x5x6 

+ x1x4x5x6 + x2x3x4x6 + x3 x4 x5 x6 + x0x1x2 + x0x1x4 + x0x1x5 + x0x1x6 + x0x2x3 + x0x2x5 

+ x0x3x5 + x0x3x6 + x0x4x6 + x0x5x6 + x1x2x3 + x1x2 x6 + x1x3x4 + x1x3x6 + x0 x2 + x0x3 

+ x0x4 + x0x5 + x0x6 + x1 x2 + x1x5 + x2x3 + x2 x4 + x2x5 + x2x6 + x3x4 + x3x5 + x3x6 

+ x4x6 + x5x6 + x1 + x2 + x3 + x6 

z3 

= x0x1x2x3x4x5 + x0x1x2x3x5x6 + x0x1x3x4x5x6 + x0x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x4x5 

+ x0x1x2x4x6 + x0x1x3x4x5 + x0 x1x3x5x6 + x0x1x4x5x6 + x0 x2 x3x4x5 + x0x2x3x4x6 

+ x0x2x3x5x6 + x1x2x3x4x5 + x1 x2x3x4x6 + x1x2x3x5x6 + x1 x2 x4x5x6 + x2x3x4x5x6 + x0x1x2 x4 

+ x0x1x2x5 + x0x1x2x6 + x0 x1 x3 x4 + x0x1x3x6 + x0x1x4x6 + x0x2x3x5 + x0x2x3x6 + x0 x2 x4x5 

+ x0x2x4x6 + x0x3x4x6 + x0 x4 x5 x6 + x1x2x3x4 + x1x2x5x6 + x1x3x5x6 + x2x3x4x5 + x2 x3 x4x6 

+ x2x4x5x6 + x3x4x5x6 + x0 x1 x2 + x0x1x4 + x0x1x5 + x0 x2x5 + x0x2x6 + x0x3x4 + x0x3x6 

+ x0x4x6 + x1x2x3 + x1x2x4 + x1x2x6 + x1x3x5 + x1x4 x6 + x2x3x4 + x2x3x5 + x3 x4 x5 + x3x4x6 

+ x0x1 + x0x2 + x0x4 + x1 x2 + x1x5 + x1x6 + x2 x4 + x2x5 + x2x6 + x3x4 + x4x6 + x1 + x2 + x3 

+ x5 
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z4 

= x0x1x2x3x4x6 + x0x1x2x4x5x6 + x0x2x3x4x5x6 + x1x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x3x6 

+ x0x1x2x4x6 + x0x1x2x5x6 + x0 x1x3x4x6 + x0x2x3x4x5 + x0 x3 x4 x5x6 + x1x2x3x4x6 

+ x1x2x4x5x6 + x0x1x2x3 + x0 x1 x2x5 + x0x1x2x6 + x0x1x3x4 + x0x1x3x5 + x0x1x4x6 + x0 x1 x5x6 

+ x0x2x3x4 + x0x2x3x5 + x0 x2 x3 x6 + x0x2x4x5 + x0x2x4x6 + x0x3x4x5 + x0x3x4x6 + x0 x4 x5 x6 

+ x1x2x3x5 + x1x2x4x5 + x1 x4 x5 x6 + x2x4x5x6 + x0x1x4 + x0x1x5 + x0x1x6 + x0x2x4 + x0x2x5 

+ x0x2x6 + x0x3x4 + x0x5x6 + x1x2x4 + x1x2x5 + x1x2 x6 + x1x3x5 + x2x3x6 + x2 x4 x5 + x3x5x6 

+ x0x1 + x0x5 + x0x6 + x2 x3 + x2x5 + x2x6 + x3 x4 + x3x6 + x4x5 + x1 + x2 + x4 

z5 

= x0x1x2x3x4x5 + x0x1x2x3x5x6 + x0x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x3x6 + x0x1x2x4x6 

+ x0x1x3x4x5 + x0x1x3x4x6 + x0 x1x3x5x6 + x0x1x4x5x6 + x0 x2 x3 x4x5 + x0x2x3x4x6 

+ x0x3x4x5x6 + x1x2x3x4x5 + x2 x3x4x5x6 + x0x1x2x6 + x0x1 x3 x6 + x0x1x4x6 + x0x1x5x6 

+ x0x2x3x5 + x0x2x5x6 + x0 x3 x5 x6 + x1x2x5x6 + x1x4x5x6 + x2x3x4x5 + x2x3x5x6 + x2 x4 x5 x6 

+ x0x1x3 + x0x1x5 + x0x1x6 + x0x2x3 + x0x2x5 + x0x2 x6 + x0x4x5 + x0x4x6 + x1 x3 x4 + x1x3x6 

+ x1x4x6 + x1x5x6 + x2x3x6 + x2x4x5 + x2x4x6 + x3x4 x5 + x3x4x6 + x4x5x6 + x0 x2 + x0x4 

+ x0x5 + x1x2 + x1x3 + x1 x5 + x1x6 + x2x4 + x2 x6 + x3x4 + x3x5 + x5x6 + x2 + x4 + x5 + x6 

z6 

= x0x1x2x3x4x6 + x0x1x2x4x5x6 + x1x2x3x4x5x6 + x0x1x2x3x4 + x0x1x2x3x6 + x0x1x2x4x5 

+ x0x1x2x5x6 + x0x1x3x5x6 + x0 x1x4x5x6 + x0x2x3x4x5 + x0 x2 x3 x5x6 + x1x2x4x5x6 

+ x2x3x4x5x6 + x0x1x2x4 + x0 x1 x2x5 + x0x1x2x6 + x0x1x3x5 + x0x1x5x6 + x0x2x4x5 

+ x0x3x4x6 + x0x3x5x6 + x0 x4 x5 x6 + x1x2x3x6 + x1x2x4x6 + x1x2x5x6 + x1x3x5x6 + x1 x4 x5x6 

+ x2x3x4x5 + x2x3x5x6 + x2 x4 x5 x6 + x0x1x5 + x0x2x4 + x0x2x6 + x0x3x5 + x0x3x6 + x0x4x5 

+ x0x4x6 + x1x2x3 + x1x2x5 + x1x2x6 + x1x3x4 + x1x3 x5 + x1x3x6 + x1x5x6 + x2 x3 x4 + x2x3x6 

+ x2x4x5 + x3x4x6 + x0x1 + x0x5 + x2x6 + x3x6 + x5x6 + x1 + x3 

A.2 WGP AXI form 

Tables 5-9 show the WGP AXI (AND, XOR, INV), formatted as number of 
inputs, number of outputs, wire number for inputs i1 and i2, wire number for 
the output o, and gate type. The input and output components of z = WGP(x) 
are wired as follows: 

x0 = 1020 x1 = 1021 x2 = 1022 x3 = 1023 x4 = 1024 x5 = 1025 x6 = 1026 
z0 = 1027 z1 = 1028 z2 = 1029 z3 = 1030 z4 = 1031 z5 = 1032 z6 = 1033 
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Table 5: WGP AXI (AND, XOR, INV) 
# # i1 i2 o gate # # i1 i2 o gate # # i1 i2 o gate 
2 1 502 503 1033 XOR 
2 1 504 505 503 XOR 
2 1 506 507 505 XOR 
2 1 508 509 507 XOR 
2 1 510 511 509 XOR 
2 1 512 513 511 XOR 
2 1 514 515 513 XOR 
2 1 516 517 515 XOR 
2 1 518 519 517 XOR 
2 1 520 521 519 XOR 
2 1 522 523 521 XOR 
2 1 524 525 523 XOR 
2 1 526 527 522 XOR 
2 1 528 529 520 XOR 
2 1 530 531 529 XOR 
2 1 532 533 531 AND 
1 1 1036 532 NOT 
1 1 534 1034 NOT 
1 1 535 1035 NOT 
2 1 1034 1035 1036 AND 
2 1 536 537 534 AND 
2 1 538 539 528 XOR 
2 1 540 541 518 AND 
1 1 1039 541 NOT 
1 1 1021 1037 NOT 
1 1 542 1038 NOT 
2 1 1037 1038 1039 AND 
2 1 543 544 540 AND 
1 1 1042 543 NOT 
1 1 1025 1040 NOT 
1 1 545 1041 NOT 
2 1 1040 1041 1042 AND 
2 1 546 547 516 XOR 
2 1 548 549 514 XOR 
2 1 550 551 549 XOR 
2 1 552 553 548 XOR 
2 1 554 555 512 XOR 
2 1 556 557 510 XOR 
2 1 558 559 557 XOR 
2 1 560 561 559 AND 
2 1 562 563 561 XOR 
2 1 564 565 560 XOR 
2 1 1026 566 558 AND 
2 1 567 568 556 XOR 

1 1 1045 567 NOT 
1 1 569 1043 NOT 
1 1 570 1044 NOT 
2 1 1043 1044 1045 AND 
1 1 1048 570 NOT 
1 1 571 1046 NOT 
1 1 572 1047 NOT 
2 1 1046 1047 1048 AND 
2 1 573 574 572 AND 
2 1 575 576 571 AND 
1 1 573 576 NOT 
2 1 1023 536 575 AND 
2 1 577 578 569 AND 
2 1 1021 573 577 XOR 
2 1 579 580 508 XOR 
2 1 581 582 506 XOR 
2 1 583 584 582 XOR 
2 1 585 586 581 XOR 
2 1 587 588 504 AND 
2 1 589 590 502 XOR 
2 1 591 592 1032 XOR 
2 1 593 594 592 XOR 
2 1 595 596 594 XOR 
2 1 597 598 596 XOR 
2 1 599 600 598 XOR 
2 1 601 602 600 XOR 
2 1 603 604 602 XOR 
2 1 605 606 604 XOR 
2 1 607 608 606 XOR 
2 1 609 610 608 XOR 
2 1 611 612 610 XOR 
2 1 613 614 612 XOR 
2 1 615 616 614 XOR 
2 1 617 618 616 XOR 
2 1 524 619 615 XOR 
2 1 620 621 524 XOR 
2 1 622 623 613 XOR 
2 1 624 625 623 XOR 
2 1 626 627 622 XOR 
2 1 628 629 609 XOR 
2 1 630 1026 629 AND 
2 1 631 632 628 AND 
1 1 1051 632 NOT 
1 1 633 1049 NOT 

1 1 634 1050 NOT 
2 1 1049 1050 1051 AND 
2 1 635 636 607 XOR 
2 1 579 568 636 XOR 
2 1 637 551 635 XOR 
2 1 638 639 603 XOR 
2 1 640 641 601 XOR 
2 1 642 643 641 XOR 
2 1 644 645 643 XOR 
2 1 646 647 645 XOR 
2 1 648 649 647 XOR 
2 1 573 1024 648 AND 
2 1 650 651 644 XOR 
2 1 652 653 651 XOR 
2 1 654 655 595 XOR 
2 1 656 657 655 XOR 
2 1 658 659 593 AND 
2 1 542 660 659 XOR 
2 1 573 661 658 XOR 
1 1 1054 661 NOT 
1 1 662 1052 NOT 
1 1 663 1053 NOT 
2 1 1052 1053 1054 AND 
1 1 1057 663 NOT 
1 1 664 1055 NOT 
1 1 665 1056 NOT 
2 1 1055 1056 1057 AND 
2 1 1026 666 665 AND 
2 1 667 537 664 AND 
2 1 1025 668 667 AND 
1 1 669 668 NOT 
2 1 573 669 662 AND 
2 1 670 671 591 XOR 
2 1 672 673 1031 XOR 
2 1 674 675 673 XOR 
2 1 676 677 675 XOR 
2 1 678 679 677 XOR 
2 1 680 681 679 XOR 
2 1 682 683 681 XOR 
2 1 684 685 683 XOR 
2 1 686 687 685 XOR 
2 1 688 689 687 XOR 
2 1 690 691 689 XOR 
2 1 692 693 691 XOR 
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Table 6: WGP AXI (AND, XOR, INV) - continued 
# # i1 i2 o gate # # i1 i2 o gate # # i1 i2 o gate 
2 1 694 695 693 XOR 
2 1 696 697 695 XOR 
2 1 698 699 697 XOR 
2 1 619 700 696 XOR 
2 1 701 585 619 XOR 
2 1 702 703 694 XOR 
2 1 625 621 703 XOR 
2 1 704 633 690 XOR 
2 1 1024 1022 633 XOR 
2 1 630 1024 704 AND 
2 1 705 706 688 XOR 
2 1 707 708 706 XOR 
2 1 551 539 705 XOR 
2 1 709 710 684 XOR 
2 1 711 712 710 AND 
2 1 713 714 712 XOR 
2 1 715 1020 713 AND 
2 1 716 717 711 XOR 
1 1 718 716 NOT 
2 1 719 720 682 XOR 
2 1 553 721 720 XOR 
2 1 552 587 719 XOR 
2 1 722 723 678 XOR 
2 1 724 725 676 XOR 
2 1 555 526 725 XOR 
1 1 726 526 NOT 
2 1 727 670 555 XOR 
2 1 544 728 724 XOR 
1 1 1060 728 NOT 
1 1 729 1058 NOT 
1 1 554 1059 NOT 
2 1 1058 1059 1060 AND 
2 1 730 731 554 XOR 
1 1 1063 544 NOT 
1 1 666 1061 NOT 
1 1 732 1062 NOT 
2 1 1061 1062 1063 AND 
2 1 733 734 674 XOR 
2 1 735 736 734 AND 
1 1 1066 736 NOT 
1 1 737 1064 NOT 
1 1 738 1065 NOT 
2 1 1064 1065 1066 AND 
2 1 739 740 735 XOR 
2 1 741 742 733 AND 

1 1 743 742 NOT 
2 1 744 745 672 XOR 
2 1 746 747 745 XOR 
2 1 748 749 747 AND 
2 1 1021 542 744 XOR 
2 1 750 751 1030 XOR 
2 1 752 753 751 XOR 
2 1 754 755 753 XOR 
2 1 756 757 755 XOR 
2 1 758 759 757 XOR 
2 1 760 761 759 XOR 
2 1 762 639 761 XOR 
2 1 763 764 639 XOR 
2 1 765 766 760 XOR 
2 1 767 768 766 AND 
2 1 769 770 767 XOR 
2 1 771 586 770 XOR 
1 1 739 586 NOT 
2 1 772 773 771 AND 
2 1 774 775 773 XOR 
2 1 588 776 769 AND 
1 1 777 776 NOT 
2 1 778 779 758 XOR 
2 1 780 781 779 XOR 
2 1 782 783 781 XOR 
2 1 784 785 783 XOR 
2 1 786 787 785 XOR 
2 1 788 789 787 XOR 
2 1 790 791 789 XOR 
2 1 709 792 791 XOR 
2 1 1023 793 709 AND 
2 1 552 794 790 XOR 
2 1 795 796 788 XOR 
2 1 797 798 796 XOR 
2 1 546 699 795 XOR 
2 1 624 799 699 XOR 
2 1 800 701 786 AND 
1 1 530 701 NOT 
2 1 587 1026 530 AND 
1 1 801 800 NOT 
2 1 802 803 784 XOR 
2 1 804 805 782 XOR 
2 1 539 707 805 XOR 
2 1 583 806 804 XOR 
2 1 631 649 780 XOR 

2 1 807 808 631 XOR 
1 1 550 807 NOT 
2 1 809 810 778 XOR 
2 1 811 812 754 XOR 
2 1 813 545 812 XOR 
1 1 746 545 NOT 
2 1 1020 1021 746 AND 
2 1 814 815 811 AND 
1 1 1069 815 NOT 
1 1 816 1067 NOT 
1 1 562 1068 NOT 
2 1 1067 1068 1069 AND 
2 1 817 818 750 XOR 
2 1 1025 670 818 XOR 
1 1 819 817 NOT 
2 1 820 821 1029 XOR 
2 1 822 823 821 XOR 
2 1 824 825 823 XOR 
2 1 826 827 825 XOR 
2 1 828 829 827 XOR 
2 1 830 831 829 XOR 
2 1 832 833 831 XOR 
2 1 834 835 833 XOR 
2 1 836 837 835 XOR 
1 1 1072 837 NOT 
1 1 838 1070 NOT 
1 1 839 1071 NOT 
2 1 1070 1071 1072 AND 
2 1 670 537 839 AND 
2 1 840 841 838 AND 
2 1 842 1026 840 AND 
2 1 730 749 842 AND 
1 1 671 749 NOT 
2 1 802 843 836 XOR 
2 1 844 845 843 XOR 
2 1 846 847 845 XOR 
2 1 794 848 847 XOR 
2 1 849 850 846 XOR 
1 1 1075 850 NOT 
1 1 646 1073 NOT 
1 1 605 1074 NOT 
2 1 1073 1074 1075 AND 
2 1 743 717 605 XOR 
2 1 851 718 646 XOR 
2 1 1025 806 718 AND 
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Table 7: WGP AXI (AND, XOR, INV) - continued 
# # i1 i2 o gate # # i1 i2 o gate # # i1 i2 o gate 
2 1 737 777 851 XOR 
2 1 852 853 844 XOR 
2 1 810 854 853 XOR 
1 1 855 810 NOT 
2 1 856 857 855 XOR 
2 1 858 585 857 XOR 
2 1 546 809 852 XOR 
2 1 566 1021 809 XOR 
1 1 859 566 NOT 
2 1 860 715 546 XOR 
2 1 861 568 802 XOR 
2 1 715 1024 861 AND 
2 1 862 863 834 XOR 
2 1 525 723 863 XOR 
2 1 864 865 525 XOR 
1 1 806 864 NOT 
2 1 866 867 862 XOR 
2 1 726 562 867 AND 
2 1 868 869 726 XOR 
2 1 870 871 866 AND 
2 1 872 873 871 XOR 
2 1 657 714 870 XOR 
2 1 874 875 830 XOR 
2 1 876 877 828 XOR 
2 1 878 621 877 XOR 
2 1 1024 652 621 AND 
1 1 1078 878 NOT 
1 1 879 1076 NOT 
1 1 880 1077 NOT 
2 1 1076 1077 1078 AND 
2 1 881 882 880 XOR 
2 1 883 708 879 XOR 
2 1 587 1021 708 AND 
2 1 884 583 876 XOR 
2 1 729 722 826 XOR 
2 1 885 886 722 XOR 
2 1 1026 1020 885 AND 
2 1 649 752 729 XOR 
2 1 1022 1025 752 AND 
2 1 887 888 649 XOR 
2 1 1023 1024 887 AND 
2 1 889 890 824 XOR 
2 1 625 618 890 XOR 
2 1 630 891 889 XOR 
2 1 793 892 822 XOR 

2 1 893 894 820 XOR 
2 1 895 896 894 XOR 
2 1 660 732 893 XOR 
2 1 897 898 1028 XOR 
2 1 899 900 898 XOR 
2 1 901 902 900 XOR 
2 1 903 904 902 XOR 
2 1 905 906 904 XOR 
2 1 907 908 906 XOR 
2 1 762 909 908 XOR 
2 1 910 911 909 XOR 
2 1 912 913 911 XOR 
2 1 874 914 913 XOR 
2 1 915 916 914 XOR 
2 1 917 918 916 XOR 
2 1 919 920 918 XOR 
2 1 921 922 920 XOR 
2 1 832 923 922 XOR 
2 1 924 738 832 XOR 
1 1 1081 738 NOT 
1 1 578 1079 NOT 
1 1 925 1080 NOT 
2 1 1079 1080 1081 AND 
1 1 707 924 NOT 
2 1 1026 538 707 AND 
2 1 801 803 921 XOR 
2 1 698 740 803 XOR 
2 1 926 865 698 XOR 
1 1 1084 865 NOT 
1 1 666 1082 NOT 
1 1 925 1083 NOT 
2 1 1082 1083 1084 AND 
1 1 538 925 NOT 
1 1 1025 666 NOT 
2 1 551 1020 926 AND 
2 1 883 620 801 XOR 
2 1 1024 551 883 AND 
2 1 927 928 919 XOR 
2 1 539 527 928 XOR 
2 1 929 930 927 XOR 
2 1 931 723 917 XOR 
2 1 932 765 723 XOR 
2 1 630 1021 932 AND 
2 1 854 933 931 AND 
1 1 797 933 NOT 

2 1 580 934 797 XOR 
2 1 895 1023 580 AND 
2 1 935 653 854 XOR 
2 1 936 937 915 XOR 
2 1 721 808 937 XOR 
2 1 1024 660 808 AND 
2 1 1026 660 721 AND 
2 1 652 550 936 XOR 
2 1 938 939 874 XOR 
2 1 1020 1023 938 AND 
2 1 650 940 912 XOR 
2 1 892 1024 940 AND 
2 1 941 942 910 XOR 
2 1 943 944 942 XOR 
2 1 535 585 941 XOR 
1 1 630 535 NOT 
2 1 717 654 762 XOR 
2 1 1025 765 654 AND 
2 1 1024 626 765 AND 
2 1 1024 868 717 AND 
2 1 945 946 907 XOR 
2 1 680 947 946 AND 
1 1 948 947 NOT 
2 1 1022 539 948 AND 
2 1 1026 627 539 AND 
2 1 764 533 680 XOR 
2 1 1024 625 764 AND 
2 1 1020 814 625 AND 
2 1 949 564 945 AND 
2 1 950 951 905 XOR 
2 1 590 868 951 XOR 
2 1 777 775 950 XOR 
1 1 1087 775 NOT 
1 1 599 1085 NOT 
1 1 638 1086 NOT 
2 1 1085 1086 1087 AND 
2 1 806 1022 599 AND 
2 1 620 1021 777 AND 
2 1 952 640 903 XOR 
2 1 814 574 640 XOR 
2 1 1021 1024 952 AND 
2 1 953 954 901 XOR 
2 1 955 891 954 XOR 
2 1 873 956 953 XOR 
2 1 957 958 899 XOR 
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Table 8: WGP AXI (AND, XOR, INV) - continued 
# # i1 i2 o gate # # i1 i2 o gate # # i1 i2 o gate 
2 1 892 872 958 AND 
2 1 748 562 957 AND 
2 1 1024 1025 748 AND 
2 1 959 960 897 XOR 
2 1 819 563 960 XOR 
2 1 961 962 959 AND 
2 1 963 731 962 XOR 
1 1 1090 731 NOT 
1 1 537 1088 NOT 
1 1 841 1089 NOT 
2 1 1088 1089 1090 AND 
2 1 727 730 961 XOR 
2 1 1093 730 NOT 
1 1 537 1091 NOT 
1 1 768 1092 NOT 
2 1 1091 1092 1093 AND 
1 1 1026 537 NOT 
2 1 964 965 1027 XOR 
2 1 966 967 965 XOR 
2 1 923 968 967 XOR 
2 1 969 970 968 XOR 
2 1 756 971 970 XOR 
2 1 875 972 971 XOR 
2 1 973 974 972 XOR 
2 1 975 976 974 XOR 
2 1 772 977 976 XOR 
2 1 978 979 977 XOR 
2 1 980 981 979 XOR 
2 1 798 982 981 XOR 
2 1 983 984 982 XOR 
2 1 985 986 984 XOR 
2 1 700 856 986 XOR 
2 1 987 930 856 XOR 
2 1 1025 550 930 AND 
2 1 896 1021 987 AND 
2 1 988 806 700 XOR 
2 1 715 1025 988 AND 
2 1 527 617 985 XOR 
2 1 989 884 617 XOR 
2 1 799 1026 989 AND 
2 1 990 882 527 XOR 
2 1 1026 715 882 AND 
2 1 552 1024 990 AND 
2 1 991 992 983 XOR 
2 1 881 579 992 XOR 

2 1 1025 551 579 AND 
2 1 1023 888 551 AND 
2 1 1021 550 881 AND 
2 1 626 929 991 XOR 
2 1 1024 553 929 AND 
2 1 650 553 798 XOR 
2 1 1024 814 650 AND 
2 1 1021 1026 814 AND 
2 1 618 692 980 XOR 
2 1 849 792 692 XOR 
2 1 1096 792 NOT 
1 1 816 1094 NOT 
1 1 732 1095 NOT 
2 1 1094 1095 1096 AND 
1 1 944 849 NOT 
2 1 1026 939 944 AND 
2 1 799 943 618 XOR 
2 1 1023 896 943 AND 
2 1 1025 896 799 AND 
2 1 702 993 978 XOR 
2 1 611 547 993 XOR 
2 1 994 995 547 XOR 
2 1 996 624 995 XOR 
2 1 1026 896 624 AND 
2 1 653 794 996 XOR 
2 1 1020 741 794 AND 
2 1 1026 574 653 AND 
2 1 627 997 994 XOR 
2 1 630 652 997 XOR 
2 1 860 848 611 XOR 
1 1 584 848 NOT 
2 1 1024 574 584 AND 
2 1 1026 793 860 AND 
2 1 538 858 702 XOR 
2 1 1021 793 858 AND 
2 1 998 999 772 XOR 
2 1 590 714 999 XOR 
1 1 1099 714 NOT 
1 1 935 1097 NOT 
1 1 1000 1098 NOT 
2 1 1097 1098 1099 AND 
2 1 1102 1000 NOT 
1 1 816 1100 NOT 
1 1 578 1101 NOT 
2 1 1101 1100 1102 AND 

1 1 552 935 NOT 
2 1 1026 884 590 AND 
2 1 583 1022 998 AND 
2 1 686 774 975 XOR 
2 1 565 869 774 XOR 
2 1 656 873 565 XOR 
2 1 1021 538 873 AND 
2 1 1024 896 538 AND 
2 1 620 1026 656 AND 
2 1 657 563 686 XOR 
2 1 1025 868 563 AND 
2 1 1021 806 657 AND 
2 1 1020 550 806 AND 
2 1 1024 741 550 AND 
2 1 1001 1002 973 XOR 
2 1 891 763 1002 XOR 
2 1 868 955 763 XOR 
2 1 1026 626 955 AND 
2 1 1020 574 626 AND 
2 1 1021 627 891 AND 
2 1 1025 793 627 AND 
2 1 637 1003 1001 XOR 
2 1 1004 1005 1003 AND 
1 1 638 1005 NOT 
2 1 562 589 638 XOR 
1 1 1105 589 NOT 
1 1 816 1103 NOT 
1 1 533 1104 NOT 
2 1 1103 1104 1105 AND 
1 1 1108 562 NOT 
1 1 578 1106 NOT 
1 1 533 1107 NOT 
2 1 1106 1107 1108 AND 
1 1 637 533 NOT 
1 1 1023 578 NOT 
2 1 588 956 1004 XOR 
2 1 1024 583 956 AND 
2 1 1026 553 583 AND 
2 1 1025 574 553 AND 
1 1 737 588 NOT 
2 1 1020 652 637 AND 
2 1 892 1026 652 AND 
2 1 1006 573 875 XOR 
2 1 1025 1026 573 AND 
2 1 819 741 1006 XOR 
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Table 9: WGP AXI (AND, XOR, INV) - continued 
# # i1 i2 o gate # # i1 i2 o gate # # i1 i2 o gate 
2 1 1023 1026 741 AND 
2 1 1024 1026 819 AND 
2 1 642 1007 756 XOR 
1 1 597 1007 NOT 
2 1 793 949 597 XOR 
2 1 732 896 949 XOR 
2 1 1022 1020 896 AND 
1 1 1008 732 NOT 
2 1 895 892 642 XOR 
2 1 1025 1021 892 AND 
2 1 1009 1010 969 XOR 
2 1 886 1020 1010 XOR 
2 1 1022 1023 886 AND 
2 1 1011 813 1009 XOR 
1 1 1111 813 NOT 
1 1 671 1109 NOT 
1 1 669 1110 NOT 
2 1 1109 1110 1111 AND 
2 1 1012 963 669 XOR 
2 1 1025 743 963 AND 
2 1 670 1025 1012 AND 
2 1 1026 737 671 AND 
2 1 620 1020 737 AND 
2 1 587 1023 620 AND 
2 1 888 1013 1011 AND 
1 1 727 1013 NOT 

2 1 1023 739 727 AND 
2 1 1024 568 739 AND 
2 1 1025 552 568 AND 
2 1 816 859 923 XOR 
2 1 1023 1014 859 XOR 
2 1 564 634 966 XOR 
2 1 1015 587 634 XOR 
2 1 895 1025 587 AND 
2 1 1026 895 1015 AND 
2 1 1022 1024 895 AND 
2 1 743 768 564 XOR 
2 1 1114 768 NOT 
1 1 816 1112 NOT 
1 1 869 1113 NOT 
2 1 1112 1113 1114 AND 
1 1 1117 869 NOT 
1 1 1014 1115 NOT 
1 1 585 1116 NOT 
2 1 1115 1116 1117 AND 
1 1 1120 585 NOT 
1 1 536 1118 NOT 
1 1 542 1119 NOT 
2 1 1118 1118 1120 AND 
1 1 939 542 NOT 
1 1 1022 1014 NOT 
1 1 1024 816 NOT 

2 1 1023 868 743 AND 
2 1 1020 552 868 AND 
2 1 1026 1008 552 AND 
2 1 1016 1017 964 XOR 
2 1 1018 1019 1017 XOR 
2 1 574 872 1019 AND 
1 1 1123 872 NOT 
1 1 536 1121 NOT 
1 1 740 1122 NOT 
2 1 1121 1122 1123 AND 
1 1 884 740 NOT 
2 1 1022 630 884 AND 
2 1 1023 939 630 AND 
2 1 1025 1020 939 AND 
1 1 1021 536 NOT 
2 1 1023 1021 574 AND 
2 1 888 1025 1018 AND 
2 1 1022 1026 888 AND 
2 1 934 841 1016 XOR 
1 1 670 841 NOT 
2 1 793 715 670 AND 
2 1 1023 1008 715 AND 
2 1 1022 1021 1008 AND 
2 1 1024 1020 793 AND 
2 1 1022 660 934 AND 
2 1 1025 1023 660 AND 
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B Basic Masking Gadgets 

Refresh mask and Common share multiplication. We provide the pseu-
docodes for algorithms RefreshMask and SecMult from [8], and CommonMult and 
CommonShare from [17] for the ease of completeness and quick references. Note 
that in Algorithm 5, in Lines 5-6, the multiplications for a = (ai)1≤i≤n and 
the common shares of b = (bi)1≤i≤n and c = (ci)1≤i≤n are computed only once 
which results in reducing the area of the gadget. 

Algorithm 2 Refresh Mask [8] 
1 2 n1: Input: (a , a , · · · , an) s.t. a = a1 ⊕ a2 ⊕ · · · ⊕ a , ai ∈ Fk 

2 
1 2 n2: Output: (c , c , · · · , cn) s.t. a = c1 ⊕ c2 ⊕ · · · ⊕ c , ai ∈ Fk 

2 
1 23: procedure RefreshMask(a , a , · · · , an) 

4: for i = 1 to n do 
5: ci ← ai 

6: end for 
7: for i = 1 to n − 1 do 
8: for j = i + 1 to n do 
9: r ←$ Fk 

2 
10: ci = ci ⊕ r 

j11: c = cj ⊕ r 
12: end for 
13: end for 

1 214: return (c , c , · · · , cn) 
15: end procedure 

t-SNI secure randomized table countermeasure of S-boxes. For the 
sake of completeness, we rewrite the t-SNI secure randomize lookup table algo-
rithm from [19], and take WGP as an example to describe the algorithm. 
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Algorithm 3 Multiplication Gadget (t-SNI) [8] 
1 2 1 2 i1: Inputs: (x , x , · · · , xn) and (y , y , · · · , yn), x , yi ∈ F2 
1 22: Output: (z , z , · · · , zn) 

3: procedure SecMult(x, y) 
4: for i = 1 to n do 

i i5: zi ← x y 
6: end for 
7: for i = 1 to n do 
8: for j = i + 1 to n do 
9: r ←$ F2 

10: zi ← zi ⊕ r 
i j11: t ← x y 

12: r ← r ⊕ t 
j i13: t ← x y 

14: r ← r ⊕ t 
15: zj ← zj ⊕ r 
16: end for 
17: end for 
18: end procedure 

Algorithm 4 Common Share [17] 
1 21: Input: (a , a , · · · , an) and (b1, b2 , · · · , bn) s.t.L Ln ni = a and bi = bi=1 a i=1 

1 22: Output: (c , c , · · · , cn) and (d1, d2 , · · · , dn) s.t.L L L Ln n n ni = i and di = bi i=1 c i=1 a i=1 i=1 
1 23: procedure CommonShare(a , a , · · · , an) 

n4: for i = 1 to do2 
5: r ← F2 

6: ci ← r; c 
n 
2 +i ← ai ⊕ a 

n 
2 +i ⊕ r 

7: di ← r; d 
n 
2 +i ← bi ⊕ b 

n 
2 +i ⊕ r 

8: end for 
1 29: return (c , c , · · · , cn) and (d1, d2 , · · · , dn) 

10: end procedure 
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Algorithm 5 Common Share Multiplication Gadget (t-SNI) [17] 
1 2 1 21: Input: (a , a , · · · , an), (b1, b2 , · · · , bn) and (c , c , · · · , cn) 

1 22: Output: (d1, d2 , · · · , dn) and (e , e , · · · , en) s.t. 
d = a · b and e = a · b 

1 2 1 23: procedure CommonMult((a , a , · · · , an), (b1, b2 , · · · , bn), (c , c , · · · , cn)) 
4: (bi)1≤i≤n, (ci)1≤i≤n ← CommonShare((bi)1≤i≤n, (ci)1≤i≤n) 
5: (di)1≤i≤n ← SecMul((ai)1≤i≤n, (bi)1≤i≤n) 
6: (ei)1≤i≤n ← SecMul((ai)1≤i≤n, (ci)1≤i≤n) 

1 27: return (d1, d2 , · · · , dn), (e , e , · · · , en) 
8: end procedure 

Algorithm 6 Randomized lookup table computation of y = WGP(x) (t-SNI) 
[19] 

1 2 n1: Input: Input shares (x , x , · · · , xn) s.t. x = x1 ⊕ x2 ⊕ · · · ⊕ x , xi ∈ F7 
2 

1 2 n2: Output: Output shares (y , y , · · · , yn) s.t. y = WGP(x) = y1 ⊕y2 ⊕· · ·⊕y 
3: procedure SecWGP( ) 
4: for u = 0 to 127 do 
5: T (u) ← (WGP(u), 0, · · · , 0) . n-tuple 
6: end for 
7: for i = 1 to n − 1 do 
8: for u = 0 to 127 do 
9: for j = 1 to i do 

10: T 0(u)[j] ← T (u ⊕ xi)[j] 
11: end for 
12: end for 
13: for u = 0 to 127 do 
14: T (u) ← (T 0(u)[1], T 0(u)[2], · · · T 0(u)[i], 0, · · · , 0) 
15: T (u) ← RefreshMasksi+1(T (u)) 
16: end for 
17: end for 

1 218: (y , y , · · · , yn) ← RefreshMasksn(T (xn)) 
1 219: return (y , y , · · · , yn) 

20: end procedure 
21: procedure RefreshMasksi ( ) . RefreshMasksi() 

1 i22: Input: (z , · · · , zi) s.t. z = z1 ⊕ z2 ⊕ · · · ⊕ z 
1 i23: Output: (z , · · · , zi) s.t. z = z1 ⊕ z2 ⊕ · · · ⊕ z 

24: for j = 2 to i do 
25: t ← {0, 1}7 . Randomly generate a 7-bit number 
26: z1 ← z1 ⊕ t 
27: zj ← zj ⊕ t 
28: end for 

129: return (z , · · · , zi) 
30: end procedure 

25 


	Protected Hardware Implementation of WAGE
	Yunsi Fei and Guang Gong and Cheng Gongye and Kalikinkar Mandal and Raghvendra Rohit and Tianhong Xu and Yunjie Yi and Nusa Zidaric

