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In this work

Multiparty RSA modulus sampling
with malicious security
against a dishonest majority

e First with n-parties from only OT
and the Factoring Assumption

e First with cubic communication
complexity in modulus length



What are RSA Moduli?

RSA Modulus (N): a biprime with
random, secret factors (p, q)

Biprime: product of two primes

Factoring Assumption: no efficient
algorithm to factor N

Equivalently: finding |Zy | is hard



Why RSA Moduli?

Useful For

e Signatures and Encryption
[RSA77], [Paillier-99]

e Cryptographic Accumulators

[Benolah-deMare-93], [Camenisch-Lysyanskaya-02],
[Li-Li-Xue-07], [Boneh-Buinz-Fisch-19]

e \/\DFs and Timelock Puzzles

[Rivest-Shamir-Wagner-96], [Boneh-Bonneau-Blinz-Fisch-18],
[Wesolowski-19], [Pietrzak-19], [Ephraim-Freitag-Komargodski-Pass-19]

e Efficient zk-SNARKSs

[BUnz-Fisch-Szepieniec-19], [Lai-Malavolta-19]

e Many more...
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Overview

1. Problem & Context
2. Our Protocol
3. Efficiency

4. Conclusion



Sampling a Biprime

1. Choose random p < Z,k

2.|If p is not prime, frepeat step 1
3. Sample g in the%qnivay as p
4. Compute N = P - Miller-Rabin Test

aP~tmod p



Boneh-Franklin Test

Statistical Param Subgroup of Z;ﬁv
Q\]acobi Symbol 1

1. Repeat O(s) times:

a. Chooserandoma « Jy
b. Test gVP~4+1mod [N|= +1

2.Testgcd(N,p+qg — 1) ={
Public!

[BF97, BFO1]



Boneh-Franklin Test

Supposep = ) p;andq = ), q;

ie[n] le[n]

b. Test gV "P~91mod IN|= +1

2.Testgcd(N,p+qg — 1) =&
Public!

[BF97, BFO1]



Boneh-Franklin Test
Supposep = » p;andq = ) q;
ie[n] lE[n]

Boneh and Franklin prove that this leakage Is negligible.

aN P~ 4+ 1mod[Nl= a1 [] la Pi"%imod N
LE[n]

k Public!

Party 1 can compute this

[BF97, BFO1]



Trial Division

For candidate prime p:
pmod3 =2 0K
pmod5=1 OK
pmod7 =5 OK
pmod 11 =0 Reject



Trial Division

Pr

p<L,k

p is prime |
no divisors < B

Trial Division Bound J

We need O (k*/log“B) tries in expectation

] € Q(log B/k)

[BF97, BFO1]



Recent Progress

HMRT12

[I[-II\/IRTng] [FLOP18]

Security Malicious Malicious
Parties n 2
Corruptions n-1 1
Uses HE Yes No
Assumptions DCR, DDH OT

ZK over Crypto Yes

Extra Leakage No Yes
Covert DOS No Yes

Incurs O (S) overheadj



Open Question

[I[—IHI\I/\I/IRI?rTl\Illzg] [FLOP18] Open
Security Malicious Malicious Malicious

Parties n 2 n

Corruptions n-1 1 n-1
Uses HE Yes No No
Assumptions DCR, DDH OT OT
ZK over Crypto Yes No
Extra Leakage No Yes No

Covert DOS No Yes No



Our Contribution

Security
Parties
Corruptions
Uses HE
Assumptions
ZK over Crypto
Extra Leakage
Covert DOS
Analysis
Comm. Cost

[HMRT12]

[HMRTN19]

Malicious
n
n-1
Yes
DCR, DDH
Yes
No
No

Monolithic
’,

[FLOP18]

Malicious
2
1
No
OT

Yes
Yes
Monolithic
0(sk*)

[This Work]

Malicious
n
n-1
No
OT, RAttoring
No
No
No
Modular

0 (nsk?)
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Protocol Overview

1. Sample p, g as integer shares

Shared by
most works

2.Compute N =p-q
3. Biprimality teston N
4. Retroactive Consistency check

Analogous to [FLOP18] “Proof of Honesty”



Protocol Overview

1. Sample p, g as integer shares
2.Compute N =p-q
3. Biprimality teston N

4. Retroactive Consistency check



Chinese Remainder Thm

Thm: If m¢{, m,, ..., M, are unique primes

then Zpy,, X = X Ly, = L.,



Chinese Remainder Thm

Thm: If m¢{, m,, ..., M, are unique primes

o 0 0 z
then Zm X X me Zml."'.mz
Product of Fields Ring Modulo Product
“CRT Form?” “Standard Form”

X P p e x; = p(mod my)



Constructive Sampling

1. Sample x

2. Check x; # 0 Vj

3. Construct p
from x

4. Interpret p as
Integer

Legend: Ln, X X Ly, Loy, .. .m,



Distributed Sampling

Alice Bob
1. Sample x 1. Sample y
2. Check x; # 0 Vj 2. Check y; # 0Vj
3. Construct p, 3. Construct pg
from x from y
4. Interpret p, as 4. Interpret pg as
Integer Integer

Legend: Ln, X X Ly, Loy, .. .m,



Distributed Sampling

Alice Bob
1. Sample x 1. Sample y
2. Jointly check x; + y; # O(mod m;) Vj
3. Construct p, 3. Construct pg
from x from y
4. Interpret p, as 4. Interpret pg as
Integer integer

D = Da + DB 7 O(mod m])

Legend: Ln, X X Ly, Loy, .. .m,



Distributed Sampling

Alice Bob

1. Sample u 1. Sample v

2. Jointly check u; + v; # 0(mod m;) Vj

3. Construct g, 3. Construct gg
from u from v

4. Interpret g, as 4. Interpret gy as
Integer integer

g = gp + gg Z 0(mod mj)

Legend: Ln, X X Ly, Loy, .. .m,



Protocol Overview

1. Sample p, g as integer shares
2.Compute N =p-q
3. Biprimality teston N

4. Retroactive Consistency check



Multiparty Mul

Protocols for Securely Computing

N:p.‘q\

1. OT Based: with recent

Q(k%) Comm. Q(k?*) Comp. olnlogn)
2. AHE (Paillier) Based: /technpiques
Q(k) Comm. Q(k?*logk) Comp.
Q(k?) realistically

where [p| = |g| = k



CRT Multiplication

If x P pandu P g

thenx O U P p - g
Elementwise /

Modular Product

xj,uy 0 p-q # 0(mod mj)

Modular Product

Reuse work for “free” zero-testing,
merged sample-mult operation

Legend:

Zml X oo X ng Zml-...-mg



CRT Multiplication

Ifx Ppandu > q

thent O U P q

Elementwise /L \ Modular Product

Modular Product

Complexity in O(k lOg k) C O(kz)

Ifk = |my - ...- my]
then | maxm | € O(logk)

and¥ € O(k/logk)

Legend: 7 X X Loy, Lo,...m,



Protocol Overview

1. Sample p, g as integer shares
2.Compute N =p-q
3. Biprimality teston N

4. Retroactive Consistency check



Blprlmallty Test

\ Common Input ,'

Party i’s Inputs ldeal Adv’s Inputs
— | Poiprime | —

“success” iff
N is biprime and

= L Di* X 4
LE[n] 1E[n]




Protocol Overview

1. Sample p, g as integer shares
2.Compute N =p-q
3. Biprimality teston N

4. Retroactive Consistency check



Consistency Check

f(N,X,y,u,v)
Predicate/

Primarily checking x + u — p (resp. q)

Evaluation Strategies:
1. Secure if biprimality test succeeded

2. Privacy-free if biprimality test failed

Necessary to prevent DoS
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Instantiation

 Multi plication . [Doerner-Kondi-Lee-shelat-18]

using OT extension with Silent OT
[Boyle-Couteau-Gilboa-Ishai-Kohl-Rindal-Scholl-19]

* Consistency check:
Authenticated garbling (wang-Ranellucci-katz-17]



Efficiency

Failed instance: O (nsk)
Successful instance: 0 (n?sk?)

Expected iterations: O (k*/log“k)

» Total cost: O(nsk?/log?k)

Concretely, mult is no longer the bottleneck
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Summary

1. CRT representation gives us

“free” sampling and faster mult

2. Consistency check only requires an

algebraic predicate
3. Mult no longer the bottleneck, room
to optimize consistency check



Additional Results

1. Constant Rounds

2. Concrete Cost Analysis

3. Perfect SH Sec in Hybrid Model
4. Modular Security Analysis



Thanks!
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