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» Robert E. Meyers, West Virginia University
> remeyers@mail.wvu.edu

» J. Burton Browning, Brunswick Community College
> browningj@brunswickcc.edu

» W. Cameron Kirby, Brunswick County Public
Schools
> williamckirby@hotmail.com

» Angela Orebaugh, Booz Allen Hamilton (moderator)
> orebaugh_angela@bah.com




Doing More with Less

» Free and low costs resources

- People, Processes, Technology

» Cybersecurity awareness and training
» Teaching cybersecurity skills

» ldentifying and mitigating vulnerabilities




Supporting Enterprise Initiatives

Security Awareness Activities on a
Limited Budget




The Initiative

» In Fall of 2011, WVU instituted a new single
sign-on identity manager called "MyID”"
> This replaced the ubiquitous use of PM-SSO

> “Poor Man’s Single Sign-On” strategy (one
password)

SINGLE USERNAME
AND PASSWORD NOW
AVAILABLE

A single username and password provides

WVU faculty, staff, and students access to all
core systems and services.

MyIDy



Security Awareness
Challenge/Response

» Approximately 60% re-use their password
on more than one account thus linking their
business identity with private accounts
o Secure password creation and use became

Imperative

» 2 promotional items were created for

students and staff

> T-shirts, leveraging the WVU love of their sports
teams for anti-virus installation

- 1GB flash sticks to promote strong, individual
passwords



Presenter
Presentation Notes
“--having unique passwords is significantly more important than strength. A unique password limits the impact of any breach to only the affected accounts – “http://www.infoworld.com/t/password-security/reduce-reuse-recycle-just-not-your-password-120

http://www.lightbluetouchpaper.org/2011/02/09/measuring-password-re-use-empirically/
“76% used the exact same password”

http://www.infoworld.com/t/password-security/reduce-reuse-recycle-just-not-your-password-120
“An analysis of the Gawker password set found 76 percent of people reused their passwords. Another analysis that compared Gawker and Sony found 67 percent of accounts using the same email address also had the same password.”

http://www.securityweek.com/study-reveals-75-percent-individuals-use-same-password-social-networking-and-email

http://blogs.forrester.com/andrew_jaquith/10-08-16-rationality_re_using_passwords





Password Challenge Game

» Having the items as
mere handouts would
not satisfactorily
promote the two themes

o Using www.passwordmeter.com ° o e [Ere o o
WVU students and employee were

encouraged to test their current
passwords to win a flash stick
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Challenges were conducted on 6 different days in the Mountainlair, WVU’s student union complex
Contestants scoring  95% or higher won a USB flash drive 
Contestants who did not achieve 95% were given a  demonstration on how to create strong passwords 
All contestants were offered the WVU OIS Defense T-shirt and a brochure of information security Best Practices


http://www.passwordmeter.com/�

Results

» 150 total participants
- The average password
strength score was 79%
- 71 1GB USB flash drives
awarded
- 110 new copies of

Symantec EndPoint
distributed

- 95 OIS Defense t-shirts
taken

|

Comparison of High Password
Strength Scores Over Time

95-100
Score Range

EDay1
HDay 2
M Day3
HDay 4
MDay5
M Day 6
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Presentation Notes
We continue to gather metrics from the WVU OITHelp Desk on:
Password reset requests
Number of Symantec EndPoint downloads from our server to staff and students
Number of incidents of WVU student account intrusions, especially reports of multiple site hacks 
Our most common account issue has been simultaneous student WVU e-mail and Facebook account hijacks



Q&A

Information_Security@mail.wvu.edu

.



Open source security software use
at Brunswick Community College
and Brunswick County Schools
Brunswick County, NC

Dr. J. Burton Browning
W. Cameron Kirby
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Presentation Notes
Introductions here very quickly and then next overview slide


Background:

» Presenters work at BCC and BCS.
» County is rural and not a "high tech” area.

» With limited funds, open source software
has helped to find and fix vulnerabilities.

» Can utilize students at the college.
» Employees main consumer with public

schools.
» WIFI, labs, and admin comp ﬁ\
= ‘f.“"ﬂ _

dare concern areas.




Opportunities, vulnerabilities,
and fixes

» lllegal torrent downloads: implemented a
Squid proxy server to limit bit torrent on
non-locked computers.

» Received performance boost from caching
and reduced problem. Also implemented
SNORT IDS for “advanced notice”.

» We use NMAP, and other tools for auditing
server hardening, etc.

» Both curriculum and IT side use these tools.




Educating students

» Utilize student workers as well as students in
advanced “capstone” courses. Real-world
experience and resume bullet.

» Password strength, securitytube, Back Track
LinuX, etc.

» Public school students taught safe
computing, Early College students would be

exception.




Train employees

» Both organizations have in-service courses.

» Faculty taught via formal and informal
methods.

» Tools such as antivirus and spyware
solutions, Keypass, TrueCrypt, and GnuPG are
game changers.

» Most faculty just want solutions, free vs. paid
is not a factor, only results.




For more info and links:

» http://www.jbbrowning.com/sandbox/security.html
» Final questions or comments?



http://www.jbbrowning.com/sandbox/security.html�
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