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1 Start with security.



D Start with security.

52y Q0 O2ftft SO0 LISNERZ2YFT A

% Hold on to information only as long as you have a
legitimate business need.
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»2» Control access to data sensibly.
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D Control access to data sensibly.

% Restrict access to sensitive data.

% Limit administrative access.



Require secure passwords and

authentication.
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Require secure passwords and
authentication.

% Insist on complex and unigue passwords.
% Store passwords securely.
% Guard against brute force attacks.

% Protect against authentication bypass.



Store sensitive personal

information securely and
protect it during transmission.
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Store sensitive personal information
securely and protect it during transmission.

% Keep sensitive information secure throughout its
lifecycle.

% Use industnytested and accepted methods.

% Ensure proper configuration.



5 Segment your network and
monitor who'’s trying to get

in and out.
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Segment your network and monitor who’s
trying to get in and out.

% Segment your network.

% Monitor activity on your network.



‘3 Secure remote access to your



B Secure remote access to your network.

% Ensure endpoint security.

% Put sensible access limits in place.



7 Apply sound security practices
when developing new products.
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D Control access to data sensibly.

% Train your engineers in secure coding.
% Follow platform guidelines for security.
% Verify that privacy and security features work.

% Test for common vulnerabilities.



-3 Make sure your service
providers implement

reasonable security measures.



Make sure your service providers
implement reasonable security measures.

% Put it in writing.

% Verify compliance.



Put procedures in place to
keep your security current and
address vulnerabilities that

may arise.




Put procedures in place to keep your
security current and address
vulnerabilities that may arise.

% Update and patch thirgbarty software.

% Heed credible security warnings and move quickly
to fix them.






n Secure paper, physical media, and devices.

% Securely store sensitive files.
% Protect devices that process personal information.

% Keep safety standards in place when datans
route.

% Dispose of sensitive data securely.
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Data Security

Compandes with personal information should take steps to safeguard thew data. Otherwise, that informason
could fall info the wrong hands. resulting in fraud and other harm The FTC promotes data secunty In the private
S0C0r Brough Chl Law enfoccement, education, polly Initiathes. and recommendations 10 Congress 1 enact
legisiabion in this ared The touchatone of the FTC'S Jpproach 1o data security ks reasonadleness. a company's
data secunty measures must be reasonadle in ight of the sensitvity and volume of consumer informaton it
holds, the size and complewty of &5 data operations, and the cost of avatabie tools 10 Improve secunty and
reduce wineradilites
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Business Center

Your knk to consumer protechon law
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AUG 12. 2015

The Beatles were right One does get by with a litte
help from one's friends - but that's not always a
good thing. A partial settloment

Letter to Morgan Standey offers security msights
about insiders
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Businesses are understandably concemned about
the threat that hackers pose 1o the secunty of
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Data Security

Many companies keep sensitve persenal information about customers of omgloyees in thee fles ¢ on
their network. Haang a sound secunty plan n place to collect only what you need. keep it sale, and
dispose of # securely can help you meet your legal oblgations 10 protect that sensdve data The FTC
has free resoutces for busnesses of any se
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Start with Security: A Guide for Businoss

10 peactical lessons busmesses can leam from the FTC's 50+ data
secunty settiements
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Buying or selling debts? Stops for keeping data socure

For Godt buyers and sellers, Keaging sensAve INformaton secure should be tusineds as usual The FIC A
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