Enter the Threshold

The NIST Threshold Cryptography Project

National Institute of Standards and Technology

NIST Threshold Cryptography Workshop 2019 (#NTCW2019)
March 11, 2019 @ NIST campus, Gaithersburg MD, USA

Contact email: threshold-crypto@nist.gov
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“Bellcore Cold-boot Heartbleed “ZigBee Chain Meltdown & Foreshadow
attack” (1997)  attacks (2009) bug (2014) reaction” (2017)  Spectre (2017) (2018)
[BDL97] [HSH*09] [DLK*14] [RSWO17] [LSG™18, KGG* 18] [BMW 18, WBM* 18]

v NG

Also, operators of cryptographic implementations can go rogue

sHo7 pont3

How can we oppose
single-points of failure?

2}
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The threshold approach

At high-level:

use redundancy & diversity to mitigate O:>I<O

the compromise of up to a threshold
number (f-out-of-rn) of components

NIST-CSD wants to standardize
threshold schemes for cryptographic primitives

Potential primitives: key-generation, signing, decryption, enciphering, RNGen, ...

» secret keys never in one place;

» operation withstands several compromised components;
» resistance against side-channel attacks

> ...
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The NIST Threshold Cryptography Project

» Project within the NIST Computer Security Division (CSD)
https://csrc.nist.gov/Projects/Threshold-Cryptography

» To drive an open and transparent process towards standardization of
threshold schemes for cryptographic primitives. (See NISTIR 7977 [Gro16])

NISTIR 8214 (report) NTCW (workshop) Move forward

criteria
— engage

standardize

» Current team: Luis Branda@o, Michael Davidson (last month), Nicky Mouha, Apostol Vassilev.
» Supported by CSD, e.g., session chairs and speakers at NTCW
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Threshold Schemes for Cryptographic Primitives: Challenges and Opportunities in
Standardization and Validation of Threshold Cryptography [BMV19]

The report poses diverse initial questions: q ? )
» how to characterize threshold schemes? . v
» what criteria to decide what to standardize? 2 .
2
> . ¢
Timeline:

> 2018-July: Draft online for public comments
»> 2018-October: Received comments from 13 external sources
» 2019-March: Final version online, along with “diff” and received comments



Characterizing threshold schemes

9/16



Characterizing threshold schemes

To reflect on a threshold scheme, start by characterizing 4 main features:

« Kinds of threshold %&£ e Communication interfaces
¢ Executing platform (:-:-] ¢ Setup and maintenance u m

9/16



Characterizing threshold schemes

To reflect on a threshold scheme, start by characterizing 4 main features:

« Kinds of threshold %&£ « Communication interfaces
¢ Executing platform ¢ Setup and maintenance u m

Each feature spans distinct options that affect security in a different way.

9/16



Characterizing threshold schemes

To reflect on a threshold scheme, start by characterizing 4 main features:

« Kinds of threshold %&£ e Communication interfaces
¢ Executing platform (:-:-] ¢ Setup and maintenance u m

Each feature spans distinct options that affect security in a different way.

Other factors: application context, operational pros & cons, conceived attacks, performance.

. &

9/16



Characterizing threshold schemes

To reflect on a threshold scheme, start by characterizing 4 main features:

« Kinds of threshold %&£ « Communication interfaces
¢ Executing platform {e-:} ¢ Setup and maintenance u m

Each feature spans distinct options that affect security in a different way.

Other factors: application context, operational pros & cons, conceived attacks, performance.

s &

Even if all nodes are initially compromised, (e.g., 8
leaky) a threshold scheme may still be effective, ©

if it increases the cost of exploitation

000

(e.g., differential power analysis)
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What exactly to standardize?

A high-dimensionality problem!

Security properties and attack types
Flexibility of features and parameters

>

>

» Granularity and composability

» Implementation and validation requirements
>

Challenge ahead: define criteria for standardization

Important to engage with stakeholders — workshop
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Coutries (of affiliation) registered to the
NIST Threshold Cryptography Workshop
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/ /ltaly 1%
£ — Switzerland
2%

» get to know stakeholders;

» get input to reflect on criteria.

NIST Gaithersburg
March 11-12, 2019

About 80 participants present at NIST
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Here we are: #NTCW2019

NIST Threshold Cryptography Workshop 2019
(March 11-12, 2019 @ Gaithersburg, USA)

Coutries (of affiliation) registered to the
NIST Threshold Cryptography Workshop
Canada 1%
China 1%
Denmark 2%

A platform for open interaction: Denmark 2
> hear about experiences with threshold crypto; //F::. :.,;,
Y ltal_y 1%
> get to know stakeholders; '4/:5‘""2?/:"‘“"

» get input to reflect on criteria.

NIST Gaithersburg
March 11-12, 2019

About 80 participants present at NIST

Accepted 15 external submissions: Plus:
» 2 panels > NIST talks
» 5 papers » 2 invited keynotes
»> 8 presentations » 2 feedback moments

1216 https://csrc.nist.gov/Events/2019/NTCW19
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What will we be talking about?

Session 2019-Mar-11 | Time | Topic (free abbreviation) Source #
— 08:00-09:00 75 Badge pick-up; light refreshments — -
1

2

3

4

— 10:40-11:10 30’ Morning coffee break — -
5

6

7

— 12:25-13:45 80’ Lunch break (@ heritage room) — -
8

9
10

— 15:35-16:05 30’ Afternoon coffee break — -

11

12

' Time durations are in minutes
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What will we be talking about?
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What will we be talking about?
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2019-Mar-12  Timef

Topic (free abbreviation)

Source
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14

15

16

11.3. Other threshold
primitives

13:30-14:20

25’

Leakage resilient secret-sharing

Subm. paper

18

Symmetric-key encryption

Subm. paper

19

20

21

22

23

24

T Time durations are in minutes

pres. (presentation proposal); Subm. (submitted); TC (threshold cryptography).
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Session

What will we be talking about?

2019-Mar-12

Timef ~ Topic (free abbreviation)

Source
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14

15

16

18

19

1.4. TC apps
and experience

14:20-16:55

50’

Multi-Sigs in Bitcoin

Invited
keynote
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22

23

24

T Time durations are in minutes

pres. (presentation proposal); Subm. (submitted); TC (threshold cryptography).
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25’
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What will we be talking about?

Session 2019-Mar-12 | Time! Topic (free abbreviation) Source #
— 08:00-08:45 75 Light refreshments — -

25 Tradeoffs shares/area/latency Subm. pres. | 13

11.1. Threshold 08:45-10:25 25 Pitfalls of TC in hardware Subm. pres. | 14
circuit design 25 TC for combined physical attacks Subm. pres. | 15

25 VerMI: Verification tool Subm. pres. | 16

10:25-10:55 30° Morning coffee break — -

11.2. Panel on TIS 10:55-12:10 75’ Theory of implementation security | Subm. panel | 17
— 12:10-13:30 80’ Lunch break (@ heritage room) — -

11.3. Other threshold 13:30-14:20 25 Leakage resilient secret-sharing Subm. paper | 18
primitives 25’ Symmetric-key encryption Subm. paper | 19
50' | Multi-Sigs in Bitcoin Invited |

keynote
11.4. TC apps 14:20-16:55 30’ Afternoon coffee break = =
and experience 25 SplitKey case study (national eID) | Subm. pres. | 21

25’ TC for cloud & crypto-currencies Subm. pres. | 22

25’ Practice-based recommendations | Subm. pres. | 23
Closing 16:55-17:15 20’ Final remarks NIST 24

' Time durations are in minutes pres. (presentation proposal); Subm. (submitted); TC (threshold cryptography).
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Contact email: threshold-crypto@nist.gov

Project webpage: https://csrc.nist.gov/Projects/Threshold-Cryptography
NISTIR 8214: https://csrc.nist.gov/publications/detail/nistir/8214/final
NTCW webpage: https://csrc.nist.gov/Events/2019/NTCW19

Forum: https://groups.google.com/a/list.nist.gov/forum/#!forum/tc-forum
(register for announcements; we can add your email if you send us a request)
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https://groups.google.com/a/list.nist.gov/forum/#!forum/tc-forum
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