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STOP THINK CONNECT
Jay Wise & Friends

STAY SAFE ONLINE

Check yourself
Before you get Wrecked
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Hi there. It's me... Mal, Mal Ware. Did you know my friends and | like to go fishing? There's lots of good
fishing around here. We fish in a couple of different ways. | go after a specific fish, while my buddy here
just goes trolling to see what he can pull in. Here's what | mean.
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IT Security Awareness Program

Don’t be the twit
in twitter.
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Keep business
information private.
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IT Defender

From the OIM Information Security Program
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What is phishing?

Phishing is a form of social engineering. Phishing attacks use
email or malicious websites to solicit personal information by posing as a

1 Phishing
2 Phishing continued
3 Phishing continued
Planning & Disaster Recovery

trustworthy organization. When users respond with the req d i -
tion, attackers can use it to gain access to the accounts.
Phishing attacks may also appear to come from other types of organizations,

- FDA Alert System such as charities. Attackers often take advantage of current events and certain
4 Cyber Security Awareness Event times of the year, such as
Raffle Winners

M Natural disasters (e.g., Haiti ¥ Economic concerns (e.g., IRS
earthquake, Hurricane Katrina) scams)

¥ Epidemics and health scares
(e.g., HIN1)

B Major political elections
M Holidays (e.g., e-cards)

Report an Incident

If you suspect lost, misplaced o

or stolen equipment or a P ey
o ourt

breach of Personally Identifiable \‘5’{:‘0 e he

)
Information (PII), contact the FDA IT
Security Operations Center (SOC) at:

[ —

¥ Email: soc@fda.gov or

¥ Toll Free Number:
855-5FDA-SOC
(855-533-2762)
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Inside this issue:

1 Are you trading security for
convenience?

2-3 Are you trading security for
convenience? continued

3 Modern Malware
4 CAPTCHAs: What Are They?

Report an Incident

If you suspect lost, misplaced A
or stolen equipment or

a breach of Personally Identifiable
Information (PIl), notify your equipment

manager AND contact the FDAIT
Security Operations Center (SOC) at

B Email:
B Toll Free Number:

Are you trading security

for convenience?

Think your iPhone or Droid is secure? You're not alone. The
majority of mobile device users feel that way... the truth is, these
devices are not as secure as you might think. And we’re not talking
about people wanting to highjack your Angry Birds apps to erase

your high scores either.

“Smartphones today handle a great
quantity of private and sensitive
data, in a highly portable, network-
connected mobile computer. The data
stored and transmitted can include
security credentials, personal financial
information, private communications,
sensitive company data and more.

The appWatchdog tests focus
on what is stored on the device.
Smartphone apps handle usernames,
passwords and private app data, all
of which should be stored securely or

not at all. In the event of a lost device
or malware infection, data stored

insecurely can be compromised.”

Source: www.viaforensics.com
“Mobile App Security Study ™

Perhaps the hottest topic with
regard to mobile app security is
banking. In fact, according to Juniper
Research, over 200 million people
took advantage of mobile banking
in 2010, and they say that number
will double by 2013. It’s quick, easy.

and readily available from our ba
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Secupe and Wlsern six « 120z. Bottles
Soda 100%

Where we brew up the best information security awareness in the government!
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Your Office
Better get to work!

You have several e-mails
waiting for you.
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Roll over each area of the building to view its description.
Then select an area to visit.

= HIDE TEXT = » RESOURCES » +« GLOSSARY -

The remainder ofthis course is a scenario-hased exercise setin a typical U.S. government office building. The huilding is your course menu. You will need to visit each {;
highlighted area ofthe building and address the security risks you find. You will also be given additional information and security tips that you should apply at work and L
at home to keep information and information systems safe. To explore the building locations, move your mouse over the building. Read the descriptions, and, when

you find an area you'd like to visit, click to select it. Look for navigational buttons, such as How do you respond?, Done, Learn more, and the forward arrow. You can




Dual Port Power

USB AC Charger

for iPod or Zune

and Compatible USB Devices

musicPower"
D

Compatible
USB Chargeable
Devices

Connect Your
UsB Cables Here
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NOT
EVERY SITE
YOU VISIT

BE AWARE
OF WHERE
YOU SURF
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