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Please review rules before completing entry form including the due date. No late
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Name of submitter: Chrisan Herrod

Organization: University of Maryland University College

Address: 4716 Pontiac Street
College Park, Maryland 20740

Phone:  341.985.7073

Email Address: Chrisan.Herrod@umuc.edu

Type of Entry:
Awareness: there are four categories in this area: Poster, Motivational ltem (aka:
trinkets - pens, stress relief items, t-shirts. etc.), Website, Newsletter
Training & Education: there is one category for this area: Interactive
scenariofexercise

Motivational Item
Title of Entry:  Get Stuck on Security

Description of Entry:

In observance of 2012 National Cyber Security Awareness Month, UMUC designed a series
of messages that addressed four key security practices (password strength, phishing, cloud
security, and computer use). UMUC highlighted one security practice for each week in the
month of October. The messages were available through a variety of media outlets,
newsletter, emails and internal website. Magnets were designed to highlight each of the four
key messages. The magnets were given as handouts to participants of UMUC’s Cyber
Security Awareness Day Conference.



Each rmagret comaire d the farniliar image associated with the ssowity practice. The “Fick
Powe il Password™ message was captued on a tmagnet which featured sitnple e tmotic ans
suggeshing stiong meword versns weak password. This mmagnet served as a rerninder to
create strong paswords.

¢ Incluck atleast eight chamacters in a roix of wper and lower case letters, muibers,
atwd special chatactes

+«  Don’t use nares of fmily e robers, fvorite pets, birthdays, or anything that could
eazilybe looked up

¢ bdd pmiethesis and evena weak mesword wall becorne roch stronge

¢« Clange pasmwords every 90 days, and replace at least half the clatactets instead of

just Eananging thern

The szcond tnessage “Flode the Eeil E-tnailef” featured a desil email itnage that smindad
usets tobe cognizant of phishing attacks. The mesmging included an emphasis on smoiding
attacks:

¢ Consider the legifirnacy of an e-tnail befor weplying, opening an atachne i, ot
clicking oran erabeddad link

¢«  Don’t provide password or other personal information if wou do not recognize the
source of the e-tnail

¢ Verifir that messges are reallyfrotn who they sayv thevrate .. especially if wou hawe
anydoubts,

The third ressage come tted to a ragnet was the “Log Ouot to Lock Cot Trouble™ tiat
featnred a laptop itmaze witha lock image itnbedded inthe screen. This tne =age reminds the
veet to log out in omler to secure inforroation and prevent loss and damage. The mesage
prorcides the tips:

« IBke it a habit to log off wour compuoter whenever o get up, evenif you™ll only b=
awava few minoles
* Learn the kevhoard legoffshortents for your cotnpute s Ciel+814H0e]l ona PO,

30 ona Mac

¢«  Don’t leave wour mssword ona sticks nole stuck to yowr screen whete willains can
find it
¢ Close and lock your office door, too, as a second line of defé ige

The fourth message “Beware of the Leaksy Cloud”™ enforces securnity mfetywhile on social
tredia sites. This message features animage of'a unhagpgrr clood with tear drops. The
mes=ge rerninds users to restrict posting of proaate, personal, or se meitive data onsocial
tiehaorks with public access and emplasized the followring:

¢ Lecept only those thivd-peiby appdications perimissions that corme froen trosted sites o
avoid infection byrimaliciovs appe that can uss social nebaotking site access to steal
atwd misus: personal data

¢ Enable the enceyption feature (called HT TPE) on aty Web site that offéss thisas an
opton

¢ Be careful when clicking on links in e-mail messages that claitn to originate froma
sorial e teotking site or links posted on people’s walls or public yRoes



* Use caution if a friend or stranger requests money or makes a surprisingly good offer
on a social network, because eriminals often use the open nature of such sites to

defraud others

And finally, a fifth magnet was design to capture all four securily message on one display.



U are the center of SEC__RITY at

E=d UMUC E=d UMUC

U are the center of SEC_ RITY at ’
|
|
F

U are the center of SEC RITY at | U are the center of SEC RITY at

r=aumuc |l F=RUMUC




are the center of

lf-_aUMUC

f Marvland University (




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5

