USING A RISK-BASED APPROACH TO ALIGN
SECURITY ARCHITECTURE WITH THE BUSINESS
FOR DLP DEPLOYMENT

Jeff Bardin - VP, CSO
ITSolutions
jeff.bardin@itsolutions-llc.com

I T Soluti

Technology Solutions



AGENDA

What is Security Architecture
Model for Security Architecture Development

Role & Benefits of Enterprise Security Architecture

Defense in Depth — A Military Comparison

Sand Table Exercise

What to Do Next







WHAT IS SECURITY ARCHITECTURE?
WHO IS A SECURITY ARCHITECT?

 The art and science of
designing and
supervising the
construction of business
systems, usually
business information
systems that are:

— Free from danger and
damage;

— Free from fear and care;
— In safe custody;

— Not likely to fall;

— Able to be replied upon;
— Safe from attack.
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* A person qualified to design and
supervise the construction of
secure business systems,
usually secure business
Information systems (using a
risk-based approach).
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| KEEP six honest serving-men * What type of information system Is it
They taught me all | knew); and for what will it be used?
Ahgw_lnamesda\r/sr}/Vhat ag er\/hy and When o o
nd How an ere an 0. .
| send them over land and sea, Why will it be used

| send them east and west; o
But after they have worked for me, * How will it be used?

| give them all a rest. . .
J e Who will use it?
| let them rest from nine till five,

For | am busy then, « Where will it be used?
As well as breakfast, lunch, and tea,
For they are hungry men. « Whenwill it be used

But different folk have different views;
| know a person small-

She keeps ten million serving-men,
Who get no rest at all!

She sends 'em abroad on her own affairs,
From the second she opens her eyes-
One million Hows, two million Wheres,
And seven million Whys!

Kipling
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RULES TO LIVE BY

=

Listen to and Learn from the
business

Lead Diplomatically
Your Area of Expertise
Repeatability

Market Awareness
Business Sense

N o g bk N

Design Acceptance based upon
business requirements and risk

8. Don’t Go to Extremes
9. BestFit
10. Leverage Existing Investment

They may be stupid, arbitrary and irritating, but god help you if you break them.
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CONFLICTING OBJECTIVES

f

Cost

\Control

What does the business want compared regulatory and organizational requirements?




Model for Security Architecture
Development (Aligning with
the Business)



WHAT, WHY AND WHEN, HOW, WHERE AND WHQO?

Assets Motivation | Process People Location Time
(What) (Why) (How) (Who) (Where) (When)

Contextual

Conceptual

Logical

Physical

Component

Operational
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SECURITY SERVICE MANAGEMENT - OPERATIONAL SECURITY ARCHITECTURE

Business Business Risk Business-driven Business Security Business Field Business Calendar
Requirements Assessment— Information Security Organization Operations and Timetable
Collection— Corporate Policy Management Program Management Program Management
Information Making
Classification
Business Security Audit, Change/Release Security Training, Security Domain Security
Continuity Corporate Control, Incident Awareness, Management Operations
Management Compliance, Management, Disaster Cultural Schedule
Metrics, Measures || Recovery Development Management
& Benchmarks,
SLAs
Information Detailed Security Intrusion Access Control Application Applications
Security, Policy Making, Detection/Prevention, Security Deadlineand
System Integrity || Compliance, Event Monitoring, Privilege and Administration Cutoff
Monitoring, Security Process Profile and Management Management
Intelligence Development, Security Administration
Gathering Service Management,
System Dev Controls,
Config Management
Database Vulnerability Rule Definition, Key User Support, Network Security User Account
Security Assessment, Management, ACL Security HelpDesk || Management,Site || Aging, Password
Software Penetration Maintenance, Backup Security Aging, Crypto Key
Integrity Testing, Threat Admin, Computer Management Aging, Admin of
Assessment Forensics, Event Log Access Control
Admin, Anti-Virus Time Windows
Admin
Productand Threat Research, Product Procurement, Personnel Vetting, || Platform, Time-out
Tool Security Vulnerability Project Management, Supplier Vetting, Workstationand Configuration,
and Integrity Research, CERT Operations User Admin Equipment Detailed Security
Notifications Management Security Operations
Management Sequencing
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RAPID RISK - WORKING WITH THE BUSINESS

e e ———

[ 10 9) How much tolerance for data loss does your business process have?

a)Mo data loss is acceptable

b)The business process can lose or manually recreate up to one hour of data
c)The business process can lose or manually recreate up to 24 hours of data
d)The business process can lose or manually recreate up to 72 hours of data
g)The business process can lose or manually recreate more than 72 hours of data

10 10} What sort of effect would an untolerable disruption have on Company's customers?

a)Directly impact existing customer environments or ability to get support

Nimpact customer order placing capabilities

Jimpact ability to send or receive time sensitive information

Nimpact ability for customers to receive general information regarding company semnvices, products or updates
e)impact ability for potential customers to receive promotional / marketing information

b
c
d

[ 77.80 Total Business Risk Score

a)Credit card information o e

b)Company HR or custome L {o] G RSTe o] (=53 enefits / health information or customer lists
c)Company HR Contact inf Jo) . nfo)

d)Personal information reg: Risk of E}(plﬂlt 83.20 nation

e)No information that woulc S4B {s M= S (1 [=ios 17.80

81

10 8) What is the application's Cﬂmpﬂﬁite Risk
a)MEW application, recent

JMEW application, recent
JLOMG STAMDING applic
JLONG STANDING applic [ely] sl RS T Ty T
g)LONG STANDIMNG applic

b
C
d pntral governance

E control governance

Moderate
High 65-84

The composite risk is the overall risk of a project.
Map it to the legend below to discover which risk

category (Severe, High, . Intermediate or Low)
the project falls into.
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WHAT IS DATA LOSS PREVENTION?

 Data Loss Prevention (DLP) refers to
systems that
— identify,
— monitor, and
— protect data
* inuse (e.g., endpoint actions),
« data in motion (e.g., network actions), and

« data at rest (e.g., data storage) through deep
content inspection and with a centralized
management framework.

* The systems are designed to detect and
prevent the unauthorized use and

transmission of confidential information.

Data Protection
13 Jeopardy
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DLP CAN ANSWER 3 QUESTIONS

WHERE IS YOUR
CONFIDENTIAL DATA HOWISIT
AS DEFINED BY BEING USED BY HOW TO BEST PREVENT
THE BUSINESS THE BUSINESS IT’S LOSS

: ,
DID YOU EVER THINK g IT LJOULD BE MAS- g| 1 DONT
ABOUT SELLING QUR |&| SIVELY PROFITABLE T 5NW
COMFIDENTIAL DATA- E LHILE VIRTUALLY § ag I'™M YANKIMNG
BASE OF CUSTOMER #| UNDETECTABLE. 3 :\aoa}; YOUR CHAIN.
INFORMATION? H | £ © WHEN DO ,
= BUT HIGHLY % l WE START
8 UNETHICAL. 5
= i
ITS : t :
oluti : |
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DLP CAPABILITIES - FOR THE BUSINESS (NOT FOR INFOSEC)

Discover

Find business specific
data based upon their

Proactively control data
per business rules and

business rules policy
Create inventory of Prevent sensitive data
sensitive data (or not) from loss

Determine if data Enforce business data

\ cleanup is wanted / ' \ policies /
\Vile]gline]g

Understand how the
business uses their data
Understand the content

in contextual form
Gain visibility into policy
violations

Define business data policies across the enterprise or as desired by the business

Report on and remediate incidents and issues
Detect business sensitive data accurately




DETECT, PREVENT, MEASURE, COMMUNICATE, ALIGN

Wi

Home Insert Page Layout Formulas Data Review View Developer Acrobat
= 4 cut Shlli=
& Arial 10 ~||A AT | = =8| -|| = Wrap Text Genera I
b 2 CoPY e —— o
aste ZZZZZZZ = = =|| == 2= = - -~ B b
= # Format Painter (B L U~ = NE = == = -aq Merge & Center | % % (%8
Clipboard F} Font ] Alignment ] Mumber
| Q11 - |
A B . D E F G H I Al K

1 | This file was quarantined because it violated the business rules associated with sensitive data.
2 |Please contact Information Security at x32948 to find out how to gain access to your file.
3 |Information about company sensitive business information policies, please see www.yourcompany.com/policies.

- ™

Find it and fix it
Educate users with automated responses
Empower users to self remediate
Prevent copying to removable media
Block or allow based upon sensitive business rules
As defined by the business, for the business

\— /
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WHO IS RESPONSIBLE? - RACI(S)

BACTS1= anabbreviation for:

E. = Responsible - owns the problem / project

A= towhom "F"is Accountable - who must sign off (Approve) on work before it is effective
C= tobe Consulted - has mformation and’or capahility necessary to conplete the work

I= tobeInformed st be notified ofresults, but need not be consulted.

(8= canbe Supportive ) - can provide resources or can play a supporting role in implementation

The technique is typically supportedby a RACI chart (see figure) which helps to clearly discuss, abree and commmmicate theroles
andresponsibilities.

Typical stepsin a RACT process:

1. Identify all of the processes/ activities involved andlist them downthe left hand side ofthe chart.
2. Identify all of the roles and hist them along the top ofthe chart. :
3. Cnmpléteﬂle cellz ofthe EhEﬂ:idEnﬁf}'\:ﬁﬂhaiElEH.,ﬁ., 5,C, Ifor T'fP“:ﬂ' RACI ; RASCI chart
eachprocess.
4. Every process should preferably have one and only one “E™ aza . " N
general principle. A gap oceurs when a process exists withne “E7 (no role is g £ “2:'.
responsible), an ovalap ocowrs when nudtiple roles exist thathave an™R” fora E g B c o
given process. : b ,g f} .E
5. Resolve Overlaps - Every processin a role responsibility map should 8 g E g %
contain one andonly one B to ndicate a wuque process owner. Inthe case of N - = = =
multiple “Fs, thereis a needto “zoomin™ and finther detail the sub processes Activity 1 ® M
associatedwith “obtain resource conmmtment™ to separate the mdividual
responsibilities. o

Actrty 2 A R < c
G. Resolve Gaps - The simpler case to addressisthe resolution of a gap.
Where norole is identified that iz “responsible”™ fora Activity 3 RA | 1
process, the individual with the awthernty forrole definitionnmst detenine
which existingrole is responsible ornewrole thatis Activity 4 | oa o
required, update the B ASCImap and clanfy with the individual{z) that assimme

= = | ]

that role Activity 5 R o .
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RESPONSIBLE, ACCOUNTABLE, CONSULTED, INFORMED,

SUPPORTING

Data Loss Prevention

ISS0O/ISSM

Security Services
Compliance Officer|s)

TASK

Internal Audit

HR/Employee Relations

Legal/Privacy Officer(s)

Investigations/Forensics

Department Heads

Executives

Project Manager|s)

Change Management

Configuration Management

Front line remediation

Data classification

Data owner

Data custodian

Data management

Compliance and incident trends

Risk scorecards

Incidents that lead to employee sanctions

Incident investigations

Data flow - business process

Involvernent in escalated incidents

Risk trends and key risk indicators

Risk dashboards

Quantification of risk appetite

What type of information is in the system?

Why will it be used?

How will it be used?

Who will use it?

Where will it be used?

When will it be used?

R = RESPOMSIBLE (Owns the project)

S = SUPPORTIVE (Supporting role or provides resources)
A = ACCOUNTABLE (Accountable for deliverable)

C = CONSULTATIVE (Provides information / input)

| = INFORMED (Motified of results)

Data Loss Prevention
What it means to you

| pian || oosian | oovero |
(Y (e

DLP - Architecting a Risk
Based Solution for the
Business

Learn, Challenge, Explore, Connect. B

4« Pl




- Role & Benefit of Enterprise
Security Architecture (With
the Business in Mind)



ROLE OF ENTERPRISE SECURITY ARCHITECTURE

Architecture takes a wider more holistic approach to solving the
business problem of security by ensuring that all of the components
are specifically designed, procured, engineered, and managed to work
together for the benefit of the business based upon risk. It considers:

Do we have all of the components?
Do these components work together?
Do they form an integrated system?
Does the system run smoothly?

Are we assured that it is properly assembled?
Is the system properly tuned?

Do we operate the system correctly?

Do we maintain the system?

IT S olutl
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ARCHITECTURAL CONSIDERATIONS FOR DLP

What is the scope of creating and successfully implementing a
DLP program?

How will you determine the risk appetite of your organization?

What policies do you need to establish or modify before you
move forward

Who will create the awareness and training plan?
What will you do about data classification?
Will you announce the DLP program to all employees?

What are the key roles and responsibilities that need to be
defined?

How will you (or somebody) govern the process?

DLP Whitepaper
21



BENEFITS OF ENTERPRISE SECURITY ARCHITECTURE

Risk-Based Cost Benefit Effectiveness
Business Enabling

Adding Value to Core Business
Empowering Customers

Protecting Relationship and Leveraging Trust
Sound Management and Assurance Framework
Governance

Compliance

22




MU|t|p|e medla Your‘ emai | may not be

secure

types used for

. » . AL ' :| .. ! ﬂ 'gg | e
security awareness \ maﬂam‘
« Seminars 79 ) e w
« Awareness Day ', aw,‘km ﬁi
" ‘gﬂ‘-‘*ﬁﬁ% [V

' Do not: senhd conﬁ‘aenna]
Information by

 Posters - Flash animation \ nsecuTed T

* Annual testing

 Email -Web postings

* Bookmarks

* Blogs

¢ Wikis

* Podcasts - Vodcasts

* Reward Positive Behavior
 Games " o : mycmwmw
« Sandtables Guidelines for 2 T SECLETIG

Information
Security and
Internet Usage

Twitter
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Defense in Depth - A
Military Comparison



DEFENSE IN DEPTH

Examples of Layered Defenses

Class of Attack | First Line of Defense Second Line of Defense

Link and network layer and encryption

Passive : .
and traffic flow security

Security-enabled applications

Defend the computing
environment

Authenticated access controls,

Insider Physical and personnel securit )
y P y audit

Technical surveillance

countermeasures

| Active Defend the enclave boundaries
| Close-In Physical and personnel security

Trusted software development and

Distribution .
distribution

Run time integrity controls

Keep it to yourself. T

Protect confidential mfarmatien, Doat shars it
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MILITARY DEFENSE IN DEPTH
The Firebase

THE
COMPUTER
1S MIGHTIER
THAN THE
PEN.

(3=t
MORE CAN BE STOLEN N LESS TIME ...

COMPUTER SECURITY... JUST po 11/

I"'T 'Soluti
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HOW DOES THIS RELATE TO SECURITY ARCHITECTURE AND DLP?




WHAT TYPE OF SECURITY IS BEING USED?

1" 1 'Soluti
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WHAT TYPE OF THREAT IS THIS?

11" Solutig
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WHAT TYPE OF CONTROLS ARE BEING USED?

1" 1" Soluti
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MOVE TO SAND TABLE FOR EXERCISE

« NOTE: a sand table representing a military firebase will
be setup on a nearby table (sample picture below).
Layers of physical defense will be compared to layers of
virtual defense in this exercise.

———
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WHAT DO YOU DO NEXT?

* Acquire Enterprise Security Architecture skills
* Define your intent to your leadership

e Seek out like-minded people

« Understand your corporate process

« Assess the process for gaps

« Define the risk around information

* Listen to the business

e Examine data loss relative to business critical information
« Define what fits for your organization

« Do not force fit

« Focus on the business and business benefits
* Crawl, walk, run

IT Soluti
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SECURITY ARCHITECTURE

Jeff Bardin
ITSolutions
jeff.bardin@itsolutions-llc.com

Session ID: TUT-M51
Session Classification: Security Basics Boot Camp
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