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» Treat as an Operational Domain =~ A

© Employ New Defense Operating Concepts

© Partner with Public & Private Sectors

© Build International Parinerships

© Leverage Talent & Innovation

| [ It is Up to Us to Find Opportunities ] ‘l
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Think For A Change: The Cycle of Innovation



ersecurity: What Keeps DoD Up @ Night?




_Digital Persona Protection

nbers of the DoD are coming under attack in cyber

) CIO is developing a directive assigning responsibilities
& outlining procedures

eraging the lessons learned from past incidents

Proposes 2 types of coverage (both consent-based):

tive - Protection of DoD-affiliated individuals for whom a
ble threat has been identified & determined to be due to
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ctive - Pre-emptive protection of selected senior DoD
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UR Digital Footprint =
So What the Heck is PII?
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UR Digital Footprint =
So What the Heck is PII?
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UR Digital Footprint =
So What the Heck is PII?




UR Digital Footprint =
Pll + So Much More...

{ TODAY'S SPECIAL

BUY A STOLEM CREDIT CAED MasterCard
GET A SECOMD HALF OFF

slo Low LiniT CREDIT CARD

$20 GOLD OR PLATHUM CARD

5100 HEALTH MSURAACE iMFO
$150 COMANERCIAL EAAAILS
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Spokeo is a search engine specialized in
organizing people-related information

from phone books, social networks,

marketing lists, business sites, and other

em: R« _ _ _
ial Risl public sources. Most of this data is
 of Ris publicly available on the Web. For t

example, you can find people’'s name,
phone, and address on Whitepages.com, and you can get home values
from Zillow.com. That said, only Spokeo's algorithm can piece together
the scattered data into coherent people profiles, giving you the most

comprehensive intelligence about anyone you want to find.

It can indeed be shocking to see how much information can be dug up
about you in 15 seconds - your home address, your marital status,
religion, hobbies, names of friends and family members, personal
photos, a satellite image of your home, even your estimated income

and credit score.




UR Digital Footprint =
Pll + So Much More...
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UR Digital Footprint =
PIl + So Much More...
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UR Digital Footprint =
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UR Digital Footprint =
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DoD IT User Base 4«

» 1.4 million active duty 0 Operational systems
» 750,000 civilian personf’ " S §= V=SS ey ssion critical)
» 1.1 million National G — Centers

Reserve ll rvers

» 5.5+ million family
military retirees

computersand IT

® 146 + countries s of networks
® 5,000 + locations

* 600,000 + buildings and
structures

Js of email servers,
5, Proxy Servers, etc.

2 Devices

J, 000 Blackberries

3000 i0OS Systems (Pilots)

~ 3000 Android Systems (Pilots)

e >SHIE

« >$3 Billion for Cyber Security
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mark.loepker@osd.mil




