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Key Encapsulation Mechanism (KEM) and Public Key Encryption(?

Following the NIST call [NI116] and Peikert [Pe14], our scheme is formalized as an
IND-CPA Key Encapsulation®™echanism (KEM) [@onsisting of three@lgorithms:2

(PK,SK) «+ KeyGen().2 Generate a public key PK and a secret key SK 2
(CT,K) <« Encaps(PK).2 Encapsulate a (random) key Kin ciphertext CT.2
K2 <+ Decaps(SK,CT).l Decapsulate shared key K from CT with SK.

In this model,Feconciliation data is a part of ciphertext produced by Encaps(). Thel
three KEM algorithms@onstitute a naturalR single-roundtrip key exchange:[?

Alicel? Bobl?
(PK, SK) « KeyGen() PK
CT (CT, K) < Encaps(PK)
K <— Decaps(SK, CT)

Thanks to itsfow failure rate (< 2~ 128%due to novel reconciliation@nethods and error
correction) HILASZan@lso be used forublic key encryptionia (AEAD) Key WrapZ



Based on Ring-LWE (Learning withErrors in a Ring)

Let R be aring withlements v € Zg. We use fast NTT arithmetic? Z, [X]/ (X" 1).

DefinitiondInformal)
With all distributions and computations in ringR, let s, e be elements randomlyf

chosenlfromBometon-uniform@istribution®, and g be a uniformly randomiublic
valueDetermining3 froml{g, g x s + ) inring R is the (Normal Form Search) Ring?

Learning WithErrors (RLWER ) problem.

Typically x is chosen so that each coefficient is a DiscretefGaussian or from some other
“Bell-Shaped ™istribution that is relatively tightly concentrated around zero.(

The hardness of the problem is a function of n, g, and x. HILASRlises®ery fast and
well-studied?NewHope arameters:h = 10248 = 3« 2124 1 = 122893 = W, 2



DiscretefGaussian@ 5 and Binomial@bitcountMistribution W14
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Noisy Diffie-Hellman in a Ringf?

Alicel? Bobp
ad X privatelkeys? b X
ed X noisel? e & X
A=gxa+ell publickeysl B=gxb+e¢€
LB A
X = B * al shared secret y = A x bl

Herelg is a uniform, public generator. By substituting®ariables in A and B we getl?

X=(gxb+e)rxa=gxraxb+e xal

y=(gxat+te)xb=gxaxb+exb.

Because error terms are much smaller than the common term® * a x b we have x ~ y 2



Reconciliation: TraditionallyiNeeds@Random@Numbersh

In reconciliation, we wish the holders of x and y (Alice and Bob,Tespectively) tol2
arrive at exactly the sameBharedBecret® withiinimal@ommunication@.?

Bob: Alice:

NS

g when ¢ =0 when ¢ =1

In Peikert’slteconciliation [Pe14] Bob sends 1 “phase bit” ¢ for each vectorZlement.?

Sincelyy is odd and cannot be evenly divided in half, a fresh random bitfik needed tol?
“smoothen” the divideNew Hope’s reconciliation of also needs randomiumbers.(




HILA5 s[iNovel “Safe@Bits"Reconciliation@nd Errororrection?

q
2

As we don't need n = 1024 bits, we canBelect?Safe®Bits” away from the decisionf?
boundary in order to get unbiased3ecretsivithoutlising@dditional randomness !

We designed error@orrection@odes®o push the failurefrobability well under 2-128 7



Errororrection Code XE50

+— Hey students! Pay attention in the coding theory(tlasses![?

| designed a linear block code, XE5, specifically for HILA5.[
‘ | SecurityRequirement: Fast,@onstant-timeimplementatable.?

Afterflarious@onsiderations{SafeBits), ended up with a block
size of 496 bits (256 message bits + 240 redundancy bits.)?

i 1 Always corrects 5 random bitflips, more with high®robability.?

| first@escribedBimilar@onstant-time@rrorZorrection@echniques (for TRUNCS) in:l

M-J. O. Saarinen. “Ring-LWE ciphertext compression and error@orrection: Tools for
lightweightost-quantum@ryptography”. Proc. 3rd ACM International Workshop on
loT Privacy, Trust, and Security, loTPTS 17, pp.ZL5-22. ACM, April 20172

https://eprint.iacr.org/2016/1058 (Originalliploaded November 15, 2016)


https://eprint.iacr.org/2016/1058

Pindakaas:MHILAS is IND-CPA, notIND-CCA[?

[BBLP17]D. J. Bernstein, L. G. Bruinderink, T. Lange, and L. Panny:FIHILA5
pindakaas: On the CCA security of lattice-based encryption with error
correction”JACR ePrint2017/1214?https://eprint.iacr.org/2017/1214[

There is asingle point on p. 17 of the HILAS specification which@rroneously claims/
IND-CCA security. With (too) muchBpeculation this was shown not to be correct in
[BBLP17]. The original SAC 2017@&cademic paper never even mentionsAND-CCA.

Furthermore even [BBLP17]itself@learly®@tatesEhat:

“We emphasize that ourltittack does not break the@ND-CPA security of HILAS. If
HILAS were clearlyfiabeled as aiming merely fordIND-CPA security then ourtittack
would merely be a cautionary notee, showing thelimportance of not reusing keys.?!

Creating an IND-CCARariant viafujisaki-Okamoto transform is straightforward.?
| willbroposeBuch®ariant, probably not very dissimilar to “HILASFO” from#IBBLP17].2



https://eprint.iacr.org/2017/1214
http:IND-CPAsecurityofHILA5.If

What@istinguishes HILAS5 from the Rest 7

+

It's Very Fast and can do KEM and®ublic Key Encryption.fOnly@bout 5% slower
than fastest New Hope{CPA) implementation (Matching Ring-LWE parameters.)
I'll have to get better NTT code for the new version,y current NTT code sucks!?
Less randomnessltequired. Reconciliation®nethodiroduceslinbiasedBecrets
without randomized@moothing; much less randomness is thereforel#fequired.

HILA5®™ecryption@oesn’t fail HILAS has a failure rate well under 2—128,
Non-negligible@ecryptionfailure rate is needed inublic key encryption.?

Non-malleable.Z_omputation of thelfinal shared@ecret in HILA5 KEM uses the
full public key and ciphertext messages, thereby reinforcingon-malleability and
making a class of adaptive attackslinfeasible.?

+ Shorterfinessages.fliphertext messages are slightly smaller than New Hope's.[2
+ Patentfree. As the sender can “choose the message” (as in NEWHOPE-SIMPLE),

Ding’s Ring-LWE key exchange patents less likely to be applicableZ]



HILAS Spec Sheet:QQuestions 7

Algorithm®Purpose:?l  Key Encapsulation and Public Key Encryption.Z
Underlying problem:Zl Ring-LWE (New Hope:fh = 10245 = 12289/ ,)
Public key size: 1824 Bytes (+32 Byte private key hash.)?

Private key size:? 1792 Bytes (640 Bytes@ompressed.)&

Ciphertext size: 2012 Byte expansion (KEM) + payload + MAC 2
Failure rate:? < 27128 consistent with security level 2
ClassicalBecurity:z  22°¢ (Category 5EEquivalent to AES-256) 2
Quantum security:?l 2128 (Category 5 Equivalent to AES-256) 2

Paper: M-J. O. Saarinen: “HILAS5: On Reliability, Reconciliation, and Errororrection
for Ring-LWE Encryption.Belected Areas in Cryptography® SAC 2017, LNCS 107192
Springer, pplZ192-212, 2018 Attps://eprint.iacr.org/2017/424

Always get the latest code and specs at: https://github.com/mjosaarinen/hilab



https://eprint.iacr.org/2017/424
https://github.com/mjosaarinen/hila5

