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“Breach:” Impermissible acquisition, access, use, or disclosure of PHI (paper or
electronic), which compromises the security or privacy of the PHI.

Safe Harbor: If the PHI is encrypted or destroyed.

Breach is Presumed and Must Be Reported, UNLESS:

» The CE or BA can demonstrate (through a documented risk assessment) that
there is a low probability that the PHI has been compromised based on:

— Nature and extent of the PHI involved (including the types of identifiers and
the likelihood of re-identification);

The unauthorized person who used the PHI or to whom the disclosure was
made;

Whether the PHI was actually acquired or viewed; and
The extent to which the risk to the PHI has been mitigated.

Focus on risk to the data, instead of risk of harm to the individual.
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September 2009 through August 28, 2015

« Approximately 1,310 reports involving a breach of
PHI affecting 500 or more individuals
— Theft and Loss are 57% of large breaches

— Laptops and other portable storage devices account for 30%
of large breaches

— Paper records are 22% of large breaches

« Approximately 179,000+ reports of breaches of PHI
affecting fewer than 500 individuals
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| AP\ CLOSED INVESTIGATED CASES

Total Investigated Resolutions
April 14, 2003 - July 31, 2015

Corrective Action Obtained
(Change Achieved) (69%)

No Viclation (31%)

Total Complaints Investigated 34,514
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RECURRING ISSUES
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Business Associate Agreements

RISk Analysis

Fallure to Manage ldentified Risk, e.g. Encrypt
_ack of Transmission Security

_ack of Appropriate Auditing
No Patching of Software
Insider Threat

Improper Disposal

Insufficient Data Backup and Contingency Planning
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* St. Elizabeth’s Medical Center (electronic)
Cornell Prescription Pharmacy (paper)
Anchorage (electronic)

Parkview (paper)

NYP/Columbia (electronic)

Concentra (electronic)

QCA (electronic)

Skagit County (electronic and paper)
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SAMPLE BUSINESS ASSOCIATE AGREEMENT PROVISIONS
(Published January 25, 2013)

Introduction

A “business associate” is a person or entity, other than a member of the
workforce of a covered entity, who performs functions or activities on behalf of, or
provides certain services to, a covered entity that involve access by the business
associate to protected health information. A "business associate” also is a
subcontractor that creates, receives, maintains, or transmits protected health
information on behalf of another business associate. The HIPAA Rules generally
require that covered entities and business associates enter into contracts with
their business associates to ensure that the business associates will appropriately
safeguard protected health information. The business associate contract also
serves to clarify and limit, as appropriate, the permissible uses and disclosures of
protected health infermaticn by the business associate, based on the relaticnship
between the parties and the activities or services being performed by the business
associate. A business associate may use or disclose protected health information
only as permitted or required by its business associate contract or as required by
law. A business associate is directly liable under the HIPAA Rules and subject to
civil and, in some cases, criminal penalties for making uses and disclosures of
protected health information that are not authorized by its contract or required by
law. A business associate also is directly liable and subject to civil penalties for
failing to safeguard electronic protected health information in accordance with the
HIPAA Security Rule.

A written contract between a covered entity and a business associate must: (1)
establish the permitted and required uses and disclosures of protected health
information by the business associate; (2) provide that the business associate will
not use or further disclose the information other than as permitted or required by
the contract or as required by law; (3) require the business associate to implement
appropriate safeguards to prevent unauthorized use or disclosure of the
information, including implementing requirements of the HIPAA Security Rule with
regard to electronic protected health information; (4} require the business
associate to report to the covered entity any use or disclosure of the information
not provided for by its contract, including incidents that constitute breaches of
unsecured protected health information; (5) require the business associate to
disclose protected health information as specified in its contract to satisfy a
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Your Mobile Device and Health Information Privacy and Security

Physicians, health care providers and
other health care professionals are
martphones, laptops and
lets in their work. The U.S
Department of Health and Human
has gathered these tips and
information to help you protect and
secure health information patients
entrust to you when using mobile
devices.
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SECURITY RULE RESOURCES

OCR Security Rule Resource Center:

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityruleguidance.html
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In this section, you will find educational materials to help you learn more about the HIPAA Security Rule and
other sources of standards for safeguarding electronic protected health information (e-PHI).

Security Rule Educational Paper Series

The HIPAA Security Information Series is a group of educational papers which are designed to give HIPAA
covered entities insight into the Security Rule and assistance with implementation of the security standards.

Security 101 for Covered Entities

Administrative Safeguards

Bhysical Safeguards
Technical Safequards

Organizational. Policies and Procedures and Documentation Requirements

Basics of Risk Analysis and Risk Management

Security Standards: Implementation for the Small Provider

HIPAA Security Guidance

HHS has developed guidance to assist HIPAA covered entities in complying with the risk analysis requirements
of the Security Rule.

Risk Analysis

HHS has also developed guidance to provide HIPAA covered entities with general information on the risks and
possible mitigation strategies for remote use of and access to e-PHI.

Remote Use

National Institute of Standards and Technology (NIST) Special Publications

MIST is a federal agency that sets computer security standards for the federal government and publishes reports
on topics related to IT security. The following special publications are provided as an informational resource and
are not legally binding guidance for covered entities.

MIST Special Publication 800-30: Risk Management Guide for Information Technology Systems

MIST Special Publication 800-52: Guidelines for the Selection and Use of Transport Layer Securit
Implementations

(TLS)

NIST Special Publication 20 An Introductory Resource Guide for Implementing the HIPAA Secu Rule

MIST Special Publication 800-77: Guide to IPsec WPNs

MNIST Special Publication 800-88: Computer Securit

MIST Special Publication 800-111: Guide to Storage Encryption Technologies for End User Devices

Special Publication 800-113: Guide to SSL WPNs

1036 AM | |
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What do the HIPAA Privacy and Security Rules require of covered entities when they dispose of
protected health information?

The HIPAA Privacy Rule requires that covered entities apply appropriate administrative, technical, and
physical safeguards to protect the privacy of protected health information (PHI), in any form. See 45
CFR 164.530(c). This means that covered entities must implement reasonable safeguards to limit
incidental. and avoid prohibited, uses and disclosures of PHI, including in connection with the disposal
of such information. In addition, the HIPAA Security Rule requires that covered entities implement
policies and procedures to address the final disposition of electronic PHI and/or the hardware or
electronic media on which it is stored, as well as to implement procedures for removal of electronic PHI
from electronic media before the media are made available for re-use. See 45 CFR 164.310(d)(2)(1) and
(11). Failing to implement reasonable safeguards to protect PHI in connection with disposal could result
in impermissible disclosures of PHL

Further, covered entfities must ensure that their workforce members receive traming on and follow the

disposal policies and procedures of the covered entity, as necessary and appropriate for each workforce

member. See 45 CFR 164.306(a)(4), 164.308(a)(5). and 164.530(b) and (1). Therefore, any workforce
T member involved in disposing of PHI, or who supervises others who dispose of PHI, must receive
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