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Canonical Identification Schemes

V, pk

P,sk
com g Po(sk) com
_
ch ch g ChS(1%)
P
resp  Pi(sk,com,ch) resp
_—

b Vf(pk,com,ch, resp)

Informally:

1. Prover commits to some (randomized) value derived from sk

2. Verifier picks a challenge ‘ch’
3. Prover computes response ‘resp’
4

. Verifier checks if response matches challenge
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Fiat-Shamir transform

P,sk, m

V, pk

com g Po(sk)
ch  #H(com,m)
resp  Pi(sk,com,ch) m, com, resp
_

ch
b

H(com, m)
Vf(pk, com, ch, resp)

> Unpredictably derive ch from m and com

» Repeat to compensate for adversary ‘guessing right’
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Sakumoto-Shirai-Hiwatari 5-pass IDS [SSH11]

P+<«—~(F,v,s) Ve(F, v)

n m
ro,to rFg.e0 RrFg

" S —%o

c  Com(ro, to, eo)

a Com(r1,Gltg,r) +eg) (1)
—

[e3
-—

t arg —4p

e aF(ro) —eo respy = (t1,€1)
—_—

ch, R {0,1}«+

chp
P
If chy =0, resp, ro
Else respy 1y respy

If chy = 0, Parse respy = rg, check

A
co = Com(rg, arg — 41, aF(rg) —€1)
Else Parse resp, = ry, check

a1 = Com(ry, (v — (1)) —(t1. 1) —e1)

5/ 10



Sakumoto-Shirai-Hiwatari 5-pass IDS [SSH11]

Pe(F,v,s) V(v

ro.to  rFg.e gEFY
"
<o
<1

t

er

chy g {0,1}«

chp
— -
If chy =0, resp, ro
Else resp, r respy

If chy = 0, Parse respy = rg, check

?
¢ = Com(rg, arg —t-r) —€1)
Else Parse resp, = ry, che
?
& L Comlry, afv @) @, ") —e1)

(evaluating G = evaluating F)
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MQDSS

> Generate keys
> Sample seed SF € {0,1}%, sk € FJ = (SF, sk)
» Expand S¢ to F, compute pk = F(sk) = (Sf, pk)
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> Signing

» Sign randomized digest D over M
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> 2r commitments, some multiplications in Fq
> 2r MQ evaluations
> Verifying
» Reconstruct D, F

» Reconstruct challenges
» Reconstruct commitments

> r commitments
» ~11r MQ evaluations

» Check combined commitments hash

» Parameters: k, n, m, Fq, Com, hash functions, PRGs

6/ 10



Hardness of M Q

» Assume m = n, m € O(n)
» HybridF5 [BFS15], BooleanSolve [BFSS13], Crossbred [JV17]
» Algebraic techniques with exhaustive search
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Hardness of M Q

v

Assume m > n, m € O(n)
HybridF5 [BFS15], BooleanSolve [BFSS13], Crossbred [JV17]

Algebraic techniques with exhaustive search
> Instantiate with Grover?

v

v

v

Analyze both classically and using Grover
» Classical gates, quantum gates, circuit depth
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MQDSS-31-48, MQDSS-31-64

> k = 256 (level 1) k = 384 (level 3)
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MQDSS-31-48, MQDSS-31-64

> k =256 (level 1) k = 384 (level 3)
» n=m=48 n=m=064
> Fq = F31
» Fast arithmetic, parallelizes nicely
> Loose reduction = consider best known attacks
> r =269 . r =403
> Follows from k: 27 (r'°g3%) < o~k
» SHAKE-256 for commitments / hashes

» Match output length to k
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