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- Inside Ring and Noise family with
- NTRU
- Codes
- Ideal Lattices, RLWE

- With a different [King
- Z/pZ (p Mersenne Frime}



M Lrseinine S :j S i
Advantages

Main advantage: Simplicity
Required familiarity argument:
They are named after Marin Mersenne, a

French Minim friar, who studied them in the
early 17th century, (Wiw*ipecim)



Merseninhe 7 E‘M‘S and
distance

- Ring Z/pZ
- p a Mersenne prime, ie, 2"'-1

Lek :
e QP(X):\‘QP of X in {O,le:]

- HW(X)=num of 1 in binary of X



Some eas Yy prope rkies
of arithmetic mod p

0) X = (X mod 2n) + (X div 21) [mod F?]
1) HW(X+Y) € HW(X) + HW(Y)

2) HW(XY) € HW(X) x HW(Y)

3) HW(Rp(X)) £ HW(X)

4) Rp(X) # © = HW(Rp(-X))=n-HW(Rp(X))



Warm Uf.?

Single bit version




Merseinine b ASLES
( 8 LMS le b Lk versio V\)

H= [ mod F?:]
(f and q containing few 1s, te. £h)

Ev\&rwﬁovx ‘lﬁeﬂr:}p%mm

a eb b with

nh 1 =>
C= (& H + b)



Mersenine b ASLES
( S E,MS le b Lt versio V\)

=231-1= 21474 %3647 = OXTFFFFFFF

e

=OX4-2E ¥ BE O

va&rw%mn Dearw&om
A=OX X OY OO

b=Ox4-00000%0 qC=
1

C={a H + b) b 1 =2 % (< 18) =
=0Ox766CARIA



Merseinine b ASLES
(s LMS le b E& VETSLO V\)

Analysis of decryption
glaH+b) = af+bg [mod Fo:}

HW(Rplaf+bg)) € HW(a)HW(E )+HW(P)HW(g)
< 2 W8 € n/2

HW(Rp(-(af+bg))) = n - HW(Rp(af+bg))
Z n/2



ak) s |
i s 4
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underlying encryption




L!«a%g Mﬁj o-r more biks
H=z  [mod Fo] & £ (-1/H) + 9 = © [mod Fv]

le. K = O

[ mod F?] (R ﬂfu,iij random)



Mersenine _
(b&Siﬁ MM&E‘“b&& Mﬂr:j F'-'EI)

T= R [mod F@] {4 ﬂful.i.v random)

Encryption Decryption of (C1,2)

Cl=a R + bl R e
C2=a T + b2

m;ﬁet(CZ’@Dz')
£(m)=(C1,CRoENC(mM))

Ene and Dec : Encoding / Decoding



Mersenne
(basic mulki-bit encrypt)
Analysis of decryption

C2 = afR + (ag+b2)
C2'z ofR + b1 £

HALsk(CR2,C2") € HALsE(CR,0fR) + HALsE(C2/,afR)
Thus Dec(Enc{m) + small error) = m

Heurisktic : Error is well diskributed
Allows ko use si;mp{e repe&&om code






CCA-KEM

Alice Bob
Alices PK




CCA-KEM under
ackive albkacle

Alice

Invalid Ciphertext £\

Alices PK




S =z Random seed

1) Initialize PRNG/XOF from s
2) Produce pseudo random shared secret
3) Run basic @.m:‘rvpﬁov\ of s
(getting a, b1, b2 from PRNG)
4) Oubput (C1, 2)

We used bFhe XOF prc}véc&@.d bj NIST — Eiasv to change



1) Run basic decryption on (C1, Z)
2) Re-encapsulate from s
3) Compare and Output
a) Shared secret
b)Y or L




Mersenine SK
COMPTess LOWN

SK = Short priv&%a Lf@.v

1) Initialize PRNG/XOF from SK
2) Produce pseudo random R, £, 9
3) Public ley is (R,T)

4) Long Priv&%& Lf@.\j LS {:

Also prevents generation of weak keys



n = 76&6L¥ 39
Low HW parame&er hW=28¢&

Encode 256 biks:
wikh 204‘2’*1*@.?@.%&&0% coding



Timings on Intel Core i7-49¥0HQ CR.¥CGHz

K@.’jG’QM? £.3 mws
Enea psuta&e: 7.2 vws

Decapsulate: 16.2 ms (Opt 10.5 s )

Stzes: YK 1¥4.% KB ; SK 32 B; KEM 1864 KB
Decryption failure Pr: < 27259

Code size: 367 (resp. 3%1) Lines of C

No Pabtents (that we kiow of)



;: Lo TRD

-~ Make sparse/dense mulkiplication faster
- Reuse RSA hardware multiplier for speed-up

- Use faster XOF



Hinc. PrEbiat

Distinguish
Hidden low weiqght Random tuple
(R1, Rz, (R1, R2, R3, R4)

a Ri+bl, a R2+b2)

a, b1, b2 with Llow HW



Rest Knowi attaclks
(for proposed params)

Jani/2
Classical : Worse than 281 . ;\mi)

Quantum : Worse thawn Lo fg

S ) 1/3

Consistent with tarqeted level §



Conclusion
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