engineering laboratory

NIST Cyber-Physical
Systems Program

Through new measurement science, advanced testbed
capabilities, and community-based efforts, enable the
scalable design and reproducible performance
measurement of advanced cyber-physical
systems, including smart grid systems,

that are reliable, resilient, effective, safe,
sustainable, secure, and privacy-enhancing.

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce




CPS: Scalability and Compositionality
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NIST CPS Public Working Group

DRAFT
Framework for Cyber-Physical Systems

Co- Reference Use Security Timing Data
Chairs Arch Cases Interop

_ _ Release 0.8
Abdella Eric Vicky Marc Marty

M Battou Simmon Pillitteri Weiss Burns September 2015

Academia :Janos . John Baras Bill Sanders HUQ.h =GR
Sztipanovits Melvin Lannom

Cyber Physical Systems Public Working Group

Stephen Mellor, Peggy
Industry  Shi-Wan Lin, Mellor Claire Vishik Chandhoke Irelan, Eve

Ed Griffor Schooler

Stephen Sundeep

CPS Collaboration Platform:

A www.cpspwg.org Framework released for public

comments Sept. 2015

CPS Working Group web site:
A www.nist.gov/cps/cpspwg.cfm
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Derivation of CPS Framework

What things should
be and what things
are supposed to do

g . Raw CPS
Societal, Business
& Technical) concerns

Aspects and
Concerns

How things
should be
made and

Conceptualization operate
Facet
# Model of CPS

Realization
Facet

# Instance of CPS

Assurance

How to prove things

actually work the
way they should

engineering
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CPS Framework

Structure Facets

Conceptualization Realization Assurance

Functional

Manufacturing Business

Human

Transportation Trustworthiness
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Healthcare .
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Lifecycle
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CPS Testbed Initial Conceptual Design

Model Library based on

: Physical and Virtual
Reference Architecture y

Test Benches

At-scale Validation

Model Integration Platform
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