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ZKBoo: Faster Zero-Knowledge for Boolean Circuits. USENIX Security 2016.

https://www.usenix.org/system/files/conference/usenixsecurity16/sec16_paper_giacomelli.pdf




M. Albrecht, C. Rechberger, T. Schneider, T. Tiessen and M. Zohner.  Ciphers for MPC and FHE. EUROCRYPT 2015.

https://eprint.iacr.org/2016/687


Parameter Sets



Performance: Key and Signature Size

Parameter Set Public Key Private Key Signature

Picnic-L1-FS 32 16 34,000

Picnic-L1-UR 32 16 53,929

Picnic-L3-FS 48 24 76,740

Picnic-L3-UR 48 24 121,813

Picnic-L5-FS 64 32 132,824

Picnic-L5-UR 64 32 209,474



Performance: Timings

Parameter Set Keygen Sign Verify

Picnic-L1-FS 0.00 1.95 1.36

Picnic-L1-UR 0.00 2.64 1.91

Picnic-L3-FS 0.01 6.61 4.63

Picnic-L3-UR 0.01 8.84 6.29

Picnic-L5-FS 0.02 14.71 10.64

Picnic-L5-UR 0.02 18.67 13.60



TLS Experiments

Ciphersuite

KEX, SIG

Page 

Size

Mean fetch 

time (seconds)

Slow network

Mean fetch 

time (seconds)

Fast network

ECDHE-

ECDSA

45B 0.470 0.299

(not PQ) 100K 1.226 0.452

LWEFRODO-

RSA

45B 0.578 0.366

100K 1.335 0.518

LWEFRODO-

PICNIC

45B 0.984 0.513

100K 1.733 0.594

SIDH-RSA 45B 0.655 0.385

100K 1.370 0.541

SIDH-PICNIC 45B 1.084 0.523

100K 1.738 0.600



HSM Experiments



microsoft.github.io/Picnic/

Spec and design documents, research paper from CCS 2017

Talks and related work (RWC 2018 talk)

Link to OQS/OpenSSL, code from our HSM demo

Implementations

https://microsoft.github.io/Picnic/
https://www.youtube.com/watch?v=_J9ESIy8D2o

