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“Sorry about the odor. I have all my
passwords tattooed between my toes.”
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The weakest link in the chain?
Is it because the User is:
» Careless and Ignorant

OR

» Frustrated and Overwhelmed
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Have we placed the user in an untenable situation?

Users inadvertently undermine security – their goal is not to undermine the system’s security


Human factor neglected by developers of security technology as well as those responsible for organizational technology 

Focus has been on theoretical security, but actual secure systems  Example of longer passwords and change more frequently.   it can be argued that attackers have paid more attention to human element than security designers and have exploited it 

Actual secure systems require an examination of technology and human beings that will use it – we need to balance security and usability
Need to include human in the loop,  hf and user-centered design principles can be employed to design secure systems that are workable in practice to prevent the user from being the weakest link


What is usability?

ISO 9241-11 defines usability as:

“the extent to which a product can be used by
specified users to achieve specified goals with
effectiveness, efficiency and satisfaction in a
specified context of use”
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Usability is sometimes thought of narrowly in terms of the quality of a system’s interfaces but the concept applies more broadly to how well a system supports the needs of its users.

But it is measurable, not  just touchy-- feely

Jacok Nielson and Ben Schneiderman have defined frameworks that include additional dimensions such as leanability, memorability, few and noncatastrophic errors

Focus and discuss underlined text


First Tenet: Know thy User

» Policy Makers
» Security Organization

» End-Users
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User goals and mission are not similar

End-User

» Task oriented - production tasks vs supporting tasks

» Performance metric: efficiency, effectiveness of
production tasks

» The organization’s mission relies on the production
tasks

Security Organization
» Security is the production task
» Performance metric: how secure

» Mission is Security but how does it relate to overall
mission of the larger organization
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Productivity:  laptops work at home or abroad




® 8

User Perception Influences Behavior

» Impossible demands
» Need --Value
» Complexity

» Awkward Behavior
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Complexity – security configurations – network configurations can we make adjustments 


Context of Use

Differences in physical location and
devices influence usage

» Laptop
» Desktop

» Office, Home, Airport, Battlefield
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Does one size fit all?




Today’s usability is one-sided

In favor of the Security Organization

» “Command and Control” approach

» Policies constructed top-down, enforced
through sanctions

» Compliance monitored by checklists
» One size fits all
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What can we do?

» Integrate Security and Usability

» Include usability in software development
cycle

» Apply user-centered design to security
design

» Establish a partnership with users
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Good Usability Strengthens Security

» Easier to implement security policies,
processes and procedures

» Encourages users to follow good security
practices

» Reduces users inadvertently undermining
security
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» The goal is to build systems that are actually
secure not theoretically secure:

» Security Mechanisms have to be usable in
order to be effective
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