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Increase in Ransomware Attacks

Highly profitable

Low Barrier to Entry

i e S NG Multiple Software as a Service
offerings available

Ginx Ransomware - Windows and Mac-0SX (%60-%40 split)

| files far thatu
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Product class Origin country
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Ends in Payment

Default - 1

Purchase price: .

Buy Now Queue

rersonal files for that user and demand z0m in BTC. Once infected the ta
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3x as many new ransomware families in 2016

2014 ZAONRS
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Ransomware Detections by Country

With 34% of all attacks, US the
region most affected by

United Kingdom 3%
Australia 3%

Germany 3% Ransomware
i United :
Russia 3% E— Attackers target countries that
Netherlands 3% 34% can pay the largest ransom
India 4% .
Canada 4% o Number of internet connected
er
Italy 7% i computers also effect the
Japan 9% 27% numbers

But US also has characteristic
that is driving up the cost of the
ransom
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Average Ransom Demand

ZAONRS

2016

The average starting ransom
demand soared in 2016.

Once infected many threats
raise price if ransom not paid
by deadline

Some criminals will
negotiate

Targeted businesses will see
higher demands

Highest ransom demand for
single machine seen in 2016
- 528,730 (Ransom.Mircop)
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What is Driving Up the Ransom Demand?

Percentage of
Consumers Who Pay Ransom

O There does not appear to
be price sensitivity among

victims, especially in the
34% us

- Aslong as victims willing

to pay, criminals can raise
the price

Globally
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WannaCry Ransomware @symantec
Generating Significant Global Attention
WE{RIH{D

R - The WannaCry attack is a wake-up call
EXPERTS WARNED ABOUT I8 - it
HERE WannaCrypt ransomware attack

should make us wanna cry

= Q FINANCIAL TIMES

HOME WORLD US COMPANIES MARKETS OPINION WORK & CAREERS LIFE & ARTS

Cyber Security | + Add tomyFT
MAN SECURITY os 2:03 PM

@CBS NE\‘S NEWS SHOWsS VIDEO J - I_”j E— | @he waﬁhington {JUS

Democracy Dies in Darkness

CB3/AP My 14, 2017, 3:00 PM

Trump ordered
"emergency meeting”
following global
cyberattack

75 Comments / f Share Tweet Stumble Email

Technology

The Latest: Why global “WannaCry’
outbreak is unusual
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WannaCry Ransomware: Basics of the Attack

Microsoft announces SMB vulnerability and patch within
MS17-010

Shadowbrokers release EternalBlue in their datadump
which exploits this Microsoft SMB vulnerability
WannaCry is seen in the wild and initial compromise
vector unknown

WannaCry encrypts files for ransom on host and
propagates to other unpatched/unprotected hosts

10
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Attribution: Possibly Lazarus Group

e Code used/borrowed from other Lazarus attacks

e Earlier versions of WannaCry found on computers with
Lazarus tools

e Precedence exists: SWIFT Attacks S81million
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Public Private Partnership: WannaCry

DHS’s National Cybersecurity and Communications
Integration Center (NCCIC)

Cyber Threat Alliance
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Petya Ransomware

Ooop=, your important files are encrypted.

If you see this text, then vour files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’'t waste your time. MNobody can recover your files without our

decryption service.

lle guarantee that you can recover all your files =zafely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send %388 worth of Bitcoin to following address:
1Mz7153HMuxXTuRZ2R1t78mG5dzaAtNbBLIX

2. Send your Bitcoin wallet ID and personal installation key to e-mail
WwowsMithlZ2345b@posten. net. Your personal installation key:
741 296-2Nx1Gm-yHORUr-38gaN6-8Bs1td-U2DKu i —ZZpRJE-kEGs5H-081 izU-glUelUMa

If you already purchased your key, please enter it belowm.
Key:

Copyright © 2017 Symantec Corporation
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Petya
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Looking Ahead
Q&A



Ransomware

Volume

Thank You! 22

@ Symantec.
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Symantec’s Timeline of WannaCry

Symantec Blocked 22M Attempted Attacks on Nearly 300,000 Endpoint Systems

Symantec delivers protection to Symantec delivers further

Microsoft announces block SMB exploitation of MS17-010 updates to protect against

(CWP)

Continuous Protection vulnerability MS17-010 including blocking for EternalBlue for WannacCry is first potential new variants for
and releases patch SEP14, SEP12 and Norton seen in the wild SEP14, SEP12 and Norton
Critical Systems Protection _ :
(CSP) : : : :
Cloud Workioad Proteoton [N TR _veyo B wayi2_iAviCenvalUs T Nay i2- 3Pl CentalUs
_ March 14 April 14 May 2 May 12 - 1AM Central US May 12— 3PM Central US
Cloud Workload Protection o ” = - . . .

IT Management System (ITMS)
Control Compliance Suite
(CC9)

Malware Analysis / Cynic
MSSP
Cyber Security Services

ShadowBrokers
release
EternalBlue

Symantec Endpoint Symantec Global
Advanced Machine Intelligence Network
Learning and Norton instantly adapts providing

automatically block most protection to SEP14 and
variants of WannaCry Blue Coat ProxySG
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