@Symantecm

Ransomware

Bill Wright
Symantec Government Affairs




Symantec.

-

FAKE AV CRYPTO RANSOMWARE

Performance Optimizer - Severe Errors Detected

Your personal files are encrypted!
& System Warning :;;';Armlnu Optimizer has dmuc:::mnmﬂ

Found Threats

CATEGORY ‘ DANGER LEVEL HUMBER OF ERRORS

] 13
) HiGH s
i 10
== 1
( ] 1
i ) HIGH

System Errors may lead to:

© Corrupted files

© permanent Data Loss

© systen Startup failure Repair Now
) Loss of documents and settings
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Crypto-Ransomware
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Growth factors

Still profitable for the attacker
Easy access to encryption
Cryptocurrencies

Effective infection vectors

Adoption of advanced attack techniques

Ransomware as a service

100 new families identified in 2015 compared to 77 in 2014
79 new families in 2016 so far
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Ransomware Cryptolocker Expansion

Ransomware and Businesses 2016
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Ransom demand increased
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Common infection methods

* Email
— Script file (Javascript, VBS, Powershell,...)
* Can be in archives (Zip, RAR, HTA, WSF,...)
— Office with malicious macro (and social engineering)

— Link to malicious files on Dropbox & Co.

[eee | )
* Infected Websites
XX} — Web exploit toolkits

— Malvertisement

* Targeted

— Server exploits (e.g. Jboss)

XTFIIdUJ}?! — Bruteforcing passwords (e.g. RDP)




Example of Spam Email Distributing Locky

Corresponding Invoice - Message (Plain Text)

MESSAGE

RS - ¥ Create New l W £2% Mark Unread Y %
x L(—‘. e =5 B2 k) a% a- q

:Hn Categorize ~
Translate I Zoom

Delete  Reply Reply Forward

Move 1.,
i [> Follow Up ~

Delete Respond Quick Steps Move Tags Editing
Wed 6 016 7:30 AM

onso Dickerson <Dickerson.53@

@) show.com>
Corresponding Invoice

To

0 We removed extra line breaks from this message.

Message 5| £ _unpaid_954301.zip (8 KB)

Dear
Thank you for your email regarding your order of 21 June, and sorry for the delay in replying. | am writing to confirm receipt of
your order, and to inform you that the item you requested will be delivered by 25 June at the latest. If you require more

information regarding this order, please do not hesitate to contact me.

Also, our records show that we have not yet received payment for the previous order of 11 June, so | would be grateful if you
could send payment as soon as possible. Please find attached the corresponding invoice.

If there is anything else you require, our company would be pleased to help. Looking forward to hearing from you soon.
Yours sincerely

Alonso Dickerson
Head of Non-Processing Infrastructure

o See more about Alonso Dickerson.

Ransomware and Businesses




Typical Locky Ransom Note
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Where are the victims?




Cybercrime is

infections occur inside business

Organizations are being targeted APT'’s

is being leveraged criminally

Segments & Verticals are Affected

Ransomware and Business




TLP:GREEN

Advanced attack techniques

Recent ransomware attacks use tactics and techniques typically seen in APT-style attacks

Infiltration Exploit server-side vulnerabilities to gain access to the network.

Attackers gather information that may help in later stages of the attack,
Reconnaissance such as back-up policy. Information gathered may also be used in the
ransom note.

Attackers use publicly available tools to plot out and traverse the

Lateral movement ] \ )
network and galn access to strateglc |OC8tI0nS.

Once the attack has been successfully carried out the attackers attempt

Stealth to hide their tracks by removing any tools used.
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Ransomware-as-a-service

W 10-09-2016, 11:03 AM

AtomPrOjeCt I Atom Affiliate Ransomware Program (Cryptolocker)

Member ) ) .
Hello, | would like to introduce you to the new ransomware affiliate program

Description
1. Fully Customizable (You can choose file formats and price for your attack)
Fully Translated (The program supports multiple languages)
Fully Automated (Receiving payments is fully automated)
Fast Algorithm (It uses a fast and reliable encryption algorithm)
Monetization (You will receive 80% of the payment amount directly to your Bitcoin wallet)
Undetectable by AV (Every day we change the source code, to avoid the appearance in anti-virus databases)
Tracking System (You can see online statistics of your payload)
Join Date: 10-09-2016 " :
Posts: 1 More info: atomproject.ml
Deposit account $: 0 Contact Us: BM-2cUFsjinxNmjxyEpqiT2nu3AF4juyjAymbv@bitmessage.ch

Attention!
| recommend you to run all tools inside virtual machine
(Previous project: SharkRansomware)

Ransomware and Businesses 2016 Copyright 2016, Symantec Corporation




Ransomware on Smart Devices

 Android Ransomware decreased

. :
loT device ransomware not seen at large in the wild
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Internet Security Threat Report

Thank you!

Bill Wright

Director, Government Affairs & Senior Policy Counsel
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