Security Automation and
the Cloud
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Example: Patch management

CSP:
: _ » Applies regularly scheduled
Patch Review SEEITE, Audit d h latf
Rollout Validation upaates to the plattorm
* Releases critical patches
« Monitor 100,000+ * Prioritize critical « Scanning & » Reconciliation immediately
vulnerability updates reporting of all report o RigOI’OUS|y reviews & tests all
reports « Monthly OS VMs « Resolution
» Sourced from releases with « Track & remediate summary Changes
customers & patches any findings
worldwide network
of security CUSTOMER:
researchers

» Applies similar patch
management strategies for their
Virtual Machines



Fxample: Monitoring & logging

w N CSP:
Enable Moﬂltorlng Agent E oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo E

e V... » Performs monitoring & alerting on
‘ ' : 3 security events for the platform

Portal GtVM .......... .9. tVM * Enables security data collection
SMAPI
Events Storage

CUSTOMER:

Customer . . .
Admin @ Extract event information to SIEM ’ Conflg ures monitor ng
or other Reporting System « Exports events for correlation and
SIEM Admin View ¥ dana lySIS
mm * Monitors alerts & reports
Alerting & reporting | 1350 Machinel ~ Bemples 04/29/2014 e Res ponds to alerts
2002 Machine2 ~ Snature Updeted Successtuly 4 04/29/2014
5007 Machine3 ~ Confuaton Appied 4 04/29/2014
1116 Machine2 ~ Bamplesecury event 1 04/29/2014
1117 Machine2 ~ Accessatempted 1 04/29/2014



Example: Incident response

DevOps

Engaged * #
Event
Detected

n Security Team

n Engaged

Incident
Assessment

Event 4
Start @

Security
@ Event Customer
Confirmed | Notification

. . Determine
CSP (Microsoft Azure): Affected @ Determine
) i — Cust
Leverages a 9-step incident response process ustomers Customer Impact

Focuses on containment & recovery

Analyzes logs and VHD images in the event of platform-level incident |Jj
and provides forensics information to customers when needed

Makes contractual commitments regarding customer notification

Customer

o5
‘,\ Process

Step 1

Azure

m C
ustomer
@ Notification



Thank You
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