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Security Fatigue
Searching
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Looking for Mental Models
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 Germ

 Robber

 Barrier

 Hacker

A mental model is a 
cognitive representation 
that helps us make sense 
of the world around us 



Population
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 General Public
 40 non-professional computer users
 Men and women
 Urban and Rural
 In depth questionnaire with follow-up interview 
 Attitudes & Perceptions on Cyber-Security



Analysis #1: Quantitative
 Counted

 Stats

 Personas
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Analysis #2: Qualitative 
 Transcripts

 Initial Code List

 Code every transcript

 Emergent Codes

 Code Saturation

 Look for relationships, 
concepts, and ideas

 “Leap”
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Security Fatigue
What we found
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Throughout the Data:

 Poor or non-existent mental models

 Weariness

 Frustration

 Denial

 Worthlessness

 Resignation

 Complacency
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Quote: Participant 101
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“I think I am desensitized to it- I know 
bad things can happen.  You get this 
warning that some virus is going to 
attack your computer, and you get a 
bunch of emails that say don’t open 
any emails, blah, blah, blah.  I think I 
don’t pay any attention to those things 
anymore because it’s in the past.  
People get weary of being 
bombarded by “watch out for this or 
watch out for that’”



Quote: Participant 209
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“I never remember the PIN numbers, 
there are too many things for me to 
remember.  It is frustrating to have to 
remember this useless information.”



Quote: Participant 108
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“It doesn’t appear to me that it poses 
such a huge security risk. I don’t work 
for the state department, and I am not 
sending sensitive information in an 
email. So, if you want to steal the 
message about [how] I made 
blueberry muffins over the weekend, 
then go ahead and steal that.”



Our Participants:

 Making poor decisions about security

 Too many decisions to make

 Tired of making decisions
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Tversky & Kahneman (1973) Heuristics 
& Biases

 When people are fatigued they fall back on heuristics 
and cognitive biases when making decisions.  

 Cognitive biases are tendencies to think in certain ways 
that can lead to systematic deviations from a standard 
of rationality or good judgment

 We found in our data that people often make decisions 
about security based on heuristics and cognitive biases.  
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24 Cognitive Biases (Tversky & Kahneman)
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Acquisti & Grossklags (2005) Bounded 
Rationality

 bounded rationality limits our ability to acquire then 
apply information in the online privacy and security 
space
 Amount of information we can process
 Cognitive limitations of our mind
 The time we have to make decisions
 Incomplete information
 Systematic psychological deviations from rationality
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Beautement, Sasse, & Wonham
(2008) Compliance Budget

 It has been hypothesized that we make cost benefit 
tradeoffs about our online security and when the cost of 
complying is greater than the effort we can make, we 
choose not to comply or find we find workarounds 
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Thomson & Furnell (2009)Work Place 
Security Fatigue

 Conceptualized Security Fatigue in the workplace

 “Threshold were at which it simply gets too hard of 
burdensome for users to maintain security”
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Oto, Limmer, & Training (2012) 
Decision Fatigue

 “No matter how smart or hard-working we are, our ability 
to make good decisions eventually runs out.”

 “Our ability to force ourselves to do difficult things—that 
is, applying self-control or self-discipline—draws upon a 
certain limited resource within us. And when we’re forced 
to make tough decisions, it calls upon that same 
resource.”
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Supporting Literature
 Tversky & Kahneman (1973) Heuristics & 

Biases

 Acquisti & Grossklags (2005) Bounded 
Rationality

 Beautement, Sasse, & Wonham (2008) 
Compliance Budget

 Thomson & Furnell (2009) Workplace 
Security Fatigue

 Oto, Limmer, & Training (2012) Decision 
Fatigue
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Security Fatigue
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The psychological state one reaches when security decisions become too 
numerous and/or too complex, inhibiting good security practices, exhibited by 
attributes such as weariness, hopelessness, frustration, and devaluation on the 
part of the sufferer.



Security Fatigue Actions
 Avoiding unnecessary decisions;

 Choosing the easiest available option;

 Making decisions driven by immediate motivations;

 Choosing to use a simplified algorithm;

 Behaving impulsively;

 Resignation
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Security Fatigue
What can we do?
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Suggested Preventions
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 Limit the decisions users have to 
make for security; 

 Make it easy for users to have to 
do the right thing related to 
security; 

 Provide consistency (whenever 
possible) in the decisions users 
need to make. 

 Help make security a habit



Usability Considerations*
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*NIST Special Pub 800.63

“Electronic Authentication Guideline”

Usability Considerations
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Typical usage
Authenticator availability – authenticators readily in user’s 
possession 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢

Plain language for user facing text (e.g., instructions, 
prompts, notifications, error messages) 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢

Legibility of user facing text or text entered by users 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Unmasked text entry 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Support text entry – length of 64 characters, copy and paste 🁢🁢
Delayed masking during text entry 🁢🁢
Adequate time allowed for text entry 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Entry errors – need clear and meaningful feedback 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Minimum of 10 attempts allowed 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Remaining allowed attempts – need clear and meaningful 
feedback 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢

Form-factor constraints 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢 🁢🁢
Location and availability of a direct computer interface such 
as a USB port 🁢🁢 🁢🁢 🁢🁢 🁢🁢

Physical input required (such as pressing a button) 🁢🁢 🁢🁢
Cryptographic keys need for descriptive and meaningful 
names 🁢🁢 🁢🁢 🁢🁢

Complexity and size of the prompts 🁢🁢
Authentication to secondary device to access the 
authentication secret 🁢🁢

Continuous hardware connection not required 🁢🁢



Security Fatigue
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Thank You

Brian.stanton@nist.gov
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