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~ Usability Research Goal:

To enable policy makers to make
better decisions



lew of solution space of the security and usability equation

Policy constrains

Trivial security solution :
solution space

Ideally policy will
permit the best
solution

Optimum acceptable Trivial usability solution

usability/security
solution

Each point (solution) has a
security level and a usability

level



Password Policy Quiz

What are the minimum length and maximum lifetime?
Are special characters required?

Which special characters are allowed?

Is white-space allowed?

Are you allowed to write it down?

Workplace password policies involve much more than length and
lifetime.
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12 characters, 90 days

A number or special character is required
Examples are provided (e.g., ~ ! $ % ^ ‘) but not a full set.

Tabs are not allowed; spaces are not covered.

Tabs are not allowed; spaces are not covered.

. Passwords in readable form must not be left in an accessible location.
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Password policies cause confusion

Users rarely understand them

Users are governed by multiple policies at work, through financial institutions,
and for other online activities.

The number of policies, ambiguities in them, and discrepancies among them
are a cognitive burden.

So...
Users are forced to choose weak passwords or write them down.

Policy violations become routine
Password policy security goals are not met
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Canvyou follow this policy?

fPoIicy from a Federal Agency:

Passwords contain a combination of letters, numbers, and at least one
special character
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What constitutes a special character anyway?

Is the following a legal password:

e password2% (letters, number, and specials) ?
e password% (letters and specials) ?
e Password% (upper-case and lower-case letters and specials) ?

o |*@SSM()%& (all specials) ?



Password specifications as Policies

Policies regulate behavior (or they try to).

For instance:
e Users must not store passwords in writing anywhere.
e Users must create passwords with a character in the set of numbers.
e Users must not create passwords in the set of dictionary words.

But they are not written in clear and unambiguous language.
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. P:mm shall mot be fhe rame of 3 wendor, product, contracior, project, division, SacSon of grou Passwords may be created using random password uenaralnri
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Pasamcrds shall rol be e name of an nulomssée. spors feam, afvcie. o oher popuiar cutlral symts Passwortls must nat be sharad axbept in mergency Srcumstances or when there is &n averriding operational
shall nat be any of wih: numbers Eeepenaied necessity s documented in an approved NIST IT system security plan. Once shared, passwords must be changed
- Auurammu-mm acoess shail rw: used a minimum of 24 pesnmnsbemr: @ password can be reused. a5 soon as possible.
b. Group passwords (i.e. a single password used by several users) should be used with some other mechanism that
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i. Passwords must not be distributed by non-encrypt
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o. Passwords shoukd be encrypted when fransmitted across any network. However, passwosds must be encrypted
when transmitied across the Internet. This requirement does not apply o single-use (one-time) passwards.

4. Al passwords mustbe changed as folows
Passwords must be changed as follows:

At least every ninety (90) days,

Immediately if discovered to be compromised or one suspects a password has been compromised,
i Immediately after being shared for emergency purposes,
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s policy.

. Accese to password files or password databasas must ba restricted to only those who are authorized to manage the
T resaurce.
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Users must be notified immediately to change their password if it is suspected their password may have been
compiiance with this poiicy. I the password is not immediately changed. the
account must be tempararily suspended until the password is changed

6. Addiional password restrictions and criteria are permitied as long as they continue to be in compliance with this policy and
are adequately documented in an approved NIST system security plan. This documentation must also include the reasons
why additional restrictions and criteria are necessary.



Goal e

Develop a effective approach for studying password policies.

Specifically, develop a password policy language that enables us to
(1) evaluate and compare policies, and

(2) assess how policy rules affect user behavior and security.

Approach:
— Develop a taxonomy of policy rules
—  Collect a corpus of representative policies
— Analyze the corpus using its taxonomic structure
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Develop a Taxonomy

Reduce policies to an unambiguous language:

must

change passwords

— before

— 90 days
immediate,liy
—_

compromised

directed by management
found non-compliant
shared

create passwords
with a character
v inthe set of ‘
— numbers, special characters (unspec)

with length
= greater than or equal to
L B8 characters

not

communicgte passwords
Y

Internet or wide—area network without encryption
mail accompanied by the user ID

mail without encryption

phone mail

@
=
[=]
17}
h=
5

create passwords

 inthe setof .

passwords to an outside system

strings with a character repeated 5 or more times
their last 2 years of passwords

their last 8 passwords

| witha cha,ra%er o

[N ]

-

of
control or non-printable characters (unspec)

=3
@
o

-

with a substrin

 inthesetof

0

addresses or other locations

birthdays or other dates

dictionary words

dictionary words in reverse

proper names

sirings with word or number patterns (unspec)
vendor default passwords

fail to aulhflﬁtrir:]:earlse
o avoid n . .
«— administrative unlock or a 3 minute lockout

v incleartextin an insecure location

online

store passwords
in automated scripts
should

— NO

— communicate passwords
 local-area network without encryption

Benefits of a formal (EBNF) grammar:

compromised.

Wpdedy statements can be pinpointed for
SlisgHssion.

shared.

Wthesdsadllowed, forbidden, and ambiguous
s BXRYFIT.

passwordsto
Language differences no longer prevent

YO 4Hisdns. (Clarity first)

their last 2

their last 8



~ Apply Taxonomy to a Corpus

Corporate and government policies of primary interest (22)
Password -protected general websites policies included (19)

13



How many different rules?
41 policies
155 unique rules
449 total rules




|
|i

i

i ———

|
|

!

o
i

i
Tt

e e -

i
i
i
H
i
i

1l
B
i

N
"

i

[
THI

resentation O




create
passwords
create
passwords
store
passwords
communicate
passwords
not =
create
passwords

fail to
authenticate

o

passwords

communicate create

passwords
store ange passwords
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~Policy exploration and visualization

store
change

pa erds passwords

create
passwords

create
passwords

store
passwords
f—

communicate
passwords

not =

create
passwords

authenticate

A\
“. \%ange
passwords
communicate }‘ [ l\ create
passwords \:tr:nge

store passwords
passwords passwords



~ Depiction of a password policy

store
passwqrds change
rﬂ passwords

create
passwords

create
passwords

store
passwords
—

communicate
passwords

not Ty~

create
passwords

authenticate

A\
\\éange

passwords

communicate
passwords

F———L\:jge create

store passwords
passwords Pas swords



~Comparing two policies

_—

NIST

=

Users must create passwords with length greater than or equal to 8 characters.



~Comparing two policies
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NIST

=

Users should not communicate passwords by local-area network without encryption.



- Atool for passWo rd policy analysis

General statistics:
e Are any two policies the same?
e What rules appear frequently?
* How often are policies ambiguous or contradictory?

Broader questions:
e Which rules constitute best practices?
e Which rules require user cooperation?
e What rules affect usability? What rules affect security? How?
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Some preliminary results

Are any two policies the same?
* No (they are like snowflakes).
* NIST (28) and the Census Bureau (22) share 14.
* DoC (28) shares 12 with NIST and 8 with Census.
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Some preliminary results

What rules appear frequently?

e Users must create passwords with length greater than or equal to 8 characters.
(23)

e Users must not communicate passwords to anyone. (15)

* Users must change passwords immediately if compromised. (10)

e Users must not create passwords with a substring in the set of dictionary
words. (10)

e 73 rules appear only once.



Some preliminary results

How often are policies ambiguous or contradictory?

* Rules were flagged as ambiguous if they...
Concerned special characters without defining them,
Concerned “letters” without specifying case,
Concerned vague prohibitions on “patterns”

* 34/41 policies (83%) contain an ambiguous rule.
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Basic findings

A typical policy imposes 8 —10 rules on a user.
Each policy introduces an average of 1—2 unique rules.
Nearly every policy had ill-formed requirements.

Users with multiple passwords will not be able to keep all the
requirements straight.



Next Steps

Attach security rationales to rules and regions.

Attach usability concerns and experimental results.
Translate policies to find disagreement or misinterpretation.
Explore current practices and establish best practices.

Put policies into plain language.

Thank you!
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