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~ Usability Research Goal:

To enable policy makers to make
better decisions



~View of solution space of the security and usability equation

Policy constrains

Trivial security solution :
solution space

Ideally policy will
permit the best
solution

Optimum acceptable Trivial usability solution

usability/security
solution

Each point (solution) has a
security level and a usability

level
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Four Primary Research Areas

Passwords

Password Policies

Multi-Factor Authentication
Usability and Security Framework



~Password Usability Research Goal:

To enable decision makers to make better

password policies

Based on actual data
Secure in practice not just secure in theory
Takes into account user behavior
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Research requires gathering data

Instrument is a comprehensive survey of password usage
and management

Survey has been independently reviewed by experts in
qguestionnaire design from Bureau of Labor Statistics

Responses are anonymous to prevent misuse, but with
some demographics

Survey is for Federal employees only
Currently being piloted across NIST
Survey is low impact (estimated 15 minutes)



Password Survey:

It’s a matter of perspective

Usability View
e Password creation strategies
» Password management strategies
* Perception of policies/security
* Annoyance Factors

Security View
e Authentication
e Compliance

* Training Needs



Password Survey Questions =

Password Survey

* How many passwords
do you use?

* Do you use the same
password on different
accounts?

e How much time does it
take to create a
password?

* How do you keep track
of your passwords?

10. How do you keep track of your frequently used passwords? (check all that apply)

[ o not track, use "forgot password” feature

[] Have someone (e.g., secretary) manage passwords for you

[ Let browser auto-fill

[ Memorize the passwords

[ rely on hints provided by system

[ save in a document/file, protected with encryption or password

[] save in a document/file, not protected (i.e., without encryption or password)
[] share with a colleague, in case you forget

[ store in unencrypted electronic devices (e.g., USB flash drive, PDA, cell phone, etc.)
[ store in agency-managed, encrypted electronic devices (e.q., BlackBerry)

[ use mnemonics (e.g., meaningful phrase)

[ use password management software

[ write down on paper, but disguise in some way (e.qg., only write down the common word without the special
characters)

[] write entire password down on paper and store securely in a locked location
1 write entire password down on paper and place in an un-locked location

[ other

If "Other" is checked, please describe

11. In your opinion, how secure is your most frequently used password?

O Mot at all secure, i.e., very easy to guess/crack



- To date we have:

Over 550 responses
Participants are passionate
Over 95% use user name and password to authenticate

* Mean number of passwords 12 (range 1 to 210)
* Try to use same password for different accounts
* 70% “track on paper” in some form

Have interference from multiple policies
Need to make password policy explicit
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Potential Impact

Results could motivate password policies that are less
onerous and more effective

Wide spread participation will strengthen the results
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Password Policy Quiz

What are the minimum length and maximum lifetime?

Are special characters required?
Which special characters are allowed?
Is white-space allowed?

Are you allowed to write-down or store passwords online?

Workplace password policies involve much more than length and
lifetime.
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12 characters, 90 days

A number or special character is required
Examples are provided (e.g., ~ ! $ % ^ ‘) but not a full set.

Tabs are not allowed; spaces are not covered.

Tabs are not allowed; spaces are not covered.

. Passwords in readable form must not be left in an accessible location.
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MESC Entry Descent Landing Repository Passwoerd Policy Information = Policy
1. Passwords should only be used when no stronger form of user authentication and access control mechanism is available.
Pazsword Falicy Ful aampls one-fme passwords and public key cryplography should be used instead of password authentication if
- 2 Boewtrds mustbe generated or selected using the following criteria-
s a. Al passwords must have &t least sight (8) non-blank characars.
b. Atleast one of the characters must be a number (0-0) or a special character {e.g. ~. !, §, %, *, and '}
Unon Wt ookn, e ser aceoun pasewrd shal b changod c. No character may be repested more than four (4) times
i i ol A s L s et el ot d. Passwords used fo control privileged or adminisirative access must be different than passwords used to conlrol
o Pt i T perie general acoess on m.
e St e o Lo e N B G o iporties Mot e. Passwords must not include conirol characlers and non-printable characters (a.g. enter, o tab, or backspace, or cir-
» Fasswords sl not be 2 diconary word C. efo.).
= Fasswords shall not be sther wholy or predominantty composed of e folowing: The user's [0, owner's name, birth f. Passwords must not include any of following: vendorimanufacturer default passwords, names (e.g. system user
o S Sy mber AT e o et e, =2 mes spele Eackmai. o aher Sersaa ATt st the names, family names), words found in dictionares (i.e. words from any dictionary, spelled forward or backward),
ardresses or birthdays. or comman character sequences (e.0. 3456, ghilk. 2468).
. Pimnl: shall mot be fhe rame of 3 wendor, product, contracior, project, division, SacSon of grou Passwords may be created using random password generators.
Fasswords shall rol be repettive or 1 keybozrd patem 3 A pasiwurds must be protected to prevent unauthorized use:
Easamrds shallnol B ine name o an aulgmses, spors feam, ek, or cher gopuir cullral symics Passwords must not be shared except in emergency circumstances or when there is an overriding operational
shall not be any o with numbers. or Eeepenaied necessity as documented in an approved NIST T system security plan. Once shared. passwords must be changed
. Auurammu-mm acoess shail rw: used a minimum of 24 passwons before @ passweond can be reused. a5 soon as possible.
b. Group passwards (i.2. a single password used by several users) should be used with some other mechanism that
Note that User acoound passwords will expire afer 50 cays. Two notices will be sent via emad 1o the user slering them fothe can assure accountsbility.
upcoming expiration. ¥ Eve password is aliowed o expive, you mussi contaci he EDLR Curator bo enabie fe acoount. Passwonss shall
nat be rewsed betre 100 days Rave elansad. c. Group passwords must not be shared outside the group of authorized users and must be changed when any
individual in the group is no langer authorized
d. Group passwords must not be used for access to other applications, and they must never be re-used.
. Pummervre i s S it o el i oo ez o i o scnd it calon whomm
proteciion is less han that required for protecing the information that can be accessed using the passwor
f. Passwords for user authenticaion must not be stored in readable form in batch files, automatc login smprs software
macros, keyboard or terminal function keys.
g. The display and printing of passwords must be maskad, supprassed, or otherwise obscured so that unauthorized
parties wil not be able to observe or subsequantly recover them.
h. User applicabions must not be ensbled to retsin paismldi for subsequent reuse.
i, Passwords must not be distributed by non-encrypt
|. Passwords must not be distributed thraugh phane lmi
k. I sent by reqular mail or similar physical distribution system, passwords and user IDs must be sent separately.
I Passwords for access to NIST systems must not be the same as passwords used for access o Intemet systams or
systems not on NIST network
m. Access lo password files or password databases must be resbiicied to only those who are suthorized to manage the
IT system.

n. I authorized access would be prevented i the password were lost or forgotten, then the password must be.
documented and stored in a restricted, secure area (e.g. Division office safe or locked file cabinet). Access to these
passwords must be resiricted o authorized personnel for purpases of maintenance and conengencies.

. Passwords should be encrypied when ransmitied across any network. However, passwords must be encrypted
when transmitied acrss the Internat. This requirement does not apply to single-use (one-tme) passwords.

4. A g mamd s chmgrc bl
Passwords must be changed as follows:

At least every ninaty (90) days,

Immediately if discovered to be compromised or one suspects a password has been compromised,
i Immediately after being shared for emergency purposes,
iv. Immediately if discavered to be in non-compliance with this policy, and
v. On direction from management.
b, Pasawords must ot ba reused for twn (2) years, nar can any of e s sight (8) paseward tha hava been uszd be
reuss

c. All vendor supplied default passwords must be changed as soon as possible and before the respective IT resource is
connacted to a NIST network.
5. All passwords must be administered as follows:
2. Afiar o morathan four (4 alld atampts o provids  legitmst pasaword forany access, the requsstshoud resut
in the faled ansmms being recorded in an audit log
Acce nd then restored following & predetermined fime period, not
snmar than three (3) minutes or to be restored by a syshams administrator; and

The user being immediately disconnected from the service if access is provided by a network or diak-up
service.

b Automeled mechanisms,uiles. snd saftware shouk be used t arsurs thet password selection veifcaton.use,
s policy.

. Accese to password files or password databasas must ba restricted to only those who are authorized to manage the
T resaurce.

/

Users must be notified immediately to change their password if it is suspected their password may have been
compromised or discovered to not be in compéiance with this poiicy. I the password is not immediately changed. the
account must be tempararily suspended until the password is changed

6. Additional password restrictions and criteria are permitied as long as they confinue to be in compiiance with this policy and
are adequately documented in an approved NIST system security plan. This documentation must also include the reasons
why additional restrictions and criteria are necessary.



Goal e

Develop a useful password-policy language for studying and improving
policies.

Specifically, the language should enable us to
(1) discuss and compare policies, and
(2) assess how policy rules affect user behavior and security.

Approach:
1. Develop a taxonomy of policy rules
2. Collect a corpus of representative policies
3. Analyze the corpus using its taxonomic structure
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Step 1: Develop a Taxo

Reduce policies to an unambiguous language:

nomy

Benefits of a formal (EBNF) grammar:

must

change passwords

— before

— 90 days
immediate,liy
—_

compromised

directed by management
found non-compliant
shared

create passwords
with a character
v inthe set of ‘
— numbers, special characters (unspec)

with length
= greater than or equal to
L B8 characters

not

communicgte passwords
Y

Internet or wide—area network without encryption
mail accompanied by the user ID

mail without encryption

phone mail

@
£
S
@

=
=

create passwords

 inthe setof .

passwords to an outside system

strings with a character repeated 5 or more times
their last 2 years of passwords

their last 8 passwords

with a cha,ra%er o

[N ]

-

of
control or non-printable characters (unspec)

=3
@
o

-

with a substrin

 inthesetof

0
addresses or other locations

birthdays or other dates

dictionary words

dictionary words in reverse

proper names

sirings with word or number patterns (unspec)
vendor default passwords

fail to aulhflﬁtrir:]:earlse
o avoid n . .
«— administrative unlock or a 3 minute lockout

v incleartextin an insecure location

online .
in automated scripts

store passwords
should

— NO

— communicate passwords
 local-area network without encryption

compromised.

N¢riae B allowed, forbidden, and ambiguous
baRMRdict.
shared.

Bpecitoftatements can be pinpointed for
isession.

passwordsto
Language differences no longer prevent

YO 4Hisdns. (Clarity first, then other
@bty issues)

their last 8
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How many different rules?
41 policies
155 unique rules
449 total rules
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~Policy exploration and visualization

store
change

pa erds passwords

create
passwords

create
passwords

store
passwords
f—

communicate
passwords

not =

create
passwords

authenticate

A\
“. \%ange
passwords
communicate }‘ [ l\ create
passwords \:tr:nge

store passwords
passwords passwords



~ Policy exploration and visualization

store
passwqrds change
H1 passwords

create
passwords

create
passwords

store
passwords
—

communicate
passwords

not Ty~

create
passwords

authenticate

A
\\éange

passwords

communicate
passwords

F___L\:n\ge create

store passwords
passwords Passwords



/

_Policy exploration and visualization

NIST

S =

Users must create passwords with length greater than or equal to 8 characters.



A typical policy imposes 10+ rules on a user, and they are not
the same from policy to policy.

The only rule that over half the policies agreed on was an 8-
character minimum.

If users have 3-5 passwords, they will not be able to keep all
the requirements straight.

Nearly every policy had ill-formed requirements that make it
impossible for a user to comply with certainty.



Potential applications

Attach security rationale to regions of the space.
e What threat is this space addressing?
* How much does it help?

Attach usability concerns.

* Does this rule make a reasonable demand on a user’s capabilities?
e Will the rule interfere with others?

Check for consistency and ambiguity.
e Are the character sets and forbidden content completely specified?

Explore and establish best practices more rigorously.
e Which rules appear frequently? Which are anomalies?
* Are they frequent within similar organizations?

23



Final remarks

Goal: Develop a useful password-policy language for studying and
improving policies.

Specifically, the language should enable us to

(1) discuss and compare policies, and

(2) assess how policy rules affect user behavior and security.

How do formal languages help with usability?
e Establish what the security requirements are.
e Provide a clear behavioral goal for users.
e Separate policy requirements from user education.
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Multi-factor Authentication

* Which factors encourage adoption and which factors
discourage adoption

Literature search of relevant fields
Establishing a database of publications
Annotated bibliography of publications

» Test our hypothesis

Currently running a diary study in conjunction with a
PIV pilot
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100 PIV pilot, 26 in usability study
Pre and post installation survey 
Daily survey
Intermittent survey and interview – every two weeks
Diary


PIV study objectives

Investigate and gain insight on the impact of this
new system on worker performance

Explore attitudes people have about this new
two-factor authentication system that may affect
uptake.

Learn whether there are differences in users’
expectations and attitudes of systems prior to
first use and ongoing use.



Scenarios of use

Login using card and pin

Digitally sign email

Encrypt email

Access web application to register visitors
Data collection instruments

Daily emails

Periodic interviews

Direct observation

Pre and post surveys
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Did you use the PIV to log-in today? 
_____ Yes
_____ No
If yes, 
please describe any positive aspects:
please describe any negative aspects: 
Did you stop using the PIV at any point today? 
_____ Yes; why? ___________________________
_____ No
Did you use passwords to log into the NIST network today? 
_____ Yes; why? ___________________________
_____ No
Did you send any encrypted emails today? 
_____ Yes; number of encrypted emails sent _______
_____ No; why not? _______________________��
If yes, 
please describe any positive aspects:
please describe any negative aspects: 
Did you use digital signatures today? 
_____ Yes; number of digital signatures _______
_____ No; why not? _______________________��
If yes, 
please describe any positive aspects:
please describe any negative aspects: 
Did you call iTAC today regarding PIV use?
_____ Yes; why? ___________________________
_____ No
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Users concerns included:

Forgetting card at home
Leaving the card in the reader

Session timeouts due to inactivity even though sitting at
desk

Forgetting to use card to login or unlock and using
password instead

Forgetting password
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Acceptance does not equal usable
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Framework for Usability and Security

Recognizes that security is not the primary task
Recognizes that both disciplines must work together
Development model

Evaluation model



What is Usability

1ISO 13407:1999
“Usability: The extent to which a product can be used by
specified users to achieve specified goals with
effectiveness, efficiency, and satisfaction in a
specified context of use.”

Definition Identifies How to Proceed:

What to measure How to measure
e Users e Effectiveness
e Goals e Efficiency

e Context of Use e Satisfaction
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Effectiveness – quality of prints left

Efficiency – how fast can someone get through the lane when entering the US

Satisfaction - how intimidating was having their picture and prints taken (hesitant means time)
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Usability
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*User Evaluation Areas (UEASs
*Attention
*Adoption
*Trust
*Conceptual Models
*Interaction
Invisibility
*Impact & Side Effects
*Appeal
*Application Robustness




*User Evaluation Areas (UEASs
*Attention
*Adoption
*Trust
*Conceptual Models
*Interaction
Invisibility
*Impact & Side Effects
*Appeal
*Application Robustness
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Appropriate and Effective Guidance for Information Security*

s and Context

s WRT Security Properties

|dentify Threats ies ldentify Risks

Requirements

Evaluation

Context
efits/Risks

Assess C
Choose Ac

*Flechais, Sasse, & Hailes. 2003
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~ Gather Participants
Identify Assets
Model System Assets &Context

Value Assets WRT Security
Properties

Su_lr_nr:.ative Task Definition
. estin
Assess Cost/Benefits 8

in Context
Choose Acceptable Evaluation
Cost/Benefits/Risks

Requirements

Usability
Testing |dentify Threats
Identify Vulnerabilities

Identify Risks

Design Countermeasures



~ UCDand AEGIS

Gather Participants
Identify Assets

EAP Model System AL A0Ehtext
Is Assets & C .
Testing stemAssets & Context——\3 e Assets WRT-88E0 rity
~ Value Assets WRT Security .
Properties Properties
Summative Task Definition 'deMifY Threats
. Testing Identify
Assess Cost/Benefits Vulnerabilities
in Context Identify Risks

Choose Acceptable  Evaluation Requirements

. . Assess Cost/Benefits in Context
Cost/Benefits/Risks choose Acceptalll

Cost/Benefits/Risks Usability
Testing Identify Threats
Identify Vulnerabilities

Identify Risks

Design Countermeasures
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“Propose : Action-Awareness Framework

What is the action that is required to meet the security
requirements?

* Requires security model

What are the usability implications of that action?
e Requires usability model
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~ Users are critical to cyber-security success

Must understand user behavior

Need good studies and data to support policies
Need inter-disciplinary research

We have the opportunity
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