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Verification Tool

HDL
- C++ Source
- Synopsys DC Compiler | ‘ XST
Synthesis
--Input _shares: x1, x2, x3, xd.
--Random vars: b i 3, b i 4, c i 3, c i 4.
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Structural Model
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Threshold Implementations

Side-Channel Analysis (SCA) countermeasure

Provable security with minimal assumptions on the HW

§.ED.

Security in the presence of glitches ’
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Threshold Implementations

Boolean masking scheme

Secret sharing and multi party computation technigques

- Correctness @Eﬂ

- Non-completeness

- Uniformity §#
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VerMi

Non-Completeness
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Tree Search
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Non-completeness
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Non-completeness

E.g.: Multiplier

2y = F1(x1, %2, ¥1,¥2) = x1Y1 D x1¥2 @ %201
zy = F5(x2,x3,¥2,¥3) = %22 @ x2¥3 D %3
z3 = F3(x1,%3,¥1,¥3) = 233 @ 213 © x3)1

Sensitive data Dependencies
: X1 Xy X2 X3 X1 0
V1 Y2 Y3 V1 Y2 / Y2 3’3/ V1 J’3/

Shares
X1 X2 X3

AVETES
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Non-completeness

E.g.: Multiplier

2y = F1(x1, %2, ¥1,¥2) = %Y1 @ %12 D x374
zy = F5(x2,x3,¥2,¥3) = %22 @ x2¥3 D %3
z3 = F3(x1,x3,¥1,¥3) = x3y3 @ x1y3 @ x4

Sensitive data Dependencies
' X1 X3 X2 X3 X1 X2 X3
V1 Y2 Y3 V1 Y2 / Y2 3’3/ V1 J’3x

Shares
X1 X2 X3

AVETES
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HO Non-completeness

E.g.: Multiplier (15t order)

2y = F1(x1,%2,Y1,¥2) = %191 D x1y2 D x4
zy = F5(x2,x3,¥2,¥3) = %22 @ x2¥3 D %3
z3 = F3(x1,%3,¥1,¥3) = 233 @ 213 © x3)1

Sensitive data Dependencies
; X1 X2 X3 X1 X2 X3 X1 X2 X3
V1 Y2 Y3 V1 Y2 }’3x Y1 Y2 3’3x V1 Y2 }’3x

Shares
X1 X2 X3

AVETES
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HO Non-completeness

E.g.: Multiplier (29 order)

21 = X2¥2 @ %12, @ %251 @ x1y3 D x3y1 D x2¥3 @ x32
zy = x3Y3 D x3Y4 D x4¥3 @ 235 D x5y3
23 = X4Ys D x2Y4 D %42 D %2¥6 D X6y
z4 = %5Y5 D x1Y4 @ x4y1 @ 115 D X541
z5 = x2¥5 D X5Y2 D x4Y5 D x5y4

ze = X6Y6 D x3Y6 D x6Y3 D X4¥6 D X6V
z7 = %1Y1 D x1Y6 D X¢y1 D x5¥6 D %65

Sensitive data

X1 X2 X3 Xy X5 Xg

Yi Y2 Y3 Ya Y5 Ve

[BGN+] B. Bilgin, B. Gierlichs, S. Nikova, V. Nikov, V. Rijmen, Higher-Order Threshold Implementations. In Asiacryopt 2014 18



HO Non-completeness

E.g.: Multiplier (2" order) [BGN+]
21 = X2Y2 D %12 @ %251 @ x1¥3 D 131 D %253 B %3
z; = %3Y3 @ x3Y4 D x1¥3 D x3y5 O x5¥3 Dependencies
23 = X4Ys D %24 @ x4, D x2¥6 D X2

Zy = X5Ys D x1Y4 D x4Y1 D x1Y5 D x5y Z1Z>

Zs = X3Y5 D x5Y, D x4Y5 D x5, X1 X2 X3 Xz Xg
Ze = XeY6 D X3V D %63 D x4¥s D X6Y4 Vi Y2 Y3 Ya Vs
Z7 = X1Y1 D x1Y6 D x6y1 D X5Y6 D X6Ys

ALL possible combinations must be checked

Z2Z5 ZaZ7
X2 X3 X3 Xs l X1 X4 X5 Xg
Y2 Y3 Ya Ys / Y1 Y4 Vs }’J

[BGN+] B. Bilgin, B. Gierlichs, S. Nikova, V. Nikov, V. Rijmen, Higher-Order Threshold Implementations. In Asiacryopt 2014 19



Sequential Logic

VerMi
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Subcircuit
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AES Sbox

--Input shares: Isl, Is2.

--Random vars: Randomness.

--Regs layer: 5t2 Isl, St2 Is2.

--Regs layer: St3 Isl, St3 Is2, St3 Is3, St3 Is4; St3 Is Topl, St3 Is Top2; St3 Is Bottoml, St3 Is Bottom2.
--Regs layer: St4 Isl, St4 Is2, St4 Is3, St4 Is4; St4 Is Topl, St4 Is Top2; St4 Is Bottoml, St4 Is Bottom2;
--Regs layer: St5 Isl, St5 Is2, St5 Is3, St5 Is4; St5 Is Topl, St5 Is Top2; St5 Is Bottoml, St5 Is Bottom2.
--Regs layer: St6 Isl, St6 Is2, St6 Is3, St6 Is4.

Stage 5
—

GF(2%)
Mult.

by
CEE R R I E .
R LR R R R P P L R EEE R T

Fig. 2: Operations in the unmasked AES Sbox [CRB+]

[CRB+] T. D. Cnhudde, O. Reparaz, B. Bilgin, S. Nikova, V. Nikov, and V. Rijmen.
Masking aes with d+1 shares in hardware. In CHES 2016. 22



AES Sbox

St3.1[0] St3.2[0]  St3.3[0] St3_4[0]
St3_1[1] St3.2[1]  St3.3[1] St3.4[1]
St3.1[2] St3.2[2]  St3.3[2] St3.4[2]
St3.1[3] St3.2[3]  St3.3[3] St3.4[3]
St3_Top_1[0] St3_Top_2[0]
St3_Top_1[1] St3_Top_2[1] . Stage 3
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Performing in Practice

NC failure in the parallel implementation protected
Keccak [GSMa]

Acknowledged by the authors [GSMD]

Published in CHES 2018 [ABP+]

[ABP+] V. Arribas, B. Bilgin, G. Petrides, S. Nikova, and V. Rijmen.

Rhythmic Keccak: SCA Security and Low Latency in HW. In TCHES 2018

[GSMa] H. Gross, D. Schaffenrath, and S. Mangard.

Higher-Order Side-Channel Protected Implementations of KECCAK. In Euromicro DSD, 2017

[GSMb] H. Gross, D. Schaffenrath, and S. Mangard.

Higher-Order Side-Channel Protected Implementations of KECCAK. Cryptology ePrint Archive, 2017/395.
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Uniformity

VerMi
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Uniformity

E.g.: Multiplier

2y = F1(x1, %2, ¥1,¥2) = x1Y1 D x1¥2 @ %201
zy = F5(x2,x3,¥2,¥3) = %22 @ x2¥3 D %3
z3 = F3(x1,%3,¥1,¥3) = 233 @ 213 © x3)1
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Simulation

Event-Driven simulation
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Ply

Plz
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Pl

Event-Driven simulation

Simulation

Flip-Flops treated as buffers
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Uniformity

Three shares implementation by G. Bertoni et. al. [BDP+]

A: - ’('I(Be ) = Bi+ (Bit1 + 1)Biya + Bit1Ciyo + Biy2Cit,

B; — Xi(C,A) £ Ci + (Ciy1 +1)Cis2 + Ciy1Ai2 + Ciya Ay, “Changing of the Guards”
Ci— Xi(A,B) 2 Ai + (Aix1 + DAiya + Aip1 Bio + Ai2Big1. by J. Daemen [Daemen]
A; = Sa(bi,ci) + bi_1+ciq
B; = Sy(aj,¢;i) +ciq

Four shares implementation by B. Bilgin et. al. [BDN+] Ci = Sc(ai, bi) + bi

A} < Bi + Biy2 + ((Bis1 + Civ1 + Diy1)(Biv2 + Cisa + Diy2)), Bo = cm

B: — Ci+Ciso+ (Ais1(Cisa + Diyo) + Aig2(Cis1 + Diyq) + Aip1Ai42), Co = by,
C!— D+ Do+ (Aix1Biyo + Aiy2Biy1),
D: «— ‘4.,'_ -+ 44;_._2.

[BDP+] G. Bertoni, J. Daemen, M. Peeters, and G. V. Assche. Building power analysis

resistant implementations of Keccak. Second SHA-3 candidate conference, August 2010.

[BDN+] B. Bilgin, J. Daemen, V. Nikov, S. Nikova, V. Rijmen, and G. V. Assche. Efficient

and First-order DPA resistant implementations of Keccak. In CARDIS, volume 8419 of LNCS. June 2014.
[Daemen] J. Daemen. Changing of the guards: A simple and efficient method for achieving

uniformity in threshold sharing. In CHES, volume 10529 of LNCS. September 2017.
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Uniformity

KECCAK 3 shares S-box[2] KECCAK 4 shares S-box[3]

Frequency
o oo
= (]

=

KECCAK 3 shares "Changing of the Guards" S-box[4]
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Conclusion

Practical Verification Tool at synthesis level
Necessary condition
Univariate assessment

Successful performance in practice
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Future (& Present) Work

Fault detection capabilities already implemented
VerFl (in submission)

Multivariate analysis

Combined evaluations

32



Thank you!
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