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Major Advances in A.I. Continue to Drive 
Need for Universal Understanding of Risks

Raise productivity, enable 
more efficient use of 

resources, change the 
way we live and work, 
and increase creativity.

Negative impact on job, 
exacerbate the trend of 

rising inequality, and 
(even) threat to 

humanity. 
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Trustworthy AI’s Foundation: From Technical 
Requirements to Policy Creation

Risk Management

Metrics, Evaluations, and Benchmarks

Concepts, Terminology, and Taxonomy

Identify Building Blocks or Technical Requirements

Governance

Policy Consideration
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Secure AI Testbed 

6



1.

2.

3.

4.
NISTIR 8312: Four Principles of Explainable Artificial  Intelligence 

Systems deliver accompanying 
evidence or reason(s) for all 
outputs. 

Systems provide explanations 
that are understandable to 
individual users. 

The explanation correctly reflects 
the system’s process for 
generating the output. 

The system only operates under 
conditions for which it was designed 
or when has sufficient confidence in 
its output.

1.Explanation

2.Meaningful

3.Explanation Accuracy

4.Knowledge Limits

Four Principles of Explainable AI
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https://www.nist.gov/system/files/documents/2020/08/17/NIST%20Explainable%20AI%20Draft%20NISTIR8312%20%281%29.pdf


Take away from the Bias in AI workshop held in August 2020

Need Consistent 
Terminology

Understand datasets & 
algorithms within their 
context of use cases

Need Standardized 
Measurement of 

Bias

Risk Management 
of Bias in AI

Include a diverse range 
of scientific and other 
scholarly disciplines 

https://www.nist.gov/news-events/events/2020/08/bias-ai-workshop

Bias in AI
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Hardware for AI

Fabricating and measuring new brain-inspired circuits and architectures 
based on novel devices to enable future generations of AI.
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USG AI standards Coordinator

Outreach to connect with all known federal 
efforts relating to AI standards 
development and use with the goal of 
community participants leveraging and 
learning from the successes of other 
participants.

In collaboration with OSTP and the NSTC MLAI 
Subcommittee plan and execute an 
international campaign coordinating efforts in 
AI standards development
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Summary of AI Provisions from 
the National Defense Authorization Act 

2021
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AI Provisions from the National Defense Authorization 
Act 2021

Created an executive branch 
entity within the Office of Science and 
Technology Policy to coordinate federal 

support for AI research and 
development, education and training, 

research infrastructure, and 
international engagement in order to 

achieve national priorities as defined in 
a regularly updated strategic plan for AI.

Included provisions that 
established a National AI Research 
Resource task force, formalized the 

National AI Research Institute effort, 

assigned the National 
Institute of Standards and Technology 

with developing an AI Risk 
Management Framework.
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National AI Initiative (Title LI, Sec. 5101)

The office’s mission is to 
serve as the point of contact 

for Federal AI activities for 
Federal departments and 
agencies, as well as other 
public and private entities 

that may be involved in the 
initiative.

Coordination by Interagency AI 
Committee (Title LI, Sec. 5103)

National AI Advisory Committee 
(Title LI, Sec. 5104)
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National AI Initiative Office 
(Title LI, Sec. 5102)



1.

2.

3.

4.

National Institute of Standards and Technology Activities

Title LIII, Sec. 5301
NIST is to expand its mission to include 
advancing collaborative frameworks, 

standards, guidelines for AI, supporting 
the development of a risk-mitigation 

framework for AI systems, and supporting 
the development of technical standards 

and guidelines to promote trustworthy AI 
systems.

Participation in standard 
setting organizations

Data sharing best practices 
and best practices for 
documentation of data sets

Development of voluntary risk 
management framework for 
trustworthy AI systems

Stakeholder outreach (Title 
LIII, Sec. 5302)
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Other AI provisions from NDAA FY 21

National Academies Artificial 
Intelligence Impact Study on 
Workforce (Title LI, Sec. 5105)

National AI Research Resource Task 
Force (Title LI, Sec. 5106)

National AI Research Institutes 
(Title LII, Sec. 5201)
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National Security Commission on Artificial Intelligence

Mandate

Recommendations to the President and 
Congress to “advance the development of 
artificial intelligence, machine learning, 
and associated technologies to 
comprehensively address the national 
security and defense needs of the United 
States.”

Final Report

16 chapters in the Main Report provide 
topline conclusions and 
recommendations. The accompanying 
Blueprints for Action outline detailed 
steps that the U.S. Government should 
take to implement the recommendations.



https://www.nscai.gov/wp-content/uploads/2021/01/Final-Report-Slides.pdf



https://www.nscai.gov/wp-content/uploads/2021/01/Final-Report-Slides.pdf



A C C E L E R A T I N G  A I  I N N O V A T I O N
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Novel machine-learning 
(ML) directions

Integrated AI, modeling, 
 simulation, and design

Advanced  
scene understanding

Preserving personal privacy AI system risk assessment

Enhanced human-AI   
interaction and teaming AI autonomous systems

Toward more general  
DUWLÀFLDO�LQWHOOLJHQFH�

Complex multi-agent 
scenariosRobust and resilient AI

Test and evaluation,  
YHULÀFDWLRQ�DQG� 
validation (TEVV)

Further non-traditional 
approaches to supervised 
ML in an unsupervised or 
semi-supervised manner 
as well as the transfer of 
MFBSOJOH�GSPN�POF�UBTL�PS�
domain to another.

Progress the use of simulations 
as sources of data and 
scenarios for training and 
testing AI systems, and use AI 
to serve as a generative design 
FOHJOF�JO�TDJFOUJmD�EJTDPWFSZ�
and engineering.

&WPMWF�QFSDFQUVBM�NPEFMT�UP�
incorporate multi-source and 
multi-modal information to 
support enhanced actionable 
awareness and insight across 
a range of complex, dynamic 
environments and scenarios.

Assure privacy protection in 
data use for AI development 
and operation through 
advancements in anonymity 
techniques and technologies 
such as multi-party federated 
learning.

Advance capabilities to support 
SJTL�BTTFTTNFOU�JODMVEJOH�
standard methods and 
metrics for evaluating degrees 
of auditability, traceability, 
interpretability, explainability, 
and reliability.

Progress the understanding 
of human-AI complementarity, 
methods for augmenting human 
SFBTPOJOH�nVJE�IBOEPGGT�JO�
mixed-initiative systems, and 
AI technology’s perception 
of human intention and 
communications.

Advance a system’s ability 
to accomplish goals 
independently, or  with minimal 
supervision from human 
operators in environments 
that are complex and 
unpredictable.

Research challenges and 
mysteries of human intellect, 
including the ability to 
learn in an unsupervised 
manner, amass and apply 
commonsense, build causal 
models, exercise self-
BXBSFOFTT�BOE�HFOFSBMJ[F�
LOPXMFEHF��

Develop a better 
understanding of how 
UP�DIBSBDUFSJ[F�UIF�
performance of an AI-
system, including improved 
methods to predict AI-
system behavior in system-
of-systems contexts and 
new environments.

$VMUJWBUF�NFUIPET�UIBU�
can overcome adverse 
conditions, including 
multiple classes of 
BEWFSTBSJBM�BUUBDLT�BOE�
advance approaches 
that enable assessment 
of types and levels of 
vulnerability, immunity, and 
fairness.

Advance the understanding 
of interacting cohorts of 
AI systems, including 
research into adversarial 
vulnerabilities and 
mitigations, along with the 
application of game theory 
to varied and complex 
scenarios.

Priori ty Areas 
for AI Research 
Investment.

Page 190. NSCAI Final Report

Future Work to Improve 
Assessment of AI Systems



1. Continue to support 
the development of best 
practices for data, model 
and system 
documentation.

Recommendations for NIST

2. Provide a set of standards, 
performance metrics, and 
tools for qualified confidence 
in AI models, data, training 
environments, and predicted 
outcomes.

3. Facilitate third-party 
test centers for AI 
systems.



DISCUSSION
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