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CAESAR

Goal: Select portfolio of authenticated ciphers
IR RE20] 5 - 2019, 4 rounds

Categories:

» Lightwelght applications

* High-performance applications
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ASCON FAMILY

B liitienticated encryption (CAESAR)
» Ascon-123
- Ascon-|23a

+ Hashing (NEW)
 Ascon-Hash
» Ascon-Xof (eXtendable output function)



MAIN DESIGN GOALS

* Security
» Efficiency
* SImplicity

» Scalabllity

Online
Single pass
Lightweight

Side-Channel
Robustness



AU THENTICATED ENCRYPTION

« Nonce-based AE scheme

* Sponge Inspired

ASCON-128 ASCON-128a

Security | 28 bits |28 bits
State size 320 bits 320 bits
éépacity 256 bits O ielie
héte (r) 64 bits 28 bits




VWORKING PRINCIPLE

The encryption process Is split into four phases:

INnrtialization

» Assoclated Data Processing
Plaintext Processing

Finalization



INITIALIZATION

» Initialization: updates the 320-bit state with the
key K and nonce N

IV||K||N—={p?




ASSOCIATED DATA

» Associated Data Processing: updating the 320-bit
state with associated data blocks A
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ENCRYPTION

» Plaintext Processing: inject plaintext blocks P In
the state and extract ciphertext blocks G
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FINALIZATION

» Finalization: inject the key K and extracts a tag |
for authentication

el cEeE




PERMUTATION

« SP-Network:

+ S-Layer M

* P-lLayer: =




PERMUTATION: 5-LAYER

» Algebraic Degree 2

» Ease ] (3 shares)

* Branch Number 3

« (Good Diffusion

» Bit-sliced Impl.
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PERMUTATION: P-LAYER

* Branch Number 4

2 0(x0) = X0 D (X0 =>> 19) D (xg > 28)
21(x1) =x1 B (x1 > 61) D (x1 > 39)
25(x0) =20 (> 1)8 (x> 6)
23(x3) =x3 B (x3 > 10) P (x3 > 17)
PIBa) — > D > 1)@ Ca ail
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SECURITY ANALYSIS

erential and Linear Cryptanalysis
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SECURITY ANALYSIS

* Analysis of round-reduced versions

Method

cube-like

Differential-
Linear

Rounds
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CT-RSA 2015, FSE 2017
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OTHER ANALYSIS
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HASHING

gl ch Function and Xof

* Sponge construction

ASCON-Hash ASCON-Xof

Hash size 256 bits variable
State size (b) 320 bits 320 bits
Capacity (c) 256 bits 256 bits
Rate (r) 64 bits 64 bits




HASHING

» Absorbing: updates the 320-bit state with the data
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HASHING

* Squeezing: extracts the final hash value
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SECURITY ANALYSIS

Ascon-Hash e\ 2105
5

Ascon-Xof 2/12 Z
(64 bits) 6/ 2 0633

Christoph Dobraunig, Maria Eichlseder, Florian Mendel, Martin Schlaffer.
Preliminary Analysis of Ascon-Xof and Ascon-Hash. 2019

Rul Zong and Xiaoyang Dong and Xiaoyun Wang. Collision Attacks on
Round-Reduced Gimli-Hash, Ascon-Xof and Ascon-Hash. 2019



IMPLEMENTATION

« Software o Saray. i

SRl }eon * High-speed

Y RIM Cortex-AS53 * |ow-area



SOFTWARE

e |ntel Xeon

64 512 1024 4096

ASCON-128 |73 2.9 08  10.5
(cycles/byte)
ASCON-128a 14 | G\ D 6.9

(cycles/byte)



SOFTWARE

« ARM Cortex-A53

64 512 1024 4096

ASCON-128 g 4.4 13 11.0
(cycles/byte)
ASCON-128a g 1.2 7.6 7.3

(cycles/byte)



HARDWARE

» Unprotected Implementations

Variant Variant 2 Variant 3

Area vl 4.9 D
(kGE)
Throughp -5, 3793 4

ut (MByte/s)



HARDWARE

* [hreshold Implementations

Variant Variant 2 Variant 3

Area Wil 1235 7.9
(kGE)
Throughp 5774 9g 4

ut (MByte/s)



ASCON FEATURES

s allthardware area

» Efficiency In software
» Natural side-channel protection
» Limited damage In misuse settings

* Low overhead for short messages



SUMMARY

- Sl

* Well analysed/understood
» Large security margin

= llilclency

« Efficient on constraint devices in HW and SW

» Natural side-channel protection I::> |
ol

EREsi on modern CPUSs



FURTHER INFORMATION

https://ascon.ialktugraz.at
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