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What is 5G?
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5G has been envisioned and designed 

to provide capabilities focused on three 

core use cases. 

High Speed Massive IoT

The 5G Capabilities 

Low Latency
Ultra-Reliable



4G to 5G



Foundational Standards Organizations 

Internet Engineering 
Task Force 

Internet Protocols

• TCP/IP, TLS, IPSEC  

European Telecommunications 
Standards Institute

3rd Generation
Partnership Program

Cellular Systems 

• 3G, LTE, VOLTE, 5G 

Institute of Electrical and 
Electronics Engineers

802.11 - WiFi

Insert Your Subtitle Here

5

Virtualization Standards

ICT Standards



3GPP Perspective: 5G New Radio 

3GPP R15 - 5G Phase 1 – 2019

3GPP R16 – 5G Phase 2 - (MID 2020)

Source: ITU-R-M-2083



Radio Access Network (RAN) Service &  Systems Aspects (SA) Core Network & Terminals (CT)

RAN 1 - Radio Layer 1 (Physical) SA 1 - Services CT 1 – User equipment & Core 
network radio protocols

RAN 2 - Radio Interface architecture and 
protocols

SA 2 - Architecture CT 3 - Interworking between a 
3GPP networks and external nodes 
or networks

RAN 3 - Radio architecture and Interface 
protocols

SA 3 - Security CT 4 – Core network aspects

RAN 4 - Radio performance and 
protocol aspects 

SA 4 - Codec CT 6 – Smart card application 
aspects (SIMS)

RAN 5- Mobile terminal conformance 
testing

SA 5 - Telecom Management

SA 6 – Mission Critical

3GPP Working Groups



Mobile Network – The Basics 

Core

IP 
Network

RAN

Radio Access Network Core Network

• A device connects to a network of base stations or Radio Access Network (RAN)
• The RAN connects to a 3GPP Packet Core (Core)
• The Packet Core provides connectivity to the internet or other IP network.



Mobile Network Security in a Nutshell

Other 
Networks

Security 
Gateway

Gateway

Radio Access Network Core Network

Access Stratum Security Network Domain
Security

Network Domain
Security

Non-Access Stratum Security

DU 

CU

UDR

ARPF

AMF SMF

UPF

UDM

DU: Distributed Unit of gNodeB
CU: Central Unit of gNodeB
AMF: Access Management Function
SMF: Session Management 
Function
UPF: User Plane Function
UDM: Unified Data Management
ARPF: Authentication credential 
Repository and Processing Function
UDR: Unified Data Repository



Subscriber 
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No User 
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Protection False Base 
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Known Security Issues With LTE

SS7 
Threats



Security Enhancements

Radio Network 
Security 

Subscriber 
Privacy

Roaming 
Security 

Increased 
Visibility

Network 
Slicing

Authentication 
Enhancments



5G	Cybersecurity	at	the	National	
Cybersecurity	Center	of	Excellence

Demonstrate increased 
cybersecurity protections in 5G 
networks from the addition of 

standards-based features

Increased use of modern 
information technologies 

Supporting the 5G System to allow 
for the addition of modern 
cybersecurity best practices

As	5G	technologies	are	still	
being	specified	and	developed	
it’s	important	to	effectively	

scope	and	prioritize	this	effort

Enhanced	Security	
Capabilities

Modern	Supporting	
Technologies Practical	Approach
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3 4

Focused Security Capabilities

Compute hardware will provide the 
capability to measure platform components 
and store the measurements in a hardware 
root of trust for later attestation. NFs will run 
on top of this trusted hardware

Trusted Hardware

Technically enforce policies that define which 
servers in the compute environment NF’s can 
run on, based on trust values and asset tags. 
The platform trust measurement and asset 
tagging can also be used as part of the data 
protection policy of the NF’s

Isolation and Policy Enforcement

Configured in accordance with 
recommended industry practices, including 
enabling standards-based security features 
and configuring parameters in accordance 
with relevant guidelines

3GPP Security Feature Enablement

Utilize commercial solutions to mitigate and 
provide protections from false base stations 
that are not provided by the 3GPP standards. 
Including potentially configuring the network 
to disable legacy RATs on the UE

False Base Station Protections



NIST’s Efforts Related to 5G

Security of advanced communications technologies & applications

Public Safety 
Communications 
Research

Advanced 
Manufacturing

Trusted spectrum testing

Spectrum sharing 
measurement and 
modeling, standard 
development

mmWave measurement
Signal characterization

Channel propagation measurement 
and modeling, standards development Antenna Meas. Facility

MIMO Antenna Testing
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Advances in Communications Metrology

Beamforming modeling and system 
level performance evaluation



NIST mmWave Measurement & Modeling Capabilities
Channel Sounders for 83.5, 28, and 60 GHz

TX ARRAY RX ARRAY

○ Measured
−  Model

Quasi-deterministic Model for Doppler 
Spread in Millimeter-wave 
Communication Systems,” J. Wang, C. 
Gentile, P.B. Papazian, J.-K. Choi, J. 
Senic, Submitted to IEEE Antennas and 
Wireless Propagation Letters.

“Pathloss Models for 
Indoor Hotspot 
Deployment at 
83.5GHz,” C. Gentile, 
J. Senic, P. Papazian, 
J-K. Choi, K. Remley, 
IEEE Globecom 2016. 

Map-Based Dispersion Models

Path Loss

Doppler Spread

Zoom RX Array

P.B. Papazian, C. Gentile, K.A. Remley, J. Senic, J.-
K. Choi, N. Golmie “A Radio Channel Sounder for 
Mobile Millimeter-Wave Communications: System 
Implementation and Measurement Assessment,” 
IEEE Trans. on Microwave Theory and Techniques, 
vol. 64, no. 9, pp. 2924-2932, Sept. 2016.



5G for Public Safety Communications

Increase 
situationnal 
awareness

Make 
better 

decisions Save time Save lives



5G for Smart Manufacturing
The Enablers: 
New wireless technologies 
=> breakthroughs in 
manufacturing

High reliability 
to avoid factory 

downtime

Simultaneous sensing 
and command/control 

on the order of 
milliseconds 

Factory floor 
reconfigurability 

and mobility

Inter- and Intra-
machine 

communication in 
real time The Challenges:

• Harsh wireless-channel 
conditions

• Stringent communication 
requirements: 
• Low latency (fast) 
• High reliability
• Scalable: few or 

many nodes



5G mmWave Channel Model Alliance
• Established user community: 

https://sites.google.com/a/corneralliance.com/5g-
mmwave-channel-model-alliance-wiki/home

• Repository of data measurements and models 
available online: https://5gmm.nist.gov/

• Sponsored workshops and face-to-face meetings 
co-located with major conferences & events: IEEE 
ICC, VTC, GLOBECOM, NSF mmWave Research 
Coordination Network, others.

Contact: Nada Golmie, nada.golmie@nist.gov

https://sites.google.com/a/corneralliance.com/5g-mmwave-channel-model-alliance-wiki/home
https://5gmm.nist.gov/
mailto:nada.golmie@nist.gov


5G Collaborations

• NCCoE 5G Security: Collaboration with industry to 
demonstrate how the commercial grade 
components of 5G architectures can be used to 
enable cutting edge security features.

• Documentary standard development: 3GPP, IETF, 
IEEE, ANSI, Wireless Innovation Forum Spectrum 
Sharing Committee, CTIA, Telecom Infra Project.

• Partnerships across government, industry, 
academia.

• Public safety innovation accelerator program: > 
150 partnerships through prize challenges, grants
and cooperative agreements.


