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The loT Cybersecurity Program coordinates across NIST %/o
on loT security

loT cybersecurity related initiatives

] Research/Reports Special Publications Applied

* Non-Regulatory agency and technical arm e = S-SR - (Y= Tl * Galois loT Authentication & PDS Pilot

of the U.S. Department of Commerce » Cybersecurity for Cyber Physical Systems ~ © Cloud security #GSMAMsted IdentifigsiEiol

- Cybersecurity Framework ¢ Digital Identity Guidelines ¢ National Vulnerability Database

® NIST’s mission is to promote U.S. » Cybersecurity Framework Manufacturing ~ ° Guide to Industrial Control Systems  * Securing the Industrial loT (lloT)

. . A e i3l - il (ICS) Security . lloT-Based Automated Distributed

Innovation and Industrial cOMpetitiVENess Iy e iy -, * RFID Security Guidelines ~ Threats :

by adva ncing measurement science - Cyber Threat Information Sharing ¢ Software Assessment Management ¢ Capabilities Assessment for Securing

! Standards and Guidelines Manufacturing Industrial Control Systems

+ Lightweight Encryption

. Lol Powerdide ArelaT * Supply Chain Risk Management * Security Review of Consumer Home loT

standards, and technology in ways that

. . . ) : * Security Content Automation Protocol Products
enhance economic secu rlty and Improve ll:\{letwotrk ofS'trhtmgs]:l " e i (SCAP) Standards and Guidelines * Security for loT Sensor Networks
our quality of life. Steapnodrarodns fo? I?)? e aloe e nectny . Security Systems Engineering * Healthcare Sector Projects
] . T * ABCs of Conformity Assessment * Wireless Infusion Pumps
. + Security and privacy concerns of intelligent
® In accordance with the Federal el ayssistarerces U ) * Conformity Assessment Considerations * Securing Telehealth Remote Patient
Information Secu rity Modernization Act » Security of Interactive and Automated Access G edopE agncios _M°“'t°”“9 ECO_SyStem
. . Management Using Secure Shell (SSH) * Privacy Engineering Program
(F|S|V|A), NIST develops information - Considerations for Managing loT * Zero Trust Architecture Project
security standards and guidelines for Cybersecurity and Privacy Risks " laTDejiog Network-Layer O
. . + Core Cybersecurity Feature Baseline for Taxonomy
federal information systems. Securable 10T Devices

* Trustworthy Network of Things

National Institute of
Standards and Technology
U.S. Department of Commerce



Program Principles Guiding Our Efforts

Focus on how loT
characteristics
affect system and
organizational
cybersecurity risk

Risk-Based No One-Size-

No device exists
in @ vacuum, so
look at entire
ecosystem not
just loT
endpoints

Understanding Fits-All

Allow for diversity of
approaches and
solutions across
industries, verticals,
and use cases

Cybersecurity 4
Ecosystem of for loT

Things Program

Principles N

Specify desired outcomes, and allow
providers and customers to choose
best solutions for their devices and
environments

Collaborate with

diverse stakeholders

regarding tools,

guidance, standards,

and resources




Key Events In the loT Cybersecurity Program

NISTIR 8201
(Dec 2017)

* NIST IR 8200

¢ Takeaways from Oct 2017
Colloquium

¢ |oT did introduce new risks
and challenges

* No one size fits all

¢ Would require an
ecosystem approach

¢ Risk based understanding
¢ Qutcome based

e Lots of existing guidance
applicable

® Focus on the gaps

* Provide guidance to help tie
together all the guidance

Botnet Report (May

NISTIR 8228
(June 2019)

¢ Focuses on what is different
about managing risks
associated with the use of loT

e Frames loT risks and
challenges in the context of
implementation of SP800-53
controls and Cybersecurity
Framework

* Customers dependent on
security capabilities of loT
devices

2018)

Botnet Roadmap (Nov

NISTIR 8259 / 8259A

(May 2020)

Federal Profile Workshop
(Jul 2020)

4 Public Drafts
(Dec 2020)

e Three public workshops, two
public comment periods and
over 600 comments

e Cybersecurity
recommendations for loT
device manufacturers

e Activities for manufacturers
to incorporate into product
development lifecycle

e Six core Cybersecurity
capabilities for loT devices

2018)

e Published on GitHub analysis
of SP 800-53 controls
dependencies on loT device
capabilities. Suggested this to
be a ‘catalogue’ for agency
use

» Takeaways

¢ Confirmed device centric
approach useful

¢ Confirmed that non-
technical dependencies
need to be identified

¢ Confidence mechanisms
desired for the market but
more discussions required

Botnet Report Update

(July 2020)

e Non-Technical Supporting
Activities Baseline recommended
for all loT device manufacturers

e NIST published the process NIST
followed to adapt the baseline to
Federal agency use case

e Starting point for agencies in a
Federal profile identifying the key
capabilities likely needed to
support agency implementation
of Low baseline

e Guidance for Federal Agencies
with considerations for loT risk in
agency RMF processes and how
to develop requirements for loT
devices leveraging catalogue and
Federal profile

loT Cybersecurity
Improvement Act
(Dec 2020)




Existing NIST cybersecurity-related guidance is technology-

NST

neutral and applicable to loT

The Internet of Things (loT) Cybersecurity Improvement Act of 2020 (Public Law (PL) 116 207)
directs NIST to publish “standards and guidelines for the Federal Government on the
appropriate use and management by agencies of Internet of Things devices”

* NIST has developed cybersecurity- N .\ rcrsecurity Framework
related guidance that is device-neutral

and highly applicable to all loT devices. Integrating Cybersecurity and Enterprise Risk
- Management

* |oT device cybersecurity should be
addressed within a risk management < BNEIRNESEREEE I RNEE]ST60FS
hierarchy from enterprise-level through

L

organization, system, and finally Security and Privacy Controls for Information
component level, where |oT devices Systems and Organizations

ar-e undgrs.tooq s system components Supply Chain Risk Management Practices for
with a distinctive set of risk el o cral Information Systems

. .
P P T R T



In June 2020 we published a working description of loT to

NST

frame our publication

* NISTIR 8259 described loT devices as having:

At least one transducer for interacting directly with the physical world

(e.g., a sensor or actuator)

&

At least one network interface for interfacing with the digital world
(e.g., Ethernet, Wi-Fi, Bluetooth, Long-Term Evolution [LTE], Zigbee, Ultra-Wideband [UWB])

This is the definition used in U.S. Public Law 116-207,
loT Cybersecurity Improvement Act of 2020



NIST published recommendations which can be used across a wide
range of loT devices in NIST IR 8259A (May 2020)

Sector A
Sector B
Sector C
Sector D
Vertical A
Vertical B
Vertical C

Core 10T Cybersecurity Capabilities Baseline

Program Principles

Risk-Based Understanding: Our approach to managing
risk is rooted in an understanding of how IoT can affect
cybersecurity.

Ecosystem of Things: Recognizing that no device exists

in a vacuum, NIST takes an ecosystem approach to IoT
cybersecurity.

Outcome-Based Approach: Specify desired cybersecurity
outcomes, allowing organizations to choose the best
solution for each IoT device.

No One Size Fits All: There is no one-size-fits-all approach
to managing loT cybersecurity risk.

Stakeholder Engagement: NIST works with diverse
stakeholders to advance 10T cybersecurity.

Profiles can be developed building on the core baseline to define the market or vertical specific needs



Four new publications create a framework for profiling

requirements for devices

Manufacturer-Centric

NISTIR 8259

Process for Manufacturers

NISTIR 8259B

Non-Technical
Core Baseline

Technical
Core Baseline

1]
n Guides

=
=T

OOOO0O0000000 =

Customer-Centric

Wi,
Informs @

NISTIR 8259C

Profile Development
Process

Application

b4
Federal loT
edera .
Profile NISTIR 8259D Sl Cybersecurity Selected SP 800-53
Federal Profile Capabilities| Capabilities Controls Security and
Example .
Catalog Privacy
Controls
Customer/Manufacturer

Supports

Previously Published

SP 800-213
loT Device Cybersecurity Guidance for the Federal Government

New Public Drafts

Ul




Identified non-technical capabilities that might be
broadly applicable and could be considered ‘core’

NISTIR 8259A (May 2020)
Technical Baseline

Draft NISTIR 8259B (Dec 2020)
Non-Technical Baseline

» Device
" Identification

Logical Access
to Interfaces

Software
Update

Device

Cybersecurity

B Documentation
a. Information &
Query Reception

» Information
Dissemination

State Awareness

Awareness

\ @ Education &

Cybersecurity controls consist of People, Processes, and Technology



Some examples of non-technical capabilities that a

manufacturer can consider during loT product development NET

* Policies and procedures * Physical protections
» Training and awareness * Vulnerability assessments

- Providing support totech ° Bugreporting
USers * Contracts o

e Audits ot |
* Contingency plans

Systems and applications
development lifecycles
Compliance

>,

* Changing settings on tech
devices

* Risk management activities

* Disposal practices

Images Show a
Few Examples

e ammme o amm  oaa



NIST IR 8259D profiles and adapts the Core Baseline in

8259B to Federal agency needs

Draft NISTIR 8259D

Profile Using the IoT Core Baseline and
Non-Technical Baseline for the Federal
Government

Michael Fagan

Jeffrey Marron

Kevin G. Brady, Jr.

Barbara B. Cuthill

Katerina N. Megas

Applied Cvbersecurity Division
Information Technology Laberatory

Rebecca Herold
The Privacy Professor
Des Moines, I4

This publication 1s available free of charge from:
https://doi.org/10.6028/NIST.IR_§259D-draft

December 2020
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U5, Department of Commerce
Wilbur L. Rass, Jr., Sscretary

Wationzl Instituts of Standards and Technology
Waltsr Copan, NIST Dirvector and Under Secretary of Commerce for Standards and Technology

NISTIR 8159D, Profile Using
the loT Core Baseline and Non-
Technical Baseline for the
Federal Government

The Federal Profile provides a
starting point for agencies to
consider as they identify
requirements for loT devices



Step 1. Primary Source Documents

Risk
Management
F ramewo I’k NIST SP 800-53 Rev. 5: Security and Privacy

Controls for Federal Information Systems

Cybersecurity Framework

Low impact baseline from NIST SP 800-53B: Control
Baselines for Information Systems and Organizations

Technical capabilities from Non-Technical capabilities
NISTIR 8259A from NISTIR 8259B

Additional NIST Special Publications and other documents as needed



2. Assess How Documents Support...

* Device Centricity

e Many documents are at the
organization/system level

 Extract device centric requirements T sorer
implied by organization level documents e

* Most documents are device neutral o Socurtty Copabllity
° Cybersecu rity focused docu ments Selected (Technical, Physical, Procedural Means)

 Minimal Securability L suppor

 Focus on Low impact baseline from NIST (ﬂ'ﬁf{'ﬁ’;ﬁfjﬂﬁ_f_ﬁgufﬂj@
SP 800-538: Control Base“nes for Non-Technical Supporting Capabilities

Information Systems and Organizations

Security Reguirements
Derived from Mission/Business Needs, Laws,
Executive Orders, Policies, Directives, Instructions,
Standards




3. Apply the Three Concepts to Source Documents

Device Centricity

Elaborated on the core baseline and non-technical baseline with a catalog
of device-centric, cybersecurity- focused capabilities that would typically
be needed by federal government organizations to implement 800-53
controls

|dentified cluster of capabilities which did not fit within core technical
baseline

Focus on device capabilities needed for cybersecurity

Minimal Securability

Using the controls from the low-impact RMF baseline from SP 800-53B as
guidance, device cybersecurity capabilities and non-technical supporting
capabilities were selected from the catalog for inclusion in the federal
profile



We identified an additional technical capability for

%L NIST

loT devices

* Device Securability

* The loT device can operate securely by protecting its hardware and software integrity
and securely utilizing system resources, managing communications, and executing code.

. Secure Execution

. Secure Communication

. Secure Resource Usage

. Secure Device Operation

Device Security




Draft Special Publication 800-213 provides guidance for @ﬂil,

NST

federal agencies to consider as they establish requirement®

Draft NIST Special Publication 800-213 | SP 800-213, /oT Device Cybersecurity Guidance
IoT Device Cybersecurity Guidance for fo r the Federal Government:

the Federal Government:

Establishing IoT Device Cybersecurity Requirements EstabliSh in g IO T De Vice Cyb ersecu rity
Requirements

Michael Fagan
Jeffrey Marron
Kevin G. Brady, Jr.

secnon | ® \When agencies determine that the risk or

Katerina N. Megas

ot Tatmetues B type of device requires additional controls
PP s beyond minimal securability or

o | modification, agencies should consult the

g o 0 CO2NIST P 00 212 loT Device Security Capabilities Catalogue
December 2020| - eleg e .

. to select additional capabilities to require of

% the device.
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U5, Department of Commerce
Wilbur L. Rozs, Jr., Sscretary

Wational Institute of Standards and Tachnelegy
Walrey Copan, NIST Divector and Under Sscrstary of Commerce for Standards and Techmology




Profiling: Process For Applying The Baselines

Draft NISTIR 8259C

Creating a Profile Using the IoT Core
Baseline and Non-Technical Baseline

Jficy Maron NISTIR 8159C, Creating a

Kevin G. Brady, Jr.

e Mo Profile Using the loT Core

Applied Cvbersecurity Division

Information Technology Labaratory Baselin e an d Non -

Rebecca Herold

The privey Prafsor Technical Baseline

This publication 1s available free of charge from:
https://doi.org/10.6028/NIST IR_8259C-draft

December 2020
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NIST rolled out first OLIR mapping of NIST

recommendations to standard.. more to come

PROJECTS OLIR

- ,EE, 79 7—57 i csrc.nist.gov &)
NeT ht... QAo 0 co.. B p-. Q zo.. X0 NL... il Kel re

National Online Informative References Program our

f v

CTA-2088-to-NISTIR-8259A Informative Reference
Details

NISTIR 8259A

Download Informative Reference Resource

Informative Reference Information

Status:
Final

Informative Reference Version:
1.0.0

FPaoal MNarisses mond Voo o on e

SHA3-256

ce6a04b67dc37c9f72478f5dffab1a0896050824
4182b8e15238e73705444f01

AUTHORITY

Owner

Reference Document Author:
Consumer Technology Association

Reference Document:
CTA-2088 Baseline Cybersecurity Standard for
Devices and Device Systems (November 2020)

Reference Document Date:
11/00/2020

Reference Document URL:




NIST mapping NCCoE projects implementation guidance to

NST

NIST recommendations for capabilities in 10T devices

Securing Telehealth Remote Patient Monitoring

Home IoT =

| Home Ethernet Network i

Smart
Product ‘ RS
) ) (controller)
A Wireless
- 7\ etwork Security
AT / N\ Camera
Z-Wave N 1N / AN
Security et /@
/'/'J \‘\k
e IAVE N

Patient Monitoring Device
Obueotn  (Blucose meter, blood
pressure cuff, scale/BMI)

[ Telehealth Platform

Home or Enterprise Network
| (3) https get URL
Mitigating 0 it « Protecting Information and System Integrity
IoT-Based g e | in Industrial Control Systems
(6) Device Router or Threat [ Threat Signaling . . -
DDOS -;out;f.rte-r;----ﬂ Sgraing * Securing Wireless Infusion Pumps

s  Securing Picture Archiving and

R Communication System
e Devices lelbelllaly L PR Update server -
request protec * Securing Property Management Systems

* Security for 5G
* Securing the Industrial IoT: Distributed
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Confidence mechanisms for the
marketplace

A white paper: We want to
have confidence in the
security of loT Devices: How
to get there?

Consumer devices applying the guidance in NIST IR 8259

* Updates to NIST IR 8267 Security Survey of
Consumer Home Internet of Things (loT) Products

and

*  Workshop on Cybersecurity Risks in Consumer
Home loT Products (October 2020)
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Next steps

Held a public webinar and a number of roundtable discussions with stakeholders pre-closing of the public
comment period. Public comments closed: February 26, 2021

Distribution of Responses

ndnadua

Preliminary high level themes in comments:

oo

What is the risk of adding an loT device to a government network?

e Various views of how this risk should be characterized. GD"'T&'},‘“‘E'“

Various views on the problem of fragmentation:
 Market fragmentation e \
* Policy fragmentation ninetn: |
» Different agencies defining loT cybersecurity requirements differently

Many loT devices are too constrained to be able to support the requiremmenits.

Organ ization

* Precluding use of large numbers of loT devices by government 115

Templates of requirements for different types of devices are needed Trade Assodiation

17%

Call to make distinctions among device “types”

Tentative public workshop: April 2020 ’



Have a question or an idea? We want to hear from you! ki
We're always accepting thoughtful feedback at

HH N

@NISTcyber .
_ We welcome your written
#loTSecurityNIST feedback at:

iotsecurity@nist.gov

iotsecurity@nist.gov

https://www.nist.gov/programs-projects/nist-cybersecurity-iot-program


mailto:iotsecurity@nist.gov
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Profiling: Process For Applying The Baselines éL NIST

Draft NISTIR 8259C

Creating a Profile Using the IoT Core
Baseline and Non-Technical Baseline

Jficy Maron NISTIR 8159C, Creating a

Kevin G. Brady, Jr.

e Mo Profile Using the loT Core

Applied Cvbersecurity Division

Information Technology Labaratory Baselin e an d Non -

Rebecca Herold

The privey Prafsor Technical Baseline

This publication 1s available free of charge from:
https://doi.org/10.6028/NIST IR_8259C-draft

December 2020
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Federal Profile: A Worked Example

Draft NISTIR 8259D

Profile Using the IoT Core Baseline and
Non-Technical Baseline for the Federal
Government

Michael Fagan

Jeffrey Marron

Kevin G. Brady, Jr.

Barbara B. Cuthill

Katerina N. Megas

Applied Cvbersecurity Division
Information Technology Laberatory

Rebecca Herold
The Privacy Professor
Des Moines, I4

This publication 1s available free of charge from:
https://doi.org/10.6028/NIST.IR_§259D-draft

December 2020
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NISTIR 8159D, Profile
Using the loT Core
Baseline and Non-
Technical Baseline for the
Federal Government



Guidance for Federal Agencies

Draft NIST Special Publication 800-213

IoT Device Cybersecurity Guidance for

the Federal Government:
Establishing IoT Device Cybersecurity Requirements

Michael Fagan SP 800'213, loT Device

Jeffrey Marron
Kevin G. Brady, Ir.

s B o Cybersecurity Guidance for

Katerina N. Megas

Applied Cyb ity Divisi
e Cbersecurty Division the Federal Government:
Rebecca Herold

T, Establishing loT Device
This publication 1s available free of charge from: Cyb er S e Cur i ty

https://do1.org/10.6028/NIST SP_800-213-draft

Decentber 2020 Requirements
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Agenda

 Background on the NIST ITL

& the Cybersecurity for loT Program
* Review

* Program History

* Published Guidance

* Draft Guidance

* Next Steps




The loT Cybersecurity Program coordinates across NIST %/o
on loT security

loT cybersecurity related initiatives

] Research/Reports Special Publications Applied

* Non-Regulatory agency and technical arm e = S-SR - (Y= Tl * Galois loT Authentication & PDS Pilot

of the U.S. Department of Commerce » Cybersecurity for Cyber Physical Systems ~ © Cloud security #GSMAMsted IdentifigsiEiol

- Cybersecurity Framework ¢ Digital Identity Guidelines ¢ National Vulnerability Database

® NIST’s mission is to promote U.S. » Cybersecurity Framework Manufacturing ~ ° Guide to Industrial Control Systems  * Securing the Industrial loT (lloT)

. . A e i3l - il (ICS) Security . lloT-Based Automated Distributed

Innovation and Industrial cOMpetitiVENess Iy e iy -, * RFID Security Guidelines ~ Threats :

by adva ncing measurement science - Cyber Threat Information Sharing ¢ Software Assessment Management ¢ Capabilities Assessment for Securing

! Standards and Guidelines Manufacturing Industrial Control Systems

+ Lightweight Encryption

. Lol Powerdide ArelaT * Supply Chain Risk Management * Security Review of Consumer Home loT

standards, and technology in ways that

. . . ) : * Security Content Automation Protocol Products
enhance economic secu rlty and Improve ll:\{letwotrk ofS'trhtmgs]:l " e i (SCAP) Standards and Guidelines * Security for loT Sensor Networks
our quality of life. Steapnodrarodns fo? I?)? e aloe e nectny . Security Systems Engineering * Healthcare Sector Projects
] . T * ABCs of Conformity Assessment * Wireless Infusion Pumps
. + Security and privacy concerns of intelligent
® In accordance with the Federal el ayssistarerces U ) * Conformity Assessment Considerations * Securing Telehealth Remote Patient
Information Secu rity Modernization Act » Security of Interactive and Automated Access G edopE agncios _M°“'t°”“9 ECO_SyStem
. . Management Using Secure Shell (SSH) * Privacy Engineering Program
(F|S|V|A), NIST develops information - Considerations for Managing loT * Zero Trust Architecture Project
security standards and guidelines for Cybersecurity and Privacy Risks " laTDejiog Network-Layer O
. . + Core Cybersecurity Feature Baseline for Taxonomy
federal information systems. Securable 10T Devices

* Trustworthy Network of Things

National Institute of
Standards and Technology
U.S. Department of Commerce



Core Principles Guide the program Efforts

Risk-Based Understanding No One Size Fits All
loT capabilities, behaviors, deployment Cybersecurlty @

Each organization has its own risk

crerenment, e charcreric for 10T Program  (okernie and mision neecsan noon
approach to managing this r.isk i< rooted set of controls will address the wide
. : . . range of cross-industry and cross-vertical
in an understanding of how IoT can affect Pr| NCI ples needs and Use cases. There is No ohe-
't size-fits-all approach to managing loT
@ @ cybersecurity risk.
Ecosystem of Things @ Stakeholder Engagement
Outcome-Based Approach
Recognizing that no device exists in a NIST works with diverse stakeholders to
vacuum, NIST takes an ecosystem approach — gmprace the Cybersecurity Framework’s advance loT cybersecurity. This includes
to loT cybersecurity. For many devices, much  tcome-based approach. Specify desired collaborating with stakeholders to provide
of the functionality happgns. outside the ) cybersecurity outcomes, not necessarily how to the necessary tools, guidance, standards,
fjewce—not all the security is on.the device achieve those outcomes, which allows and resources.
itself. As such, we look at the entire organizations to choose the best solution for
ecosystem, not just endpoints. each loT device and/or their enterprise

environment.



NISTIR 8228: Considerations for Managing loT Cybersecurity

and Privacy Risks NST

Discusses how loT may affect risk and where expectations of customers and challenges
may exist when applying existing risk management frameworks

Protect Device Security Protect Data Security Protect Individual’s Privacy
Information Flow

. Management
Vulnerability Data Security Incident
Management Detection ’ PIl Processing Permissions

Management

Asset Management

Access
Management

Informed Decision Making

Device Security Incident
Detection

Disassociated Data
Management

Privacy Breach Protection

Appendix A identifies where capabilities on the device could address some of the challenges



Risk management frameworks exist for the organization
using loT devices: what about what about the manufacturer? NIST

Consumers
(Individual or
Enterprise)
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