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Anuncio de charla



https://sites.google.com/view/acs19

https://icmconference.org/?session=the-new-nist-reference-for-randomness-beacons-a32c



Pauta

1. Introduccién — NIST vy el proyecto Faros Interoperables de Aleatoriedad

2. Faros de aleatoriedad — Formato

3. Faros de aleatoriedad — Operaciones

4. Faros de aleatoriedad — Uso

5. Observaciones finales
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Algunos datos de NIST

Instituto Nacional de Normalizacion y Tecnologia (NIST)
(National Bureau of Standards 1901-1988 — NIST 1988-present)

» Mision (palabras clave): innovacién, competitividad industrial, ciencia,
normas y tecnologia de medicién, seguridad econémica, calidad de vida.

Foto aérea del campus en Gaithersburg (fuente: Google Maps, Agosto 2019)
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Instituto Nacional de Normalizacion y Tecnologia (NIST)
(National Bureau of Standards 1901-1988 — NIST 1988-present)

» Mision (palabras clave): innovacién, competitividad industrial, ciencia,
normas y tecnologia de medicién, seguridad econémica, calidad de vida.

Amplia gama de competencias

— Personal de ~ 6-7 x 10°

— Cinco laboratorios y dos centros

— Laboratorios — Divisiones — Grupos — Proyectos

— Normas, investigacién y aplicaciones

Foto aérea del campus en Gaithersburg (fuente: Google Maps, Agosto 2019)
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Laboratorios, divisiones, grupos

INFORMATION

Laboratorio de Tecnologias de la Informacion (ITL): <) m TECHNOLOGY

o] TECHNOLOGY
v LABORATORY

Investigacién y desarrollo en metrologia, estandares, y tecnologia
en las dreas de informatica, matematicas, y estadistica.
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https://www.nist.gov/itl/csd

https://www.nist.gov/itl/csd/cryptographic-technology
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Y INFORMATION
. TECHNOLOGY
LABORATORY

Investigacién y desarrollo en metrologia, estandares, y tecnologia
en las dreas de informatica, matematicas, y estadistica.

— Divisién de Seguridad Computacional (CSD): Tecnologias Cripto-
graficas; Sistemas Seguros y Aplicaciones; Componentes Seguros y Meca-
nismos; Ingenieria de Seguridad y Gestién de Riesgos; Pruebas, Validacion,
y Metrologia de Seguridad.
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Laboratorios, divisiones, grupos

INFORMATION
. TECHNOLOGY
A LABORATORY

Laboratorio de Tecnologias de la Informacion (ITL):

Investigacién y desarrollo en metrologia, estandares, y tecnologia
en las dreas de informatica, matematicas, y estadistica.

— Divisién de Seguridad Computacional (CSD): Tecnologias Cripto-
graficas; Sistemas Seguros y Aplicaciones; Componentes Seguros y Meca-
nismos; Ingenieria de Seguridad y Gestién de Riesgos; Pruebas, Validacion,

y Metrologia de Seguridad.
— Grupo de Tecnologias Criptograficas (CTG): investigacién y
desarrollo, pautas, recomendaciones, buenas practicas en algoritmos,

métodos, y protocolos criptogréficos.

» Documentos: FIPS, SP 800, NISTIR.
» Cooperacién internacional: gobierno, industria, mundo académico,
organismos de normalizacion.

FIPS = Federal Information Processing Standards; SP 800 = Special Publications in Computer Security; NISTIR = NIST Internal or Interagency Report.
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

El Grupo de Criptografia en NIST i
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https://www.nist.gov

https://www.nist.gov/itl/antd

https://www.nist.gov/communications-technology-laboratory

https://www.nist.gov/el

https://www.nist.gov/itl

https://www.nist.gov/mml

https://www.nist.gov/pml

https://www.nist.gov/itl/math

https://www.nist.gov/itl/csd

https://www.nist.gov/itl/applied-cybersecurity

https://www.nist.gov/itl/iad

https://www.nist.gov/itl/ssd

https://www.nist.gov/itl/sed

https://www.nist.gov/itl/csd/cryptographic-technology

https://www.nist.gov/itl/csd/secure-systems-and-applications

https://www.nist.gov/itl/csd/security-testing-validation-and-measurement

https://www.nist.gov/itl/csd/security-components-and-mechanisms

https://www.nist.gov/itl/csd/security-engineering-and-risk-management

https://csrc.nist.gov/Projects/Post-Quantum-Cryptography

https://csrc.nist.gov/projects/interoperable-randomness-beacons

https://csrc.nist.gov/Projects/Lightweight-Cryptography

https://csrc.nist.gov/Projects/Privacy-Enhancing-Cryptography

https://csrc.nist.gov/Projects/Digital-Signatures

https://csrc.nist.gov/Projects/Circuit-Complexity

https://csrc.nist.gov/Projects/Random-Bit-Generation

https://csrc.nist.gov/projects/threshold-cryptography

https://www.nist.gov/labs-major-programs/laboratories

https://www.nist.gov/itl

https://www.nist.gov/itl/csd

https://www.nist.gov/itl/csd/cryptographic-technology

https://www.nist.gov/ncnr

https://www.nist.gov/cnst

https://www.nist.gov/labs-major-programs/user-facilities
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Aleatoriedad Publica Como Bien Publico

Bien Publico

» [Wikipedia] "Un bien que esta disponible a todos y del cual el uso por
una persona no substrae del uso por otro.”

Aleatoriedad

> [Wikipedia] "La aleatoriedad se asocia a todo proceso cuyo resultado no
es previsible mas que en razén de la intervencién del azar.”

» La cualidad de ser impredecible.
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Un Faro de Aleatoriedad
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Un Faro de Aleatoriedad

Un servicio que produce aleatoriedad piblica en forma periédica.
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Un Faro de Aleatoriedad

Un servicio que produce aleatoriedad piblica en forma periédica.

A grandes rasgos:
» Pulso periédico de aleatoriedad
» Cada pulso contiene una secuencia de 512 bits aleatorios recién generados
» Los pulsos estan indexados, tienen un sello de tiempo y una firma digital
» Pulsos pasados son de acceso publico

» La secuencia de pulsos forma una cadena de hash

Usos

» auditabilidad pablica de procesos aleatorios
» muestreos de seleccién externa

» acotar un evento en el tiempo

| 4
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Una

9/30

1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

aplicacion en Chile

La Contraloria General de la Repliblica selecciona, al azar, a funcionarios
publicos para auditorias financieras.

Es natural que una persona seleccionada cuestione como fué la seleccién.

Junto con la Univ. de Chile se ha desarrollado una aplicacién que
permitira hacer la seleccién utilizando aleatoriedad pdblica.

En etapa de prueba en Contraloria
https://random.uchile.cl/projects/contraloria/
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1. Introduccién — NIST y el proyecto Faros Interoperables de Aleatoriedad

Aspectos de seguridad

» ;Es posible influenciar al servicio de aleatoriedad para elegir, o no elegir,
a un funcionario dado?

» i Es posible atacar al servidor de aleatoriedad para saber con antelacién
cuales funcionarios seran seleccionados?
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Aspectos de seguridad
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i Es posible influenciar al servicio de aleatoriedad para elegir, o no elegir,
a un funcionario dado?

iEs posible atacar al servidor de aleatoriedad para saber con antelacién
cuales funcionarios seran seleccionados?

i Qué intereses estan en juego? jDe qué recursos dispone un adversario?

El caso Dual_EC_DRBG.

El caso de las uvas envenenadas.





2. Faros de aleatoriedad — Formato

Pauta 2

2. Faros de aleatoriedad — Formato
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2. Faros de aleatoriedad — Formato

Publicacién NISTIR 8213

Una Referencia para Faros de Aleatoriedad: Formato y Protocolo Version 2

(A Reference for Randomness Beacons: Format and Protocol Version 2)

https:/ /doi.org/10.6028/NIST IR.8213-draft

Draft NISTIR 8213

: A Reference for Ran
Form
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Publicacién NISTIR 8213

Una Referencia para Faros de Aleatoriedad: Formato y Protocolo Version 2
(A Reference for Randomness Beacons: Format and Protocol Version 2)

https:/ /doi.org/10.6028/NIST IR.8213-draft

Algunos temas en el informe:

» formato para pulsos . Drat NISTIR 8213

» protocolo para operaciones de un faro A Reference for Randonpess

» utilizacidon de faros de aleatoriedad

» consideraciones de seguridad
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2. Faros de aleatoriedad — Formato

Publicacién NISTIR 8213

Una Referencia para Faros de Aleatoriedad: Formato y Protocolo Versién 2
(A Reference for Randomness Beacons: Format and Protocol Version 2)

https:/ /doi.org/10.6028/NIST IR.8213-draft

Algunos temas en el informe:

» formato para pulsos . Drat NISTIR 8213

» protocolo para operaciones de un faro v i

» utilizacidon de faros de aleatoriedad

» consideraciones de seguridad

Dos objetivos en esta presentacion:

» dar una visién general de la nueva referencia

» motivar nuevas implementaciones de aleatoriedad
publica y nuevas aplicaciones para las mismas
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2. Faros de aleatoriedad — Formato

Arquitectura del servicio Beacon

13/30

Servidor Leyenda:
de HSM RNG -0 App: aplicacién (software)
tiempo Firma 3 - [0 BD: base de datos
P # - | Cf: cortafuegos
: """"" - @ HSM: médulo de seguridad de hardware
Reloi - @ RNG: generador de niimeros aleatorios
€%l 1 Faro
A Pulso I_» BD consultas
RNG PP BD “le—————| Web
= JiEntropial | Uheny - (usuarios)
Motor del Faro [} externa respuestas
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Arquitectura del servicio Beacon

Servidor Leyenda:
de HSM RNG -0 App: aplicacién (software)
tiempo Firma 3 - [0 BD: base de datos
P # - | Cf: cortafuegos
: """"" - @ HSM: médulo de seguridad de hardware
Reloi - @ RNG: generador de niimeros aleatorios
€%l 1 Faro
A Pulso I_» BD consultas
RNG PP BD “le—————| Web
= JiEntropial | Uheny - (usuarios)
Motor del Faro [} externa respuestas

Pero, iqué es exactamente un pulso?, jde donde proviene su aleatoriedad, ...?
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2. Faros de aleatoriedad — Formato

Algunos conceptos dtiles para esta charla

» Hash:

» Compromiso (Commitment): —

» Firma [digital] (Signature): g
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2. Faros de aleatoriedad — Formato

Algunos conceptos dtiles para esta charla

» Hash:

— como una huella dactilar de datos (secuencia "tnica” de 512 bits)
— parece aleatorio si se desconocen sus datos de origen

» Compromiso (Commitment):

— como una bdéveda que oculta datos, hasta que se abre
— una vez cerrado, no se puede cambiar lo que hay dentro

» Firma [digital] (Signature):

— como una firma fisica, pero no se puede falsificar
— la firma copiada no es vélida para otro documento
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2. Faros de aleatoriedad — Formato

Un pulso (ejemplo simplificado)

uri:str="https://beacon.nist.gov/beacon/2.0/chain/1/pulse/220394"
version:str="2.0"

period:dec="60000"

chainId:dec="1"

pulseld:dec="220394"

time:str="2018-12-26T16:07:00.000Z"

randLocal :hex="5FF1E0C019C42C77FA72D522. . . (512 bits total)"
out.Prev:hex="BA646CC4AE7AE195D2C85E9D3. . . (5612 bits total)"

preCom:hex="269908B840E79BE71CEC4EBA. . . (512 bits total)"

sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut :hex="0A8863E03E200F6940A009B0. . . (512 bits total)"
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preCom:hex="269908B840E79BE71CEC4EBA. . . (512 bits total)"

sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut : hex="0A8863E03E200F6940A009B0. . . (512 bits total)"

» Cada pulso esta indexado
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2. Faros de aleatoriedad — Formato

Un pulso (ejemplo simplificado)

uri:str="https://beacon.nist.gov/beacon/2.0/chain/1/pulse/220394"
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sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut : hex="0A8863E03E200F6940A009B0. . . (512 bits total) "

» Cada pulso estéd indexado

» Dos valores aleatorios principales (“rands”): randLocal y randOut.
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out.Prev :hex="BA646CC4AE7AE195D2C85E9D3. . . (512 bits total)"
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sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut :hex="0A8863E03E200F6940A009B0. . . (512 bits total)"

» Cada pulso estéd indexado
» Dos valores aleatorios principales (“rands”): randLocal y randQut.

» Otras caracteristicas: firmado, randLocal comprometido, randOut encadenado, ...
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Los dos “rands” en un pulso
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randLocal (valor aleatorio local):

randOut (valor de salida):
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Los dos “rands” en un pulso

randLocal (valor aleatorio local):

» Hash de la aleatoriedad producida por > 2 RNGs
» Pre-comprometida 1 minuto antes del liberacién

» Util para combinar faros

randOut (valor de salida):
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Los dos “rands” en un pulso

randLocal (valor aleatorio local):

» Hash de la aleatoriedad producida por > 2 RNGs
» Pre-comprometida 1 minuto antes del liberacién

» Util para combinar faros

randOut (valor de salida):

» Hash de todos los demas campos.
» Recién generado al momento del liberacién

» La aleatoriedad que deben utilizar las aplicaciones
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3. Faros de aleatoriedad — Operaciones
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3. Faros de aleatoriedad — Operaciones
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Tiempo para generacion y liberacion
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3. Faros de aleatoriedad — Operaciones
Tiempo para generacion y liberacion

1. Sin liberacién avanzada de pulso (6 > 0) } Imprevisibilidad

2. Generar con entropia (> 2 RNGs) (unpredictability)

7. periodo previsto de pulsacién

v

Tiempo

>

N
A4

liberar liberar
T; T
i ]31 i+1 131_+1
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3. Faros de aleatoriedad — Operaciones
Tiempo para generacion y liberacion

1. Sin liberacién avanzada de pulso (6 > 0) } Imprevisibilidad

2. Generar con entropia (> 2 RNGs)
3. Sin generacién avanzada (A pequefio) = Actualidad (freshness)

(unpredictability)

7. periodo previsto de pulsacién
A A
< 5 < 1) .
> » Tiempo
generar T liberar generar Tis liberar

P; P Piy1 Py

18/30





Tiempo para generacion y liberacion

18/30

1. Sin liberacién avanzada de pulso (6 > 0)

2. Generar con entropia (> 2 RNGs)

b

3. Faros de aleatoriedad — Operaciones

Imprevisibilidad
(unpredictability)

3. Sin generacién avanzada (A pequefio) = Actualidad (freshness)

4. Sin liberacién retrasada (§ pequefio) = Puntualidad (timeliness)

7. periodo previsto de pulsacién

v

>

A A
N N 1) .
7 > 2l » Tiempo
—pl >
1
generar obtener T liberar generar obtener . liberar
) P ' P Pyr P Y Py
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oA w N

Sin liberacién avanzada de pulso (6 > 0)

Generar con entropia (> 2 RNGs)

b

3. Faros de aleatoriedad — Operaciones

Imprevisibilidad
(unpredictability)

Sin generacién avanzada (A pequefio) = Actualidad (freshness)
Sin liberacién retrasada (§ pequefio) = Puntualidad (timeliness)

Indizacién inequivoca = Inequivocabilidad (unambiguity)

7. periodo previsto de pulsacién

v

>

A A
< < 5 .
7 > 2l » Tiempo
—pl >
1
generar obtener T liberar generar obtener . liberar
i P ' P Py Py Piyy





3. Faros de aleatoriedad — Operaciones

Tiempo para generacion y liberacion

Imprevisibilidad
Generar con entropia (> 2 RNGs) (unpredictability)
Sin generacién avanzada (A pequefio) = Actualidad (freshness)

Sin liberacién retrasada (§ pequefio) = Puntualidad (timeliness)

Sin liberacién avanzada de pulso (6 > 0) }

SAREE T R

Indizacién inequivoca = Inequivocabilidad (unambiguity)

7. periodo previsto de pulsacién
A A
< . 5 < d .
7 > 2l » Tiempo
— >
. >
generar% obtener T liberar generar obtener . liberar
VA ¢ P, Pit1 Py 7Y Py
R;: randOut ! R; :

(Los requisitos reales especifican intervalos permitidos para d y A)
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3. Faros de aleatoriedad — Operaciones

Obtencién de pulsos
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https://beacon.nist.gov/beacon/2.0/chain/last/pulse/last



3. Faros de aleatoriedad — Operaciones

Obtencién de pulsos

Faro App: liberar el pulso significa enviarlo a la base de datos

Cf
Faro | Pulso I BD |¢consultas Web
A (interfaz ‘
PP web) respuestas’ (usuarios)

Legend: App: aplicacién; BD: base de datos; Cf: cortafuegos.
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3. Faros de aleatoriedad — Operaciones

Obtencién de pulsos

Faro App: liberar el pulso significa enviarlo a la base de datos

Cf

Faro | puso g [* BD et |y

interfa
—_ > g
App (Iweb) ‘ respuestas ” | (usuarios)

Legend: App: aplicacién; BD: base de datos; Cf: cortafuegos.

Los usuarios solicitan un pulso de la base de datos a través de una URI/URL:

(URI = identificador uniforme de recursos; URL = localizador uniforme) de recursos
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Obtencién de pulsos
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3. Faros de aleatoriedad — Operaciones

Faro App: liberar el pulso significa enviarlo a la base de datos

Cf

Faro | Pulso
App I '

BD

(interfaz
web)

consultas
«—

B
respuestas

Legend: App: aplicacién; BD: base de datos; Cf: cortafuegos.

Web

(usuarios)

Los usuarios solicitan un pulso de la base de datos a través de una URI/URL:

(URI = identificador uniforme de recursos; URL = localizador uniforme) de recursos

https://beacon.nist.gov/beacon/2.0/chain/last/pulse/last

Ejemplo: URL para el pulso mas reciente de la cadena
1 del faro de aleatoriedad del NIST (versién 2)
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3. Faros de aleatoriedad — Operaciones

Obtencién de pulsos
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Faro App: liberar el pulso significa enviarlo a la base de datos

Cf
Faro | Pulso I BD |¢consultas Web
A (interfaz ‘
PP web) respuestas’ (usuarios)

Legend: App: aplicacién; BD: base de datos; Cf: cortafuegos.

Los usuarios solicitan un pulso de la base de datos a través de una URI/URL:

(URI = identificador uniforme de recursos; URL = localizador uniforme) de recursos

https://beacon.nist.gov/beacon/2.0/chain/last/pulse/last

Ejemplo: URL para el pulso mas reciente de la cadena
1 del faro de aleatoriedad del NIST (versién 2)

Existen otras consultas: por pulseld; skip lists; certificados; valores; externo...
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3. Faros de aleatoriedad — Operaciones

Un posible diagrama de generacién de pulso

20/30

MD;: algunos metadatos (uri, version, cipher, period, certld, chainId) Servidor
% el de tiempo
i: indice de pulso (entero, incrementado en 1 por cada pulso liberado) H
i (remoto)
»e T;: marca de tiempo (UTC, precision ms, e.g., “2018-07-23T19:26:00.000Z") i —— !
» e+ 7;: randLocal (512 bits)
Hash : NTP
» o I;: external (srcld, status, value) (todos ceros cuando no estan ) v
del valor !
externo e Past; = (Ri—1, Rui—1), Rpji—1)s Rasfi—1), Ry [i—1]): previous (i — 1) Reloj
- and 1st of {hour (H), day (D), month (M) and year (Y)} of previous (on chip)
;- preCom (512 bits) P
f M; = MD;[i]| T3 |r: | E: || Past; || Ci | =i
L * z;: status (32 bits)
M, ~ 2 P, (pulso
Cache @ o)L uiso) @ L b
local R; : 3
Pi
M| R; | S
Tit1 741 |(randLocal
del pulso
siguiente)
RNG #1| pi, /T\mnWm
(on chip) | (512 |35 ol
bits) |
RIE #3 s 5.2\(512 bits) Hl/ /57, Leyenda: - BD: base de datos - ||: concatenacién
i3 5 7 - [: liberado no antes de la marca de tiempo
(quantum) — HSM: médulo de seguridad de hardware
"""""""" RNG #2 HSM Mévdulo* — NTP: protocolo de red de tiempo
de firma ~ RNG: generador de niimeros aleatorios
- UTC: Tiempo Universal Coordinado

Para simplificar, el diagrama omite los detalles de serializacién (por ejemplo, longitudes de campo y relleno) y algunos campos de metadatos.
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Usando la aleatoriedad de un faro (si confio en el faro)

(algunas simplificaciones para fines de presentacién)
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4. Faros de aleatoriedad — Uso

Usando la aleatoriedad de un faro (si confio en el faro)

(algunas simplificaciones para fines de presentacién)

Obtener un numero aleatorio en [0, N — 1]:
» Solo calcula randOut (mod N), if N < 2384

Si quiero permitir una auditabilidad futura de una operacion aleatoria:

1. Comprometerse por adelantado: publica una declaracién redS que
explique mi operacién determinista que usard aleatoriedad del faro (el
valor de salida tt randOut) del tiempo futuro ¢;

2. Derivar una semilla:

3. Realizar la operacién:
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4. Faros de aleatoriedad — Uso

Usando la aleatoriedad de un faro (si confio en el faro)

(algunas simplificaciones para fines de presentacién)

Obtener un numero aleatorio en [0, N — 1]:
» Solo calcula randOut (mod N), if N < 2384

Si quiero permitir una auditabilidad futura de una operacion aleatoria:

1. Comprometerse por adelantado: publica una declaracién redS que
explique mi operacién determinista que usard aleatoriedad del faro (el
valor de salida tt randOut) del tiempo futuro ¢;

2. Derivar una semilla: Obtenga R = randOut[¢] (del pulso con la marca
de tiempo timestamp t), y configura la semilla como Z = Hash(S||R)

3. Realizar la operacién:
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4. Faros de aleatoriedad — Uso
Usando la aleatoriedad de un faro (si confio en el faro)
(algunas simplificaciones para fines de presentacién)

Obtener un numero aleatorio en [0, N — 1]:
» Solo calcula randOut (mod N), if N < 2384
Si quiero permitir una auditabilidad futura de una operacion aleatoria:

1. Comprometerse por adelantado: publica una declaracién redS que
explique mi operacién determinista que usard aleatoriedad del faro (el
valor de salida tt randOut) del tiempo futuro ¢;

2. Derivar una semilla: Obtenga R = randOut[¢] (del pulso con la marca
de tiempo timestamp t), y configura la semilla como Z = Hash(S||R)

3. Realizar la operacién: Hace lo que prometié la declaracién S,
utilizando Z como semilla para todas las seudo-aleatoriadad necesarias.
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4. Faros de aleatoriedad — Uso

i Necesitas confiar en el Beacon?

i Qué sucede si un Beacon malicioso ataca a su aplicacién (por
ejemplo, la Contraloria) para afectar la imprevisibilidad?

3 mitigaciones:

» Alimenta con entropia externa (campo de valor externo)
— El faro no puede calcular la aleatoriedad del futuro muy lejo

» Combina aleatoriedad de diferentes faros
— Ningtn faro puede afectar la aleatoriedad que se utilizara

» Combina un valor secreto local (y comprometido)
— El faro no puede predecir qué semilla obtendra la aplicacién
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4. Faros de aleatoriedad — Uso

Algunos faros en desarrollo

Tres paises estan desarrollando Beacons para que coincida con la referencia actual:

» (Estados Unidos) NIST Randomness Beacon
https://beacon.nist.gov/home

» (Chile) Random UChile
https://beacon.clcert.cl/

» (Brasil) Brazilian Randomness Beacon
https://beacon.inmetro.gov.br/
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4. Faros de aleatoriedad — Uso

Algunos faros en desarrollo

Tres paises estan desarrollando Beacons para que coincida con la referencia actual:

» (Estados Unidos) NIST Randomness Beacon
https://beacon.nist.gov/home

» (Chile) Random UChile
https://beacon.clcert.cl/

» (Brasil) Brazilian Randomness Beacon
https://beacon.inmetro.gov.br/

Nos gustaria que hubiera algunos mas
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Algunas aplicaciones concebibles

“Ha sido seleccionado al azar para una evaluacién adicional”
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Algunas aplicaciones concebibles

“Ha sido seleccionado al azar para una evaluacién adicional”

Aplicaciones posibles:
» Seleccionar grupos de prueba y control para ensayos clinicos.

Seleccionar funcionarios gubernamentales para auditorias financieras

>

» Asignar casos judiciales a jueces al azar

» Muestra de lotes aleatorios para procedimientos de medicién de calidad
>

Proporcionar entropia a loterias digitales
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Algunas aplicaciones concebibles
“Ha sido seleccionado al azar para una evaluacién adicional”
Aplicaciones posibles:
» Seleccionar grupos de prueba y control para ensayos clinicos.
Seleccionar funcionarios gubernamentales para auditorias financieras

>

» Asignar casos judiciales a jueces al azar

» Muestra de lotes aleatorios para procedimientos de medicién de calidad
>

Proporcionar entropia a loterias digitales

Algunos objetivos genéricos:
> Evitar que los auditores sesguen las selecciones (o sean acusados de ello)
» Evitar que los auditados aborden solo los elementos que se muestrearan

» Permitir la verificabilidad pablica del muestreo correcto
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4. Faros de aleatoriedad — Uso

Algunas aplicaciones concebibles

25/30

“Ha sido seleccionado al azar para una evaluacién adicional”
Aplicaciones posibles:
» Seleccionar grupos de prueba y control para ensayos clinicos.
Seleccionar funcionarios gubernamentales para auditorias financieras

>

» Asignar casos judiciales a jueces al azar

» Muestra de lotes aleatorios para procedimientos de medicién de calidad
>

Proporcionar entropia a loterias digitales

Algunos objetivos genéricos:
> Evitar que los auditores sesguen las selecciones (o sean acusados de ello)
» Evitar que los auditados aborden solo los elementos que se muestrearan

» Permitir la verificabilidad pablica del muestreo correcto

Caracteristicas avanzadas: Pruebas de nula divulgacién (ZKP) permiten la auditabilidad con privacidad
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5. Observaciones finales

Observaciones finales

> Faros de aleatoriedad tienen potencial como bien/utilidad piblica,
e.g., para mejorar la auditabilidad publica de procesos aleatorios

> La referencia (NISTIR 8213) versién 2 tiene nuevas caracteristicas para
una mejor interoperabilidad, seguridad y eficiencia

> Desarrollos a realizar:
» Analisis complementario y orientacién

» Mejoras basadas en comentarios
» Nos gustaria contar con su colaboracién:

» aplicaciones externas que usan aleatoriedad del Faro

» mas faros desplegados

27/30





5. Observaciones finales

La prueba del tiempo

Dentro de 70 afios, jse utilizaran los faros (todavia) como un
componente basico de la auditabilidad pablica?
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5. Observaciones finales

La prueba del tiempo

Dentro de 70 aiios, ;se utilizaran los faros (todavia) como un
componente basico de la auditabilidad publica?

Foto en 1948 *

Photo in 2018: https://www.nist.gov//sites/default /files/documents/2018,/06/15/nist_gaithersburg_master_plan_may_7_2018.pdf

El muro de prueba de piedra NIST (The NIST Stone Test Wall): *Construido [en
1948] para estudiar el rendimiento de la piedra sometida a la intemperie. Contiene
2352 muestras individuales de piedra, de las cuales 2032 son piedras nacionales de 47
estados, y 320 son piedras de 16 paises extranjeros.”

* https://www.nist.gov/el/materials-and-structural-systems-division-73100/ nist-stone-wall
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5. Observaciones finales

> NISTIR 8213: https://doi.org/10.6028 /NIST.IR.8213-draft

> Beacon project: https://csrc.nist.gov/Projects/Interoperable-Randomness-Beacons
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5. Observaciones finales

Gracias

> NISTIR 8213: https://doi.org/10.6028 /NIST.IR.8213-draft

> Beacon project: https://csrc.nist.gov/Projects/Interoperable-Randomness-Beacons

Promoviendo la Aleatoriedad Piublica

Como un Bien Publico

(Promoting public randomness as a public good)

luis.brandao@nist.gov; rene.peralta@nist.gov

Presentacién en Open Seminars IMFD
4 de Octubre, 2019 @ Santiago, Chile

Disclaimer. Opinions expressed in this presentation are from the author(s) and are not to be construed as official or as views of the U.S. Department of Commerce. The
identification of any commercial product or trade names in this presentation does not imply endorsement of recommendation by NIST, nor is it intended to imply that
the material or equipment identified are necessarily the best available for the purpose.

Disclaimer. Some external-source images and cliparts were included/adapted in this presentation with the expectation of such use constituting licensed and/or fair use.
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1. Introduction — NIST and the Interoperable Randomness Beacons project

Some NIST data

National Institute of Standards and Technology (NIST)
(National Bureau of Standards 1901-1988 — NIST 1988-present)

» Mission (keywords): innovation, industrial competitiveness, measurement
science, standards and technology, economic security, quality of life.

Aerial photo of Gaithersburg campus (source: Google Maps, August 2019)
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Some NIST data

National Institute of Standards and Technology (NIST)
(National Bureau of Standards 1901-1988 — NIST 1988-present)

» Mission (keywords): innovation, industrial competitiveness, measurement
science, standards and technology, economic security, quality of life.

Wide spectrum of competences
— ~ 6-7 x 10° workers

Five laboratories and two centers

— Laboratories — Divisions — Groups — Projects

Standards, research and applications

Aerial photo of Gaithersburg campus (source: Google Maps, August 2019)
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1. Introduction — NIST and the Interoperable Randomness Beacons project

Laboratories, divisions, groups

Information Technology Laboratory (ITL):

3 INFORMATION
' TECHNOLOGY
4 LABORATORY

advancing measurement science, standards, and technology through research
and development in information technology, mathematics, and statistics.

5/30


https://www.nist.gov/itl
https://www.nist.gov/itl/csd
https://www.nist.gov/itl/csd/cryptographic-technology

1. Introduction — NIST and the Interoperable Randomness Beacons project

Laboratories, divisions, groups

Information Technology Laboratory (ITL): Wt TECHNOLOGY

LABORATORY
advancing measurement science, standards, and technology through research
and development in information technology, mathematics, and statistics.

— Computer Security Division (CSD): Cryptographic Technology; Secure
Systems and Applications; Security Components and Mechanisms; Security En-
gineering and Risk Management; Security Testing, Validation and Measurement.

5/30


https://www.nist.gov/itl
https://www.nist.gov/itl/csd
https://www.nist.gov/itl/csd/cryptographic-technology

1. Introduction — NIST and the Interoperable Randomness Beacons project

Laboratories, divisions, groups

INFORMATION
' TECHNOLOGY
LABORATORY

advancing measurement science, standards, and technology through research
and development in information technology, mathematics, and statistics.

Information Technology Laboratory (ITL):

— Computer Security Division (CSD): Cryptographic Technology; Secure
Systems and Applications; Security Components and Mechanisms; Security En-
gineering and Risk Management; Security Testing, Validation and Measurement.

— Cryptographic Technology Group (CTG): research, develop, engi-
neer, and produce guidelines, recommendations and best practices for cryp-
tographic algorithms, methods, and protocols.

5/30


https://www.nist.gov/itl
https://www.nist.gov/itl/csd
https://www.nist.gov/itl/csd/cryptographic-technology

1. Introduction — NIST and the Interoperable Randomness Beacons project

Laboratories, divisions, groups

N INFORMATION
X ' TECHNOLOGY
b 4 LABORATORY

advancing measurement science, standards, and technology through research
and development in information technology, mathematics, and statistics.

Information Technology Laboratory (ITL):

— Computer Security Division (CSD): Cryptographic Technology; Secure
Systems and Applications; Security Components and Mechanisms; Security En-
gineering and Risk Management; Security Testing, Validation and Measurement.

— Cryptographic Technology Group (CTG): research, develop, engi-
neer, and produce guidelines, recommendations and best practices for cryp-
tographic algorithms, methods, and protocols.

» Documents: FIPS, SP 800, NISTIR.
» International cooperation: government, industry, academia, standardization bodies.

FIPS = Federal Information Processing Standards; SP 800 = Special Publications in Computer Security; NISTIR = NIST Internal or Interagency Report.
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The Cryptography Group at NIST

6/30

Groups Divisions Laboratories

Projects &
programs *

(~6-7x10°)

National Institute of
Standards and Technology

%

Neutron Research |

\i Nanoscale Science and Techno\ogyl

2
o}
=1
=
o
o

(~7-8x10%)
Communications i X Information Material Physical
Technology Engineering Technology Measurement Measurement

(~1-2x10%)

Advanced Applied ?nd Applied Computer Information Software and Statistical
Network Computational Cybersecurit Securit Access o e
Technologies Mathematics Y Y Yy V! 8! g

T T T T
(~3x10)
and Applications and Mechanisms Technology Measurement Risk Management

Post- Light- Interoperable Privacy-
Quantum weight Randomness Enhancing Threshold
Cryptography || Cryptography Beacons Cryptography Cryptography

Random

Bit Circuit Digital | ™"
Generation || Complexity || Signatures

* (Some projects/programs involve several groups, divisions o laboratories)

(In parenthesis: approximate range # workers, inc. associates and fed. employees)
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https://www.nist.gov/itl/antd
https://www.nist.gov/communications-technology-laboratory
https://www.nist.gov/el
https://www.nist.gov/itl
https://www.nist.gov/mml
https://www.nist.gov/pml
https://www.nist.gov/itl/math
https://www.nist.gov/itl/csd
https://www.nist.gov/itl/applied-cybersecurity
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https://www.nist.gov/itl/sed
https://www.nist.gov/itl/csd/cryptographic-technology
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https://www.nist.gov/itl/csd/security-components-and-mechanisms
https://www.nist.gov/itl/csd/security-engineering-and-risk-management
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
https://csrc.nist.gov/projects/interoperable-randomness-beacons
https://csrc.nist.gov/Projects/Lightweight-Cryptography
https://csrc.nist.gov/Projects/Privacy-Enhancing-Cryptography
https://csrc.nist.gov/Projects/Digital-Signatures
https://csrc.nist.gov/Projects/Circuit-Complexity
https://csrc.nist.gov/Projects/Random-Bit-Generation
https://csrc.nist.gov/projects/threshold-cryptography
https://www.nist.gov/labs-major-programs/laboratories
https://www.nist.gov/itl
https://www.nist.gov/itl/csd
https://www.nist.gov/itl/csd/cryptographic-technology
https://www.nist.gov/ncnr
https://www.nist.gov/cnst
https://www.nist.gov/labs-major-programs/user-facilities
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Public Randomness as a Public Good

Public Good

Randomness
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individual does not reduce availability to others.”

Randomness
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Public Randomness as a Public Good

Public Good

» [Wikipedia] "individuals cannot be excluded from use, [and] use by one
individual does not reduce availability to others.”

Randomness

» [Wikipedia] "the lack of pattern or predictability in events [...] a measure
of uncertainty of an outcome”
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A Randomness Beacon
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A Randomness Beacon

A service that produces timed outputs of fresh public randomness
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A Randomness Beacon

A service that produces timed outputs of fresh public randomness

At a high level:
» Periodically pulsates randomness
» Each pulse has a fresh 512-bit random string
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» Each pulse has a fresh 512-bit random string

» Each pulse is indexed, time-stamped and signed
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A Randomness Beacon

A service that produces timed outputs of fresh public randomness
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» Each pulse has a fresh 512-bit random string

» Each pulse is indexed, time-stamped and signed

» Any past pulse is publicly accessible
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A Randomness Beacon

A service that produces timed outputs of fresh public randomness

At a high level:
» Periodically pulsates randomness
» Each pulse has a fresh 512-bit random string
» Each pulse is indexed, time-stamped and signed
» Any past pulse is publicly accessible

» The sequence of pulses forms a hash-chain
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1. Introduction — NIST and the Interoperable Randomness Beacons project

A Randomness Beacon

A service that produces timed outputs of fresh public randomness

At a high level:
» Periodically pulsates randomness
Each pulse has a fresh 512-bit random string

Each pulse is indexed, time-stamped and signed

>
>
» Any past pulse is publicly accessible
| 4

The sequence of pulses forms a hash-chain

01107
41111 10
o 12g,

Uses
» public auditability of randomized processes

» externally delegated sampling
» time-framing an event

> .
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1. Introduction — NIST and the Interoperable Randomness Beacons project

An application in Chile

9/30

» The “Contraloria General de la Repiblica” (Comptroller) selects, at
random, public officials for financial audit.

» |t is natural that a selected person asks how the selection was made.

» The University of Chile is developing an application that will enable
selections based on public randomness.

» In testing phase at the Comptroller
https://random.uchile.cl/projects/contraloria/
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Security aspects

» Is it possible to influence the randomness service to select, or not select, a
particular official?

» Is it possible to attack the randomness server to know in advance which
officials will be selected?
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Security aspects

v

Is it possible to influence the randomness service to select, or not select, a
particular official?

» Is it possible to attack the randomness server to know in advance which
officials will be selected?

» What interests are at stake? What resources does an adversary have?

» The Dual_EC_DRBG case.

» The case of the poisoned grapes.
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Outline 2

2. Randomness Beacons — Format
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2. Randomness Beacons — Format

NISTIR 8213 Publication

A Reference for Randomness Beacons: Format and Protocol Version 2
https://doi.org/10.6028 /NIST.IR.8213-draft

Draft NISTIR 8213

2 A Reference for Ran
Form
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NISTIR 8213 Publication

A Reference for Randomness Beacons: Format and Protocol Version 2
https://doi.org/10.6028 /NIST.IR.8213-draft

Some topics in the report:

» format for pulses ; S—

> prOtOCOl for beacon OperatiOnS : ARefemncel'nrR:l,lv%t’)gmessBeacuns

» usage of beacon randomness

> security considerations
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2. Randomness Beacons — Format

NISTIR 8213 Publication

A Reference for Randomness Beacons: Format and Protocol Version 2

https://doi.org/10.6028/NIST.IR.8213-draft

Some topics in the report:

» format for pulses ; S—

» protocol for beacon operations o AR
» usage of beacon randomness

> security considerations

Two goals in this presentation:

» Provide an overview of the new reference

» Motivate new implementations of public
randomness and new applications for them
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Architecture of the Beacon service

13/30
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Legend:

2. Randomness Beacons — Format

-[ App: software application

- [0 BD: database
-l Fw: firewall

-0 HSM: hardware security module
- [l RNG: random number generator

DB

(web
frontend)

queries

replies

Web

(users)




2. Randomness Beacons — Format

Architecture of the Beacon service

Time HSM RNG
#3
—
| =1
Clock [Beacon| | p e
RNGH “PP d
. External
Beacon Engine 1 entropy

Legend:

-[ App: software application

- [0 BD: database

-l Fw: firewall

-0 HSM: hardware security module
- [l RNG: random number generator

DB queries
- 4—| Web
frontend) replies (users)

But, what exactly is a pulse? where does its randomness come from?, ...
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2. Randomness Beacons — Format

Some concepts useful in this talk

» Hash:

» Commitment:

> [Digital] Signature:
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2. Randomness Beacons — Format

Some concepts useful in this talk

» Hash:

— like a fingerprint of data (‘unique’ string 512 of bits)
— looks random if its originator data is unknown

» Commitment:

— like a vault that hides data, until it is opened
— once closed, cannot change what is inside

> [Digital] Signature:

— like a physical signature, but cannot be forged
— a signature copied to another document is invalid
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2. Randomness Beacons — Format

A pulse (simplified example)

uri:str="https://beacon.nist.gov/beacon/2.0/chain/1/pulse/220394"
version:str="2.0"

period:dec="60000"

chainId:dec="1"

pulseld:dec="220394"

time:str="2018-12-26T16:07:00.000Z"

randLocal :hex="5FF1E0C019C42C77FA72D522. . . (512 bits total)"
out.Prev:hex="BA646CC4AE7AE195D2C85E9D3. . . (5612 bits total)"

preCom:hex="269908B840E79BE71CEC4EBA. . . (512 bits total)"

sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut :hex="0A8863E03E200F6940A009B0. . . (512 bits total)"
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period:dec="60000"
chainId:dec="1"
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A pulse (simplified example)
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A pulse (simplified example)

uri:str="https://beacon.nist.gov/beacon/2.0/chain/1/pulse/220394"
version:str="2.0"

period:dec="60000"

chainId:dec="1"

pulseld:dec="220394"

time:str="2018-12-26T16:07:00.000Z"

randLocal :hex="5FF1E0C019C42C77FA72D522. . . (512 bits total)"
out.Prev :hex="BA646CC4AE7AE195D2C85E9D3. . . (512 bits total)"

preCom:hex="269908B840E79BE71CEC4EBA. . . (512 bits total)"

sig:hex="17943D886DA8C7C24B9244BE. . . (4096 bits total)"
randOut :hex="0A8863E03E200F6940A009B0. . . (512 bits total)"

» Each pulse is indexed
» Two main random values (“rands”): randLocal and randOut.

» Other features: signed, committed randLocal, chained randOut, ...
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randLocal (local random value):

randOut (output value):
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The two “rands” in a pulse

randLocal (local random value):

» Hash of randomness produced by > 2 RNGs
» Pre-committed 1 minute in advance of release

» Useful for combining beacons

randOut (output value):
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2. Randomness Beacons — Format

The two “rands” in a pulse

randLocal (local random value):

» Hash of randomness produced by > 2 RNGs
» Pre-committed 1 minute in advance of release

» Useful for combining beacons

randOut (output value):

» Hash of all other fields
» Fresh at the time of release

» The randomness to be used by applications
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1. No advanced release of pulse (6 > 0)
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2. Generate with entropy (> 2 RNGs)
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Timing for generation and release

1. No advanced release of pulse (6 > 0)

2. Generate with entropy (> 2 RNGs)
3. No advanced generation (small A) = Freshness

} = Unpredictability

7 intended pulsation period
A A
< ) < 0 .
> > Time
generate T release generate Tiy release
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Generate with entropy (> 2 RNGs)

No advanced generation (small A) = Freshness

No delayed release (small §) = Timeliness
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3. Randomness Beacons — Operations

Timing for generation and release

No advanced release of pulse (6 > 0)

Generate with entropy (> 2 RNGs)
No advanced generation (small A) = Freshness

} = Unpredictability

No delayed release (small §) = Timeliness

SAREE T R

Unambiguous indexation = Unambiguity

7 intended pulsation period

v

A A
Y > Y

Time

v

V.

>
>

generate obtain T release generate obtain Tps release
H k2 K3
I P; Py i+1 Pit1

R;: randOut ! R;

(The actual requirements specify allowed intervals for § and A)
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NIST randomness Beacon (version 2)
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3. Randomness Beacons — Operations

Beacon App: a pulse release means sending it to the database

Fw

Beacon
App

Pulse I

Legend: App: application; DB: database; Fw: firewall.

DB
(Web
frontend)

queries

replies

Web

(users)

The users request a pulse from the database through a URI/URL:

(URI = uniform resource identifier; URL = uniform resource Iocator)

https://beacon.nist.gov/beacon/2.0/chain/last/pulse/last

Example: URL for the latest pulse in chain 1 of the
NIST randomness Beacon (version 2)

Other queries exist: by pulseld; skiplists; certificates; external values...


https://beacon.nist.gov/beacon/2.0/chain/last/pulse/last

3. Randomness Beacons — Operations
»+ MD;: some metadata (uri, version, cipher, period, certId, chainTd) i Time
i: pulse index (int: ted by 1 fc h released pul S
» e i: pulse index (integer, incremented by 1 for each released pulse) i (remote)
T;: timestamp (UTC string, ms precision, e.g., “2018-07-23T19:26:00.000Z") b -
] »e r;: randLocal (512 bits
Hash of : v : ( ) NTP
external E;: external (srcId, status, value) (all zeros when not available) v
value ¢ Past; = (Ri—1, Rgji—1), Rpfi—1], Rarfi—1], Ry(i—1)): previous (i—1) Clock
and 1st of {hour (H), day (D), month (M) and year (Y)} of previous (on chip)
< C;: preCom (512 bits) N y
I M = MO | ;7| 2| Pasts | o] 23
L z;: status (32 bits)
Lozl @ Moy Guisi) " 225) g L, p
Cache Ri “%
« Pi=
M||Ri|1S;
Tit1 Ti+1| (randLocal y
of next pulse) | Mi
RNG #1
(on chip) Hash*
pi2\(512 bits H/ /9‘ Legend: - DB: database - ||: concatenation
RNG #3! pis 2 \ ) ; : * —K: released not before the stamped time
(quantum) +* (512 ~ HSM: hardware security module
"""""""" bits) RNG #2 HSM Signin% — NTP: network time protocol
module — RNG: random number generator
— UTC: Universal Time Coordinated

For simplicity, the diagram omits serialization details (e.g., field lengths and padding) and some metadata fields.
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» Just calculate randOut (mod N), if N < 2384

If 1 want to allow future auditability of a randomized operation:
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Using Beacon randomness (if | trust the Beacon)

(some simplifications for purpose of presentation)

Obtain a random integer within [0, N — 1]:
» Just calculate randOut (mod N), if N < 2384

If 1 want to allow future auditability of a randomized operation:
1. Commit upfront: publish a statement S that explains my deterministic
operation that will use the Beacon randomness (the output value

randOut) from future time ¢;

2. Derive a seed: Get R = randOut[t] (from the pulse with timestamp
t), and set the seed as Z = Hash(S|| )

3. Perform the operation:
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4. Randomness Beacons — Use
Using Beacon randomness (if | trust the Beacon)
(some simplifications for purpose of presentation)

Obtain a random integer within [0, N — 1]:
» Just calculate randOut (mod N), if N < 2384

If 1 want to allow future auditability of a randomized operation:
1. Commit upfront: publish a statement S that explains my deterministic
operation that will use the Beacon randomness (the output value

randOut) from future time ¢;

2. Derive a seed: Get R = randOut[t] (from the pulse with timestamp
t), and set the seed as Z = Hash(S|| R)

3. Perform the operation: Do what the statement S promised, using Z
as the seed for all needed pseudo-randomness.

22/30



4. Randomness Beacons — Use

Do you need to trust the Beacon?

What happens if a malicious Beacon targets your application
(e.g., the Contraloria), to affect the unpredictability?

3 mitigations:

> Feed external entropy (external value field)
— The Beacon cannot precompute randomness of the far away future

» Combine randomness from different beacons
— No single beacon can affect the randomness that will be used

» Combine a local secret (and committed) value
— The beacon cannot predict which seed the application will get
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4. Randomness Beacons — Use

Some Beacons in development

Three countries are developing Beacons to match the current reference:

» (United States) NIST Randomness Beacon
https://beacon.nist.gov/home

> (Chile) Random UChile
https://beacon.clcert.cl/

» (Brazil) Brazilian Randomness Beacon
https://beacon.inmetro.gov.br/
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4. Randomness Beacons — Use

Some Beacons in development

Three countries are developing Beacons to match the current reference:

» (United States) NIST Randomness Beacon
https://beacon.nist.gov/home

> (Chile) Random UChile
https://beacon.clcert.cl/

» (Brazil) Brazilian Randomness Beacon
https://beacon.inmetro.gov.br/

We would like others to join
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4. Randomness Beacons — Use

Some conceivable applications

“You have been randomly selected for additional screening”

Example applications:
» Select random test and control groups for clinical trials
> Select random government officials for financial audits
» Assign court cases to judges at random
» Sample random lots for quality-measuring procedures

» Provide entropy to digital lotteries

Some general objectives:
> Prevent auditors from biasing selections (or being accused of it)
» Prevent auditees from addressing only the to-be-sampled items

» Enable public verifiability of correct sampling

Advanced features: zero-knowledge proofs (ZKP) to enable auditability with privacy
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Concluding remarks

» Randomness Beacons have a potential as public good/utility, e.g., to
enhance public auditability of randomized processes

» The reference (NISTIR 8213) version 2 introduced new features for a
better interoperability, security and efficiency

» Planned:
» Complementary analysis and guidance

» Improvements based on feedback

» We would like to have your collaboration:
> external apps using Beacon randomness

» more deployed beacons
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5. Concluding remarks

The test of time

70 years from now, will beacons (still) be used as a building block of
public auditability?
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70 years from now, will beacons (still) be used as a building block of
public auditability?

Photo in 1948 *

Photo in 2018: https://www.nist.gov/sites/default/files/documents/2018/06/15/nist_gaithersburg_master_plan_may_7_2018.pdf

The NIST Stone Test Wall: “Constructed [in 1948] to study the performance of stone
subjected to weathering. It contains 2352 individual samples of stone, of which 2032
are domestic stone from 47 states, and 320 are stones from 16 foreign countries.”

* https://www.nist.gov/el /materials-and-structural-systems-division-73100/ nist-stone-wall
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Thank you

> NISTIR 8213: https://doi.org/10.6028 /NIST.IR.8213-draft

> Beacon project: https://csrc.nist.gov/Projects/Interoperable-Randomness-Beacons

Promoting Public Randomness
as a Public Good

(Promoviendo la Aleatoriedad Piblica como un Bien Pdblico)

luis.brandao@nist.gov; rene.peralta@nist.gov

Presentation at Open Seminars IMFD
October 4, 2019 @ Santiago, Chile

Disclaimer. Opinions expressed in this presentation are from the author(s) and are not to be construed as official or as views of the U.S. Department of Commerce. The
identification of any commercial product or trade names in this presentation does not imply endorsement of recommendation by NIST, nor is it intended to imply that
the material or equipment identified are necessarily the best available for the purpose.

Disclaimer. Some external-source images and cliparts were included /adapted in this presentation with the expectation of such use constituting licensed and/or fair use.
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