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Points to remember
1. There is a toolbox of conformity assessment approaches intended to meet a range 

of needs.

2. Conformity assessment program models vary based on balancing risk and 
resources.

3. Software and cybersecurity bring challenges to conformity assessment.

Certain commercial products, organizations and websites are identified. Such identification is not intended to imply recommendation or 
endorsement by NIST, nor is it intended to imply that the products or organizations identified are necessarily the best available for the purpose.
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Conformity Assessment: Basic Terms and Concepts

REQUIREMENT

How should it 
perform?

DETERMINATION

How do we know 
it performs?

ATTESTATION

Who says its 
performance 

has been 
demonstrated?

SURVEILLANCE

What about 
assurances 
next week?

Conformity assessment is the demonstration that specified requirements relating 
to a product, process, system, person or body are fulfilled.*

* ISO/IEC 17000 Conformity assessment – Vocabulary and general principles

What activities are preformed?  Who performs the activities? How robustly?
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The Parties – Who Does What?

The US Government can be in any of the three and may also have an oversight role.

Conformity assessment activity performed by the person or organization that 
provides the product/service/etc. (seller or manufacturer)

Third Party

First Party

Second Party

Conformity assessment activity performed by an independent entity that has no 
interest in transactions between the first and second parties

Conformity assessment activity performed by the purchaser or user
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REQUIREMENT

How should it 
perform?

DETERMINATION

How do we know 
it performs?

ATTESTATION

Who says its 
performance 

has been 
demonstrated?

SURVEILLANCE

What about 
assurances 
next week?

Changing 
requirements push 
on process

• Defines characteristics of the object of conformity
• Can be expressed in various ways (e.g., standards, regulations, customer 

requirements…)
• Federal agencies should use voluntary consensus standards
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REQUIREMENT

How should it 
perform?

DETERMINATION

How do we know 
it performs?

ATTESTATION

Who says its 
performance 

has been 
demonstrated?

SURVEILLANCE

What about 
assurances 
next week?

• Testing makes use of a Test Method
• Inspection makes use of professional judgement and sometimes testing
• Audit document process using records, documents, etc.
• Can be performed by the manufacturer, the purchaser, or a 3rd party.
• Determination of conformity results in a report

Source: cityinspectionsoftware.com

Source: FlickrStar5112
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REQUIREMENT

How should it 
perform?

DETERMINATION

How do we know 
it performs?

ATTESTATION

Who says its 
performance 

has been 
demonstrated?

SURVEILLANCE

What about 
assurances 
next week?

• An attestation is a statement made by an organization (generally) that requirements have 
been fulfilled.

• A manufacturer making an attestation is called a Suppliers Declaration of Conformity 
(SDOC)

• A 3rd-party attestation is called a Certification
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REQUIREMENT

How should it 
perform?

DETERMINATION

How do we know 
it performs?

ATTESTATION

Who says its 
performance 

has been 
demonstrated?

SURVEILLANCE

What about 
assurances 
next week? Changing 

environment requires 
changing 
requirements

• Conformity decisions are often based on a sample and a point-in-time
• Confidence demands conformity today, tomorrow, next year …

• Purchasers & consumers want it
• Certifiers want to know their attestations are still valid

• Surveillance activities help ensure ongoing conformity
• Pre-market activities (quality checks at manufacturing plants, suppliers, processes, etc.)
• Post-market activities (sample testing, complaint resolution, etc.)

• IT product market time may be a factor in surveillance activities
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Standards for Conformity Assessment

Published by International Organization for Standardization (ISO) Committee on Conformity Assessment 
(CASCO) in cooperation with the International Electrotechnical Commission (IEC)

CASCO 
Toolbox

Type
Parties

Standard(s)1st 2nd 3rd

Testing    ISO/IEC 17025

Inspection    ISO/IEC 17020

Supplier’s Declaration of 
Conformity (SDoC)


ISO/IEC 17050 
Parts 1 and 2

Certification
Products, processes, 
services


ISO/IEC 17065
[ISO/IEC 17067]

Management systems  ISO/IEC 17021
Persons  ISO/IEC 17024

Accreditation  ISO/IEC 17011
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Confidence in testers, inspectors, certifiers, 
accreditors?

Who Watches the Watchers?

Manufacturers

Certifier(s)/Inspection 
Body(ies)/Laboratory(ies)

Accreditor(s)

Conformity 
assessment scheme 
owner (program 
owner)
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Factors in building conformity assessment systems

Risks associated with non-compliance should 
be proportional to the rigor of the system 
design
• Over-design can be costly
• Under-design reduces confidence

Marketplace consequences, regulatory 
penalties and effective recall processes can 
allow less rigor in conformity assessment

One size does not fit all

The ABCs of Conformity Assessment, NIST SP 2000-01
Conformity Assessment Considerations for Federal Agencies, NIST SP 2000-02
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Flexibility to Address Confidence

(Example models)
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Conformity Assessment in the U.S. is unique
• No national level coordinating organization
• Numerous conformity assessment bodies, differing in size and scope
• Sector developed approaches
• Overlap in coverage
• Conformity assessment programs tailored to meet specific private and public sector needs*

RESULTS IN
• The opportunity for effective conformity assessment programs at the most efficient cost.

*Authorities and regulators may rely on private-sector conformity assessment to support their missions
NTTAA and OMB A119 require federal agencies to first consider voluntary consensus standards and reduce industry burden for redundant conformity and compliance 
mechanisms
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Federal Agency Use of Conformity Assessment 
• Legislation & Policy

• National Technology Transfer & Advancement Act
• OMB Circular A-119 Revised*
• WTO Technical Barrier to Trade Agreements (WTO TBT)
• Legislation focused on topic 

• Themes
• Agencies should first consider using industry standards (conformity assessment standards)
• Agencies should reduce industry complexity where possible (complexity =  time/effort/cost)
• Consider and leverage private-sector CA programs and other public-sector CA programs 

*OMB Circular A-119: Federal Participation in the Development and Use of Voluntary Consensus Standards and in Conformity Assessment Activities – 2016
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Elements of a Conformity Assessment Program

Foundational Considerations for 
Federal Agency Programs

1. Engage Stakeholders
2. Maximize Transparency
3. Leverage Existing Efforts
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Foot Protection in the Workplace

[. . .] 
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Variation by Federal agencies 

17



Points to remember
1. There is a toolbox of conformity assessment approaches intended to meet a range 

of needs.   Many federal programs use these tools and leverage existing programs 
and activities.

2. Conformity assessment program models vary based on balancing risk and 
resources.  Many federal programs focus on this balance and adjust.

3. Software and cybersecurity bring challenges to conformity assessment.  There is no 
silver bullet. Programs addressing cybersecurity requirements continue to evolve.  
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Questions & Discussion
Lisa Carnahan
NIST/ITL Associate Director for IT Standardization

carnahan@nist.gov
301-975-3362

Visit https://www.standards.gov to learn more about conformity assessment and 
access NIST conformity assessment guidance documents.
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