Federal Computer Security
Managers’ Forum Meeting

August 19, 2019
NIST Gaithersburg
NIST West Square
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NIST-Guest Wireless Network

your device.

1. Connect wirelessly to SSID: NIST-Guest

® NIST-Guest is broadcasted; Use this network to connect A.

2. Open your browser, as needed.

3. |If using iOS (iPhones and iPads), access a web page that does not use .
https:// to get to the Access and Use Policy.

If using Android devices, a web page will automatically open with the Access and Use Policy.

= Review the complete Access and Use Policy by scrolling to the bottom of the Window.
Ackpowledge that you agree to the terms identified by selecting ACCEPT.

® De¢vice access will be blocked if (1) it is a NIST-owned device; (2) malware or other
alicious activity is detected; or (3) inappropriate online behavior is detected.

For more information, see:
https://www.nist.gov/oism/access-and-use-nist-guest-network
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FCSM Quarterly Meeting Agenda

Welcome and

Jody Jacobs, FCSM Chairperson, NIST
Announcements

Jaime Noble, Director for IT Security &
Chief Information Security Officer, U.S.
Department of Justice, Office of Justice
Programs

Break

Building a Security
Authorization Strategy for
Cloud Service Providers

FIPS 201-2, Personal Identity : : .
10:40 a.m. Verification (PIV) of Federal Hildegard Ferraiolo, Computer Scientist,

Employees and Contractors Computer Security Division, NIST

11:30 a.m. ADJOURN FORUM MEETING

The FCSM forum meeting room will be available until 2:00 p.m. for forum meeting attendees to
get together and network, discuss issues among themselves, or ask FCSM/NIST staff about any
issues not discussed in the forum meeting. You can bring your lunch or purchase your lunch
from the cafeteria and bring it into the room for the networking session.
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NIST Update

» Rescinded NIST Special Publications
» N|ST FISMA Publication Schedule
» Overlay Repository

» Save the Date: FY19 Meetings, Workshops,
Conferences
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NIST Rescinded Publication

» (On May 31, 2019 NIST rescinded NIST Special
Publication 800-64 Security Considerations in
the System Development Life Cycle

» Refer to NIST SP 800-160 Volume 1 for current

Information about system life cycle processes
nd systems security engineering.

NIST intends to develop a white paper that
describes how the Risk Management Framework
(SP 800-37 Rev. 2) relates to system development
life cycle processes and stages.
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NIST FISMA Publication Schedule

» As of July 2019, NIST is currently working on updating the following publications.
Unfortunately, NIST is not able to give a date when these publications will be
released for initial/final public draft/final publication. The following list is in
alphabetical order and does not indicate publication preference:

» NIST Special Publication 800-18 Revision 2, Guide for Developing System Security
Plans

» NIST Special Publication 800-53, Revision 5 (Initial Public Draft), Security and Privacy
Controls for Information Systems and Organizations

Special Publication 800-53A, Revision 5, Assessing Security and Privacy Controls
Federal Information Systems and Organizations: Building Effective Assessment
lans

NIST Special Publication 800-53B, Control Baselines and Tailoring Guidance for
Federal Information Systems and Organizations

Federal Information Processing Standard (FIPS) 199, Revision 1, Standards for Security
Categorization of Federal Information and Information Systems

Federal Information Processing Standard (FIPS) 200 Revision 1, Minimum Security
Requirements for Federal Information and Information Systems

https://csrc.nist.gov/Projects/Risk-Management/Schedule
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NIST Security Control Overlay Repository (SCOR)

» Active NOW!

» NIST SCOR provides stakeholders a platform for voluntarily sharing security
control overlays

» | evel of detail in overlay at discretion of the organization

®» The overlay repository is organized into categories of overlays based on
the submiitting organization: government-wide; public (submitted by a
.com, £&du, or .org); and NIST-developed.

®» Govgrnment-wide category consists of submissions from federal, state,
tribal, and local governments.

Public category consists of submissions from commercial, educational, or
n-profit organizations.

IST-developed category consists of submissions developed by NIST.

https://csrc.nist.gov/Projects/Risk-Management/scor
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NIST Security Control Overlay Repository (SCOR)
Submission Process

= QOrganizations sanitize overlay for public review and ensure consistency
with 800-53 security controls

= Organizations complete and submits the following documents to
overlays@list.nist.gov:

®» QOverlay submission form

= SCOR participation agreement (for Public organizations) or SCOR participation agreement
(for Federal organizations) with management approval (digital signatures are accepted)

®» Organization Overlay in either Excel, Word or PDF format
» NIST Reviews overlay for consistency with NIST standards and guidelines
=» Ovegrlay is posted on SCOR Website

Oyganizations notified of posting and are responsible for letting NIST know
any updates

» |f overlay is not updated within one year of a new SP 800-53 version being published, it will
be removed and/or archived.

All submissions/Questions: overlays@list.nist.gov
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Upcoming Meetings, Workshops and Conferences
- Save the Date!

» Theme for 2020 2-day conference

» \/olunteer for presentation, talk about your program, innovative solution
showcase!

®» Send to sec-forum@nist.gov

®» Privacy Engineering Program Events at https://www.nist.gov/itl/applied-
cybersecurity/privacy-engineering/events

SM Quarterly Meeting

ovember 19, 2019 @ NIST Gaithersburg
»/ February 18, 2020 @ NIST Gaithersburg
April 21, 2020 @ NIST Gaithersburg

or more information:
https://csrc.nist.gov/Projects/Forum
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