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Administrative Reminders

* This meeting is NOT recorded; slides will be available within 7 business
days, with speaker permission

e CEU Form is available:
https://csrc.nist.gov/Events/2020/fcsm-forum-meeting-july-23-2020

* Please mute yourself when not speaking

 Questions or comments?

..ﬂ Type them into the chat, send a private message to Vicky, Katie or Jeff, or
e send an email to sec-forum@nist.gov.

FCSM will not hold our annual 2 Day Conference as planned this year.
Join us for a virtual 2 day event on October 28, 2020.
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FCSM Quarterly Meeting Agenda: July 23, 2020

9:00 AM Welcome and Announcements
Katie Boeckl and Vicky Yan Pillitteri, FCSM Chairs
Applied Cybersecurity Division and Computer Security Division, NIST

9:20 AM Analytic Portability for Log Analysis
George J. Cancro, Systems and Software Engineer
Johns Hopkins Applied Physics Laboratory

10:00 AM Break

10:15 AM Update from the Small and Micro Agency CISO Council — Small Agency Telework
Challenges
Alen Kirkorian, Division Chief
Innovative Strategy and Security Office of the Chief Architect, Department of State

11:30 AM Adjourn Forum Meeting
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FCSM Welcome and Announcements

Jody Jacobs, THANK YOU Welcome to Katie Boeckl,
for serving as the FCSM Privacy Risk Strategist, the
Chair for the last 3 years! new FCSM Chair!
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NIST Updates

e Security and Privacy Collaboration Implementation
Tiger Team

e NIST FISMA Publications

* Opportunities: The NIST FISMA team is hiring!
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Security and Privacy Collaboration Implementation Tiger

Team NIST

NIST has been working to incorporate privacy risk management publications
supporting FISMA

The goal of the tiger team was for NIST to better understand agency
needs, gaps, challenges and successes on control implementation
collaboration and to develop guidance or appropriate tools in
support thereof.

Call for participation through the Federal ClIO and CISO Councils and Federal Privacy
Council; 65+ participants from civilian agencies, DOD and IC

Tiger Team ran from May 20, 2020 — July 16, 2020
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Security and Privacy Collaboration Implementation Tiger

Team NIST

 Summary of challenges for security and privacy program collaboration
e Organizational Structure
* Resources
e Culture
* Workforce and Expertise
« RMF and SDLC (including control selection, implementation, and assessment)

* Feedback on the Proposed Notional Collaboration Index included as a supplemental
material in Draft SP 800-53, Rev 5

* Provided opportunities and recommendations on how to improve collaboration
* Opportunities for organizations
* Federal-wide recommendations
 Recommendations for NIST
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Upcoming Meetings, Workshops and Conferences

We always want your input on future FCSM Topics and Speakers.

For more information about FCSM: https://csrc.nist.gov/Projects/Forum

Send questions and comments to the NIST FCSM Team (Katie, Vicky and Jeff):
sec-forum@nist.gov

Next FCSM Meeting: Thank you to NIST Conference
October 28, 2020 Services and Jeff Brewer for making
Virtual Only these virtual events seamless!
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